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Abstract 
There has been worldwide interest in corporate governance because of the high profile 

corporate collapses of the early 2000s. The use of control frameworks has been 

mandated in the United States of America through the Sarbanes Oxley Act of 2002. 

One of the popular frameworks adopted is the Control Objectives for Information and 

Related Technologies (CoBIT). 

Organisations have shown an increasing interest in using COBiT both as an IT 

governance framework and also for IT audit because of its focus on the alignment of 

business and IT goals and processes. The COBiT framework is massive, so there is a 

need for research to determine the most important IT processes in public sector 

organisations in order to reduce the number of audit areas included in an abbreviated 

COBiT IT audit instrument while retaining relevance. There is a large body of published 

work available for COBiT, however, much of this has originated within the domain of 

the practitioner and is aimed at a similar readership, with little, if any, academic 

research that has considered the effectiveness of the framework. Prior research has been 

conducted in the national and international arenas, but it is unclear if this can be 

extended to the Tasmanian public sector. 

This research used a survey methodology to obtain ratings from selected Tasmanian 

public sector organisations for each of the high level IT control objectives in the COBiT 

framework. These ratings were compiled to form a ranked list of the most important IT 

processes for the Tasmanian public sector. Audit measures were selected for the key IT 

processes, then validated by a senior public sector IT audit professional and the 

instrument subsequently trialled on a range of Tasmanian public sector organisations. 

An evaluation of the IT audit process using COBiT was also undertaken. 

The instrument developed contained seven IT control objectives and was successfully 

trialled in nine public sector organisations of all possible levels. The results obtained 

indicated that Tasmanian public sector organisations perceived ensuring security of their 

systems to be the most important IT process. Of the seven it control objectives audited, 

five were also considered important in national and international studies. 

The results obtained suggests that use of the COBiT -derived instrument for public sector 

IT audit provided a insight into the IT governance and control within these 
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organisations as well as indicating the degree to which the goals and governance of the 

organisation and the organisation were aligned, neither of which was available with the 

use of the previous instrument. The use of COBrf for IT audit in this case was 

considered to be effective and provides some validation in one public sector context of 

the extensive use of COBrf by practitioners. 
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Chapter 1 

Chapter 1 - Introduction 

1.1 Introduction 

Introduction 

This chapter introduces and supports the research documented in this thesis, providing a 

background to the research problem before outlining the research objectives. It also 

looks at the significance of the research, and the contribution it makes. The chapter 

concludes with a brief outline of the structure of the thesis. 

1.2 Background 

This section looks at the background to the research. It gives an overview of the issues 

surrounding information technology governance, the Control Objectives for Information 

and Related Technologies (CobiT) framework and the general field of information 

technology audit. 

1.2.1 Governance 

Corporate governance has been a recent focus, because of the high profile corporate 

collapses of the early 2000s, including giants such as Enron and WorldCom in the 

United States of America, and HIH Insurance and OneTel in Australia. As part of that 

focus on corporate effectiveness, the governance of information technology (IT) within 

corporations has been subject to scrutiny. 

1.2.1.1 The United States Response 

Responses by governments to the collapse of such corporate giants varied. In the 

United States of America legislation was enacted in the form of the Sarbanes Oxley Act 

which prescribed the use of a corporate governance framework that must be followed by 

all corporations listed with the New York Stock Exchange. Many of the larger 

companies operating within Australia either offshore subsidiaries of American 

companies, or have American subsidiaries, and as such are indirectly exposed to the 

requirements of the Sarbanes Oxley Act. 

The use of a governance framework is mandatory under the requirements of the 

Sarbanes Oxley Act; however, the legislation does not specify exactly which framework 

should be used. This is a decision made within each organisation. The framework 
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Chapter 1 Introduction 

developed by the Committee of Sponsoring Organisations of the Treadway Commission 

(COSO) is often used to meet the requirements of the Sarbanes Oxley Act, but this 

framework does not specifically cover the use of IT. 

1.2.1.2 The Australian Response 

In Australia there is no requirement to use a framework to guide either corporate or 

information technology governance. The Australian govemment approached the 

collapse of Hili by instituting a Royal Commission, a high level enquiry headed by a 

leading judicial figure, to examine the circumstances surrounding the collapse. Justice 

Neville Owen delivered his report in April 2003, and was damming in his criticism of 

the information technology and systems employed by Hili and their deceptive approach 

to governance. The Australian Securities and Investments Commission has instituted 

legal action against many of the leading figures involved in the management of both 

Hili and OneTel, the other large company to collapse in Australia. 

Despite the number of investors who lost significant amounts of money, there was no 

tightening of the regulatory requirements surrounding corporate or information 

technology governance. A voluntary best practice standard (AS8015 - 2005 Corporate 

Governance of Information and Communication Technology) has released by Standards 

Australia, and the Australian Stock Exchange Corporate Governance Council released 

its Principles of Good Corporate Governance and Best Practice Recommendations in 

March 2003, which are also only intended as a guide. 

Within the public sector there are few restrictions on governance. Public sector 

organisations are largely funded by the taxpayer (or ratepayer in the case of local 

government) and answerable to the government of the day. Governance structures vary 

widely across the sector and are subject to change according to the wishes of the 

political masters. Stewardship of public monies is audited by the relevant public audit 

authority, some of which are also starting to audit governance, and more particularly the 

governance of information technology. 
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Chapter 1 Introduction 

1.2.2 COBIT . 

There are numerous IT management frameworks available. Some, such as the 

Information Technology Infrastructure Library (ITIL) have a long history; however 

their focus is on the promotion of best practice rather than IT control. Control 

Objectives for Information and Related Technologies (CoBiT), is widely used 

throughout the world for the examination of IT control and audit. COBlT is derived 

from many reputable sources, including the Committee of Sponsoring Organisations of 

the Treadway Commission (COSO), ITIL and Capability Maturity Model Integration 

(CMMI). 

The framework is masSive, consisting of thirty four high level control objectives 

grouped into 4 domains. Each high level control objectives is associated with between 

three and thirty detailed control objectives, producing a comprehensive framework of 

some three hundred and eighteen detailed control objectives. 

The COBiT framework is increasingly being used to meet the requirements of the 

Sarbanes Oxley Act, particularly, as noted above, since it has been partly based on and 

mapped to the COSO framework. It is also being used in many other countries, 

including Australia. An increasing interest in the alignment of business and IT goals 

and processes has also contributed to the uptake of the COBt[ framework. COBiT is 

increasingly being used to bring about better IT governance in organisations. IT 

auditors have also started to use COBiT to guide the IT audit procedure. 

There is a large body of literature based around COBt[, as the framework is of particular 

interest to practitioners, who have been the source of much of this work. It must be 

noted that many publications about CobiT emanate from the Information Systems Audit 

and Control Association (lSACA) or the Information Technology Governance Institute 

(ITGI) the organisations that developed and distribute CobiT, or people closely linked 

to these organisations. However, there is lack of scholarly research into the framework 

to evaluate its effectiveness for IT governance or IT audit. 

The COBiT framework is large. The Australian National Audit Office, which has IT 

specialists integrated into its audit teams (ANAO, 2000), does not use the framework in 
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its entirety for its IT audit program, preferring to use a customised program derived in 

part from COBIT. 

1.3 Information Technology Audit 

Whilst there are no regulatory requirements for IT governance measures to be in place 

in Australia as there are in some other nations, a growing number of private companies 

voluntarily undertake audits of their IT governance practices. These audits are 

conducted by the larger accounting firms, as well as IT consultancies. Within the 

Australian public sector the Australian National Audit Office (ANAO) and the 

Tasmanian Audit Office (T AO) were the first to use audit programs derived, at least in 

part, from the COBIT framework for undertaking IT audits (c. Buell, personal 

communication, 22 September, 2005). 

The Tasmanian Audit Office (T AO) is the independent agency responsible for 

upholding public integrity within the state of Tasmania. Its primary function is to audit 

the financial statements of public sector organisations within the State. The TAO has 

expanded its audit scope to include IT audit and it currently employs one senior EDP 

auditor and an EDP audit cadet. Currently IT audits use a program devised by a private 

consultant and although interest has been expressed in using the COBIT framework, 

budgetary restraints of both time and money ensure that this is not feasible due to 

COBiT's size. 

This section has reviewed the areas of corporate governance, the CobiT framework and 

the field of information technology audit. The research documented in this thesis is 

grounded in these areas. The research objective is outlined in the next section. 

1.4 Research Objective 

Because of the size of the framework and the limited time available to perform IT audits, 

there is a need for research to determine the most important IT processes from the 

COBIT framework in order to give guidance as to which areas IT audits should cover. 

The only prior research into the IT processes considered to be the most important comes 

from an international survey, which may not prove to be appropriate in the Tasmanian 
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public sector. Moreover, it was not specifically developed for the public sector, but for 

a range of industries. 

1.5 Research Significance 

The widespread use of the COBrT framework and the lack of rigorous research into its 

effectiveness should ensure that this research will be viewed as significant in a number 

of contexts. Given the use of COBrT internationally for both audit and governance this 

research should be of interest to practitioners in these fields. The lack of scholarly 

publications around the framework should ensure the interest of those engaged in 

research. 

1.5.1 Researchers 

There has been found to be a predominance of practitioner-based literature surrounding 

the CobiT framework (Ridley et al, 2004). Much of this emanates from ISACA and 

ITGI, as the custodians of COBrT, as well as people closely related to the development 

of the framework. In their conclusions Ridley et al indicate from the very few 

academically focused papers, they located only two focused on the COBrT framework, 

and they call for "rigorous research in the area" (p21) identifying it as having 

"considerable potential for future work" (p21). 

This research will enable a comparison of the COBrT control objectives perceived to be 

the most important to be made against the international study of Guldentops et at (2002), 

and the national study by Liu & Ridley (2005). These studies both used the same 

ranking of control objectives compiled by an expert panel, rather than asking the 

organisations who subsequently assessed their maturity against control objectives on the 

list. An additional comparison with the control objectives identified by the self 

assessment project of the European Organisation of Supreme Audit Institutions 

(EUROSAI) IT Working Group will also be made. Making a comparison of control 

objectives identified by world experts, or national public sector audit organisations from 

Europe, to those identified by public sector managers in Tasmania will demonstrate the 

common concerns and potentially highlight any issues specific to the local industry. 
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1.5.2 Practitioners 

As indicated in 1.5.1 above, much of the literature surrounding COB iT is of a 

practitioner-based nature and emanates from the source of the COBiT framework or 

people closely related to it. Ridley et al found that most of these publications detailed 

COBiT implementations. The comparatively large volume of practitioner-based COBiT 
• 
literature suggests that practitioners are vitally interested in the framework. For the IT 

audit professional this research will give a unique insight into the IT processes 

considered to be important within the Tasmanian public sector. 

1.6 Thesis Structure 

1.6.1 Chapter 1 - Introduction 

This chapter provides an overview of the research, providing a brief background and 

looking at issues directly relating to the research including objectives, significance and. 

the research question, before giving an overview of the structure of the dissertation. 

1.6.2 Chapter 2 - Literature Review 

Chapter 2 reviews relevant literature giving a background on corporate governance, 

specifically Information Technology (IT) governance, the COBiT framework, including 

the existing body of literature about the framework, and the field of IT audit. 

1.6.3 Chapter 3 - Methodology 

Chapter 3 examines matters relating to the methodology by which this research was 

undertaken. It looks at the ethical considerations, the research aims, philosophical 

considerations, the research methods, the issues of reliability and validity as well as 

methods of analysis for data collected. 

1.6.4 Chapter 4 - Results and Analysis 

Chapter 4 explores the results of the research. The results from both phases of the study 

are presented, interpreted and discussed. 

1.6.5 Chapter 5 - Conclusions 

Chapter 5 presents and discusses the conclusions drawn from the research. 
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1.6.6 Appendices 

The appendices contain material that adds richness to the content of the text of this 

dissertation, while not necessarily being directly important to the content. 
~ 
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Chapter 2 - Literature Review 

2.1 Introduction 

Literature Review 

This chapter examines the existing body of literature with regard to the concepts that 

underpin the research project. The research draws on literature from both corporate and 

information technology governance, the COBIT framework and the growing field of 

information technology audit and so it is these areas that this review will cover. 

2.2 Governance 

With the increased focus on Corporate Governance, the use of information technology 

(IT) within organisations has come under closer scrutiny. IT is now considered to be 

pervasive in the current business environment (van Grembergen et ai, 2004). It has 

been suggested (Epstein & Rejc, 2005) that IT decisions have been made on the basis of 

compelling arguments or keeping up with the competition rather than sound fiscal 

grounds and that the costs associated with technology and conversion. to a new system 

are higher than projected while the benefits are lower and harder to achieve. 

2.2.1 Corporate Governance and IT Governance 

Corporate governance can be viewed as dealing with "the ways in which suppliers of 

finance assure themselves of getting a return on investment" (Schliefer & Vishny, 1997, 

P 737). Businesses are now so dependent on information technology that IT governance 

must be considered in tandem with corporate governance (van Grembergen et ai, 2004). 

Information Technology is able to influence the strategic opportunities available to the 

business and provide critical input to the enterprise's strategic plan. Through such a 

mechanism; IT governance allows the entity to fully leverage its information thus acting 

as a driver for enterprise governance. 

The interdependence between enterprise or corporate governance and IT governance 

ensures that neither should be considered in itself to be a pure discipline (van 

Grembergen et aI 2004). Several authors (Guldentops, 2003; ITGI, 2003; Peterson, 

2003) have noted the requirement for IT governance to be included in the overall 

corporate governance structure of an entity. 
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Investors are willing to pay a premium for the shares of. well governed companies 

(KPMG Belgium, 2005). While a definitive figure cannot be placed on such a premium 

it is an acknowledged fact that good governance does make a difference to corporate 

value. 

2.2.2 What is Information Technology Governance? 

"IT governance is a hot topic, though no one seems to be sure exactly what it is or how 

to explain it" (Broadbent, 2003, pl)o 

If corporate governance is the way III which investors are assured of a return on 

investment, then IT governance can be viewed in a similar manner. It can be viewed as 

the mechanisms and processes the board, executive and IT management ensure that IT 

strategy is fonnulated and implemented to ensure that both the business and IT 

functions are aligned. (ITGI, 2001 ;van Grembergen, 2002; Standards Australia, 2005). 

The Tasmanian Audit Office (T AO) recognises the importance of linking both 

enterprise and IT governance in its decision to implement IT audits as a part of its 

routine procedures. 

2.2.3 IT Governance 

There has been a global focus on corporate governance, because the high profile 

corporate collapses of the early part of this decade. The collapse of Enron and 

WorldCom in the United States led to the introduction of the Sarbanes Oxley Act in that 

country, while in Australia both Hili and OneTel collapsed and Harris Scarfe required a 

radical restructuring of its ownership and massive changes to its way of conducting 

business. The statutory reaction in Australia was not as severe as that in the US where 

the Sarbanes Oxley Act was drafted and enacted to require oversight of corporate 

governance. The Australian approach was a series of best practice guidelines, which are 

not mandatory. 

In Australia the Corporations Act underwent revision and a series of corporate 

governance standards were developed, (AS 8000 to AS 8004) dealing with corporate 

governance in 2003 and AS8015 dealing with corporate governance of Infonnation and 

Communication Technology (lCT) in 2005. Further standards are being drafted to 
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encompass ICT projects and ICT operations. Additionally the Australian Stock 

Exchange formed the ASX Corporate Governance Council in 2002 with that body 

subsequently releasing its Principles of Good Corporate Governance and Best Practice 

Recommendations in March 2003. In his final report from the Royal Commission into 

the HIH collapse Justice Neville Owen found failures in governance and oversight 

structures at every level of the organisation along with failures in information 

management systems, which effectively resulted in decision makers being denied 

information. Justice Owen found that HIH was plagued with both management and IT 

problems; this was in spite of the company declaring in its annual reports that it had a 

corporate governance model (Owen, 2003). 

Problems with corporate governance practices existed long before the corporate 

collapses of the early 2000s; the corporate excesses of the 1980s and resulting corporate 

collapses are probably the most recent. Peter Drucker (1989, p26) predicted the rise of 

corporate governance saying" ... the governance of business ... is likely to become an 

issue throughout the developed world." 

The annual spending for the Australian IT industry was estimated to be $80 billion in 

2002, worldwide at the same time the figure was estimated to be $3 trillion (Late line, 

2002). With Boards of Management becoming increasingly aware of their fiduciary 

duties as highlighted by the corporate collapses mentioned previously, large capital 

expenditures can no longer be delegated to the IT department with the vague hopes that 

it will be utilised wisely and the company will benefit. 

Some of the more important aspects of IT governance are. the alignment of the goals of 

both the information technology and business functions (IT strategic alignment), the 

addition of value to a business through the use of IT (IT value delivery), the 

management of the risk associated with the IT function (risk management) and the 

measurement of performance against either industry benchmarks or projected targets 

(performance measurement). These aspects are now briefly examined in turn. 

2.2.3.1 IT Strategic Alignment 

One of the important aspects of IT governance is that of the alignment of the goals of 

both Information Technology and the business. IT strategic alignment is a complex and 
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multifaceted process that can be considered to be the means by which IT value is 

delivered (van Grembergen et ai, 2004). One study (Burn & Szeto, 2000) indicated that 

only 50% of business managers and 60% of IT managers considered such alignffient to 

be either successful or highly successful in their organisation. While total alignment 

may never be achieved it can be considered a worthy ambition as there exists a real 

concern about the value of IT investments (ITG!, 2003; Broadbent & Weill, 1998). 

'Aligning the goals of both IT and the business can lead to improved value delivery in 

the IT function as outlined in the following section. 

2.2.3.2 IT Value Delivery 

The addition of value to a business through the use of IT can be considered to be 

directly related to the alignment of IT and business goals and the way in which IT meets 

the expectations of the business (ITGI, 2003). The value derived from IT investments 

will be perceived differently by differing levels of the organisation, from users through 

to the various levels of management (Broadbent & Weill, 1998). 

When creating business value, the organisation's appetite for risk must be considered. 

A brief outline of risk management is outlined in the next section. 

2.2.3.3 Risk Management 

In contrast to value delivery, where the focus is on creation of business value, risk 

management can be considered to be focused on the preservation of business value (van 

Grembergen et ai, 2004). Risk management is driven by establishing accountability 

within the organisation (ITGI 2003). Essential to the management of risk is a sound 

understanding of the organisation's appetite for risk and its exposure to it. This then 

determines management's options in the management of risk by such means as 

mitigation, transfer and acceptance strategies (ITGI 2003). 

When assessing organisational performance, the performance of the IT function can 

affect the overall business performance due to the large investment in IT infrastructure 

and operating costs in many organisations. The following section considers 

performance measurement. 
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2.2.3.4 Performance Measurement 

Performance measurement is considered to be essential in the modem organisation. 

One such measurement system is through the use of Balanced Scorecards through 

which relationships and knowledge based assets are assessed, rather than the traditional 

accounting measures. Guldentops (2003) considers that IT should have its own 

scorecard and notes that a linkage between scorecards for both IT and the business as a 

whole is a strong method of alignment. An alternate method is that of assessing an 

organisation's "maturity" against a set of standards such as those in the Capability 

Maturity Model Integration (CMMI) or COBtr frameworks, both of which will be 

considered in sections 3 and 4 respectively. 

The next section examines the statutory requirements for IT governance. 

2.3 Statutory Requirements 
Statutory requirements for IT governance vary between nations, according to the 

general approach to corporate governance. In Australia, the approach is more according 

to the spirit of legislation, whereas in the United States of America the letter of the law 

is applied. 

2.3.1 Australia 

There are no statutory requirements within Australia with regards to IT governance at 

the time of writing. Australian Standard AS 8015 Corporate Governance of Information 

and Communication Technology was released at the end of January 2005. However, 

the standard does not contain any mandatory elements and remains simply a pointer to 

best practice in the field. In terms of private organisations this means there is no 

requirement to follow any form of IT governance practices. As noted earlier, investors 

are willing to pay a premium for shares in well governed companies (KPMG Belgium, 

2005) and this, along with a vague hope that companies will exercise good corporate 

citizenship, carries the field of IT governance forward in the private sector in Australia. 

2.3.2 United States of America 

Probably the most notable statutory requirements for IT governance are those in place in 

the United States of America. IT governance is covered by the Sarbanes Oxley Act 
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which regulates corporate governance as a whole in that country. The act requires the 

use of a framework within which corporate governance is administered. The framework 

used is not specified and while many organisations have opted for the framework from 

the Committee of Sponsoring Organisations of the Treadway Commission (COSO), this 

framework does not provide guidelines for the governance of information technology 

and thus other frameworks are also being adopted. One such framework is the Control 

Objectives for InforII.Jation and Related Technologies (CoBIT) focuses on the alignment 

of both IT and business strategy and function. 

2.3.3 IT Frameworks 

The most commonly mentioned frameworks in the practitioner literature are the Control 

Objectives for Information and Related Technologies (COBIT), the Information 

Technology Infrastructure Library (ITn..), the integrated Capability Maturity Model 

(CMMi), Six Sigma and the International Standards Organisation (ISO) Standards 

number 17799 and 9000 (Spafford, 2003; Anthes, 2004; Violino, 2005). The different 

frameworks have evolved to meet specific needs. ITn.. was developed to implement 

best practice in IT service management. CMMi was originally designed as an aid to 

improving processes in software development. Six Sigma also focuses on process 

improvement, but from a statistical point of view. ISO 17799 is a detailed security 

standard establishing best practices, while ISO 9000 is one of three standards published 

by ISO guiding quality management systems. COBIT will be considered in detail in 

Section 2.4. 

2.3.4 Summary 

While IT governance is currently topical, it seems that it has many different meanings, 

with differences particularly obvious between academic, practitioner and statutory 

sources. It places the responsibility for the governance of IT squarely at the feet of the 

board, rather than in the hands of the IT department, as has been the case in the past in 

many organisations. It covers the drivers of strategic alignment and performance 

measurement and the outcomes of value delivery and risk mitigation. While this 

discussion of IT governance has focused predominantly on private companies, it could 

·13 -



Chapter 2 Literature Review 

be argued that it applies equally to public sector organisations as there is a move within 

some sectors to have greater accountability. 

As indicated in Sections 2.3.2 and 2.3.2 above, COBiT is one of the frameworks within 

which organisations are aligning their IT and business governance. 

2.4 COBIT 

2.4.1 Introduction 

The Control Objectives for Information and Related Technologies (COB iT) framework 

was developed in response to a perceived need for a framework for the internal control 

of IT governance. It was built upon best practice and has been maintained and upgraded 

to reflect the changes in such practices. The current version (version 3) is about to be 

superseded by a new version. COBiT documentation has been published in a number of 

forms to meet the needs of different members of an organisation. A broad overview is 

available in the form of the Executive Summary, while the more detailed Framework, 

Control Objectives, Implementation Tool Set offer an in depth guide to the IT 

practitioner suited to their level of need. The Management Guidelines are specifically 

designed for the executive management of the organisation offering a means to monitor 

organisational achievement against goals. All these documents are available for 

download from the Internet at no charge. Additionally, a set of Audit Guidelines is 

available. However, these are restricted to audit practitioner download only. Much of 

the literature published about COBiT can be traced back to the two organisations that are 

the custodians and distributors of the framework, the Information Systems Control and 

Audit Association (ISACA) or the Information Technology Governance Institute (ITG!); 

or to the people closely associated with these organisations. 

2.4.2 The Framework 

The conceptual framework of CobiT is complex. At the bottom of the framework are 

activities and tasks that can be grouped into processes which in turn are grouped to form 

domains. The official CobiT documentation represents it as depicted in Figure 2.1. The 

domains within the conceptual framework are given labels with which management 
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would be familiar: planning and organisation, acquisition and implementation, delivery 

and support and monitoring. 

ProCesses 

·ACtiliities/ . 
Tasks· 

Figure 2.1 COBIT Conceptual framework (source ITGI, 2000a, p16) 

The conceptual framework can be considered from three perspectives as depicted in 

Figure 2.2. From the information criteria perspective the important aspects are those of 

quality, fiduciary requirements (those of confidence or trust) and security. The 

information technology resource perspective emphasises people, application systems, 

technology, facilities and data. The third perspective is that of information technology 

processes encompasses the activities, processes and domains approach . 

.. lnformatlon Crtterla .. 
d • 

; 
cl: 
t:: .. Activitiet 

Figure 2.2: The COBIT cube (source: ITGI, 2000, P 16) 

The conceptual framework outlines the broader perspectives of COBiT. IT processes are 

encapsulated by the control objectives. 
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2.4.3 The Control Objectives 

2.4.3.1 High Level Control Objectives 

Literature Review 

The COBiT Framework (ITGI, 2000a) document details the thirty four high level control 

objectives within the four domains. The control objectives are defined in such a way as 

to be non-specific to the technical platform, but also recognising that some specialised 

technology environments will require different control objectives. 

Each control objective is labelled as to its domain and assigned a number within that 

domain as well as a descriptive title (eg the first control objective in the Planning and 

Organisation domain is referred to as POI Define a Strategic Information Technology 

Plan). Control objectives are also related to the set of information criteria outlined in 

the Framework section above, with the relationship being classed as either primary or 

secondary. In addition, the control objectives are related to the IT resources (People, 

Applications, Technology, Facilities and Data) specified in the COBIT cube. Figure 2.3 

illustrates these relationships. 
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Figure 2.3: Relationship between control objectives and the three perspectives of the 

COBIT cube (Source ITGI, 2000a, p 20) 

Each objective is documented according to template illustrated in Figure 2.4. 

·17· 



Chapter 2 Literature Review 

The cantrol ot 

. .IT Processes 
=J~wh~;ch~~ 

Business. 
Requirements .•.. ;s enabled 

Control 

L-~Sta_·_tem~e~n~~:-~~~~~~~ 
Control 

Practices . 

Figure 2.4:Template for presentation of high level control objectives (source: ITGI, 2000b 
P 21) 

Using the first control objective (POl Define a Strategic Information Technology Plan) 

from the Planning and Organisation domain as an example, Figure 2.5 gives an 

illustration of such documentation. 

Control over the IT IJfOceSS of 

defining a strategic IT plan 

Ihal salisfies Ihe business reel"iremelll 

10 slrike an oplimum balance of informalion lechnology opportunities 
and IT business requirements. as well as ensuring Its further accompllshmenl 

is enabled by 

a strategic planr)ing process undertaken at regular intervals giving rise 
10 long.lerm plans; the long·lerm pl,,,s should periodically be 
Iranslaled inlo operalional plans selling clear and concrele short·term 
goals 

and takes into consideration 

• enterprise business s1la1egy 
• defmitjon ofhoW' IT supporls the business objec1ives 
• inventtJry oftechuological solutions and current infl'astruclure 
• moniloring Ihe technology markels 
• timely feasibilily sludies and realily checks 
.. existing systems assessmenlS 
.. enterprise posillon on risk, time-to-market, qualily 
.. need for senior management buy-in. support and critical review 

Figure 2.5: Example of COBIT control objective documentation (adapted from ITGI, 2000b) 

Additionally each high level control objective is associated with at least three more 

detailed control objectives. 
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2.4.3.2 Detailed Control Objectives 

While the section above details the thirty four high level control objectives, there exists 

a further, more detailed set of control objectives associated with each of the IT 

processes. Each high level control objective is related to between three and thirty 

detailed control objectives, producing a total of three hundred and eighteen detailed 

objectives. 

The detailed control objectives are drawn from forty one primary sources of both 

legislated and non legislated international standards and regulations (see Appendix A). 

The individual control objectives are statements of desired results or purposes to be 

achieved through their implementation within an IT activity thus providing both policy 

and best practice for IT control (ITG!, 2000b). 

An illustration of a single detailed control objective from the high level control 

objective POl - define a strategic Information Technology Plan is illustrated in Figure 

2.6. This is only one of eight detailed control objectives for this high level objective. 

Detailed Control Objectives 

1 Defin. a Strategic Information Technology Plan 

1.1 IT as Pan of, ... Or~anisation's Long- and ShoM.Rarlye Plan 

Semor management IS responSIble for developing and "nplement"19Ion~· arid Short-range plans that 
fulfil the orgamsa1lOn''S mrSSJon and goals In this. respect, semor management should ensure- IhallT 
issue. as well as opportunities are adequately asse.sed and reflected in the O'llancsations long. and 
sho~-rallge plans IT lon9- and short·range plans should be developed la help ensure that the use 
of IT IS aliglle d wrth the rnlSSlon and b "siness strategi es of the 0 rgamsa"o n. 

Figure 2.6: Detailed Control Objective (adapted from ITGI, 2000b) 

It can be seen from the above discussion that the CobiT framework is both long and 

complex. In order to make the framework more accessible and understandable to 

managers, a set of management guidelines are provided. 

2.4.4 The Management Guidelines 

Within COBrT there exists a series of measures by which management can measure the 

performance of their organisation against the COBrT control objectives. Some of these 

- 19-



Chapter 2 Literature Review 

measures are not integral to this research project and as such will not be covered in great 

detail in this review. Specifically the measures that are not considered in this overview 

are: Critical Success Factors (CSF), Key Goal Indicators (KGD and Key Performance 

Indicators (KPD. 

2.4.4.1 Maturity Models 

The maturity models are a means of scoring the organisation's performance on a Likert

type scale with six potential values ranging from 0 (non-existent) to 5 (optimised). 

Specific maturity models are available for each individual high level control objective 

for the framework. These are derived from a generic model which is discussed in more 

detail in Section 3.7.3. 

In addition to the internal or self assessment tools provided by the Management 

Guidelines, CobiT also produces a set of audit guidelines. 

2.4.5 The Audit Guidelines 

The final product in the COBIT suite is a set of audit guidelines. These guidelines are 

not as freely available as the remainder of the COBIT documentation as they are 

restricted·to audit professionals only. These guidelines provide the IT audit professional 

with a framework within which to conduct audits. The guidelines outline the audit of 

the IT process are depicted in Figure 2.7. 

These guidelines are supplemented by a set of standards, procedures and additional 

guidelines as well as a code of ethics and IS control professionals standards, the latter 

forming the basis for the classification of such audit practitioners as a profession. 

ISACA also run a certification program for audit professionals awarding those 

successfully fulfilling the requirements a designation of Certified Information Systems 

Auditor or CISA. 
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Obtaining an understanding of business requirements related risks, and relevant 

control me asures 

Evaluating the appropriateness of stated controls. 

Assessing compliance by testing whether the slated controls are 

working as prescribed, consistently and continuously. 

Substantiating the risk of control objectives not being met by 

using analytical techniques and/or consulting alternative sources. 

Figure 2.7: Auditing the IT process, adapted from ITGI, 2000 

Having examined the various components of the COBIT framework and outlining some 

of the alternative frameworks, the existing body of research that surrounds the COBIT 

framework is discussed in the next section. 

2.4.6 Prior Research on COBIT 

Much of the vast quantity of literature available about the COBiT framework has been. 

produced by practitioners, for practitioners (Ridley et ai, 2004). While this in itself is 

not necessarily a problem it indicates a potential gap in the academic literature, but 

Ridley et al (2004) suggest that such a widely adopted framework should be the subject 

of more rigorous research and state there is "considerable potential for future work" 

(p21). Liu & Ridley (2005) assert that the widespread international adoption of COBIT 

in both the public and private sectors is illustrative of its acceptance and credibility. 

Salle (2004) goes even further suggesting that COBiT is becoming a de facto standard 

for IT governance. 

One international study particularly of note in this research (Guldentops, et ai, 2002) 

examined the high level control objectives perceived by a panel of senior IT experts as 

being most important, and then had organisations assess their performance against these 

in the form of maturity scales. The high level control objectives identified by the expert 

panel are detailed in Table 2.1 below. The same list of control objectives was used by 

Liu & Ridley (2005) to examine the self-assessed maturity of Australian public sector 

organisations. While the list has been examined in the broader Australian context, it 

was drawn up for research published in 2002, given the pace of change in the IT sector, 

such a list may well no longer be relevant. 
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Table 2.1: COBIT control objectives identified by Guldentops et a/ (2002) 

COSIT Control Objective 

P01 Define a Strategic Information Technology Plan 

P03 Determine Technological Direction 

POS Manage the IT Investment 

P010 Mange Projects 

AI1 Identify Automated Solutions 

AI2 Acquire and Maintain Application Software 

AIS Install and Accredit Systems 

AI6 Manage Changes 

DS1 Define and Manage Service Levels 

DS4 Ensure Continuous Service 

DSS Ensure Systems Security 

DS10 Manage Problems and Incidents 

M1 Monitor the Processes 

2.4.7 Summary 

While not being the only IT framework available, Cos(f is certainly one of the most 

comprehensive and widely used frameworks available to examine the IT governance of 

an organisation. It has the added advantage of having a formal set of IT audit guidelines 

and a certification course for auditors using the framework in the conduct of such audits. 

Despite its use in many countries throughout the world, including Australia, there is a 

lack of published scholarly research around the effectiveness of the Cos(f framework. 

The broader field of information technology audit, with a specific focus on public sector 

organisations will now be examined. 

2.5 Information Technology Audit 

2.5.1 Introduction 

The corporate governance of Australian corporate entities IS regulated by the 

Corporations Act (2001). Auditing of financial statements is one way in which 
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corporate governance is assessed. In the public sector financial audit is also used to 

introduce accountability for public money. Given that there is a large capital investment 

in IT infrastructure and an even larger operating expenditure associated with 

information and communications technologies (ICT) in the Australian public sector (see 

Section 2.5.2), the public also need assurance that this investment is sound. 

The upcoming sections examine the audit of IT governance in the Australian public 

sector both at a national level through the Australian National Audit Office and at a 

state level through the Tasmanian Audit Office. The use of the COBiT framework in a 

. self assessment project for European audit institutions will also be examined. 

2.5.2 ANAO 

The Australian National Audit Office is the independent audit authority of the 

Australian Federal Government. It provides audit services to the Federal Parliament 

and to Commonwealth public sector agencies and statutory bodies. The ANAO claim 

some 300 government bodies as clients including agencies that deliver core services and 

are dependent on the Federal Government for funding through the annual budget, and 

also commercially oriented entities (ANAO, 2000). The ANAO allow approximately 

400 hours per audit performed. This figure encompasses time spent auditing both 

financial statements as well as Information Technology systems controls (C Buell, 

personal communication, 17/03/2005). 

The Australian Government spent an estimated 3.11 billion dollars on ICT operating 

expenditure and an additional 1.10 billion dollars on ICT capital expenditure in 2002 -

2003. This was an increase of approximately 52% on the 1999 - 2000 figures (ANAO, 

2005). With such massive expenditure it is essential that the public is assured that the 

expenditure is both prudent and beneficial. In the year ending 30 June 2005 the ANAO 

performed COBiT type audits on five entities: the Australian Taxation Office; Centrelink; 

Department of Health and Ageing; Department of Veterans' Affairs; and the Health 

Insurance Commission (ANAO, 2005), with a focus on financial management 

information systems, specifically SAP. 

The ANAO's IT systems controls audit framework, shown in Figure 2.8, is derived in 

part from the COBiT maturity model. The ANAO recognise that implementing COBiT 
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in full raises issues of relevance, time and cost, and prefer to audit only those controls 

critical to the business of the organisation being audited (ANAO, 2(02). It is not clear 

exactly how the ANAO derived their framework. 

Figure 2.8: ANAO's COBIT-based audit framework (Source ANAO, 2004) 

The General Controls Review audit program document for Operating the IT 

Environment is one example of the way in which the ANAO have based their audit 

program around CobiT. This document lists ten unique control objectives (not based on 

COBrT) which have an associate 35 controls or control activities and 167 individual 

program steps. The ANAO control objectives are related within the program matrix to 

68 of the COBrT detailed control objectives. 

The ANAO framework uses six potential levels of maturity, based on those from the 

COBrT framework. The ANAO specify a minimum baseline category at which it is 

considered that suitable IT governance practices are in place, although there are certain 

exceptions to the case (ANAO, 2004). It is important to note that as the only systems 

assessed are those related to financial statement audits undertaken by the ANAO 

(ANAO, 2004), potentially only a small proportion of the information systems within 

the agencies are being assessed. 
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2.5.3 Tasmanian Audit Office 

The Tasmanian Audit Office (T AO) IS the independent authority charged with 

upholding public integrity within Tasmania (T AO, 2004). Audits performed by the 

T AO embrace three major areas, Financial Audit, Regularity Audit and Performance 

Audit. The IT Audit section falls under the management of Financial Audit Services. 

The T AO typically allows approximately between twenty and sixty hours per audit, for 

all aspects of audit. Usually the majority of the allotted time is required to perform the 

financial audit requirements (C Buell, personal communication, 17/0312(05). 

The IT audit section is headed by the most senior external IT auditor in the Tasmanian 

public sector who holds bachelors degrees in Commerce and Information Systems (with 

honours) as well as professional qualifications in accounting (CPA) and information 

systems audit (CISA). She has five years experience in the role. IT audits are currently 

undertaken according to an audit program devised by an external consultant. This 

program focuses entirely on the IT function without considering the way in which it 

integrates with the overall business of the organisation being audited. In addition to 

conducting IT audits, the senior IT auditor is also expected to undertake financial audit 

work. 

Given the time constraints within which the TAO is forced to operate, it is impossible to 

implement an audit framework the size of COBIT, particularly in its entirety. The TAO 

is very keen to employ an abbreviated version of CobiT, particularly with the section of 

its clientele that is categorised as either key or large clients. Such a designation for 

clients is made according to the size of their "financials" (or budget) and their political 

importance. Thus it is possible for an agency that operates on a small budget but is 

considered to be politically important to be considered a key client by the T AO. 

COBrT's monitoring domain is considered by the Tasmanian Audit Office (TAO) to be 

one of the most important (c. Buell, personal communication, 211912(05) and figures 

prominently in the results of the European Organisation of Supreme Audit Institutions 

(EUROSAI, 2005). 
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2.5.4 EUROSAI Self Assessment Project 

The European Organisation of Supreme Audit Institutions is the peak body comprising 

45 "External Control Institutions" from the European continent. It is a regional group 

of the International Organisation of Supreme Audit Institutions (INTOSAn which 

groups the Supreme Audit Institutions (SAIs) of 183 countries and acts as an advisory 

body to the United Nations (EUROSAI, undated). 

EUROSAI has an associated IT Working Group. This group has undertaken a project to 

design a self-assessment tool for SAls based on the COBIT framework. Individual self 

assessments are carried out as workshops to determine tlie 10 to 15 key business 

processes in achieving the goals of the SAl, the importance of IT support for such 

processes, the qUality of the present IT support and the maturity level of the IT 

processes seen by the IT department to be the most important. Workshops are 

undertaken with an independent moderator and vary in length from one to one and a 

half days (EUROSAI IT Working Group, undated a). Up to February 14,2005, 12 self 

assessments were performed and the framework has been updated to a new version to 

integrate these pilot assessments (EUROSAI IT working group, 2005). 

The questionnaire structure used to elicit the perceived importance in the EUROSAI 

project was the basis for the rating system used in the questionnaire in this research. 

2.5.5 Summary 

Information Technology Audit is a field still in its infancy through much of the 

developed world. The COBIT framework is potentially of great benefit since it has a 

focus on aligning the business and IT goals and processes of an organisation. 

Additionally it can provide an entire framework for use or a base from which to derive 

an abbreviated framework if constraints prevent the application of COBIT in its entirety. 

The focus within COBIT on the alignment of is also seen as desirable by many 

practitioners. 

2.6 Summary 

This chapter has examined the available literature in relation to Information Technology 

Governance, COBIT and other IT frameworks and Information Technology Audit to 

- 26-



Chapter 2 Literature Review 

provide a background from which to develop the research project. The next chapter will 

address methodological considerations. 

2.7 The Research Question 

Which of the high level control objectives from the COBiT framework do Tasmanian 

public sector organisations perceive to be the most important? How feasible is it to use 

COBiT to conduct IT audits in Tasmanian public. sector organisations? 
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Chapter 3 - Methodology 

3.1 Introduction 

This chapter deals with the following issues as they relate to the research project: 

philosophical stance, ethics, research aims, research methods and, reliability and 

validity. 

3.2 Ethics 

Prior to the commencement of the research it was necessary to obtain approval from the 

Human Research Ethics Committee (Tasmania). The letter of approval from the 

Human Research Ethics Committee (Tasmania) is located in Appendix B. Appendices 

C and D are the Information Sheets for Phases One and Two respectively and Appendix 

E contains the informed consent pro forma. 

3.3 Research Aims 

There are two major aims of this study. 

3.3.1 Aim 1 

Determine the control objectives from the COBIT framework that are perceived by 

selected Tasmanian Audit Office clients to be the most important. This was done in 

part to reduce the overall number of areas to be augited. The COBrT framework is so 

large that it is impractical to conduct a single audit that covers all the areas it prescribes. 

This aim also builds on work done in an international study by Guldentops et ai, 2002 

by examining the control objectives considered to be important "in the context of the 

Tasmanian public sector. 

3.3.2 Aim 2 

The second aim was, through using the list of IT processes collectively regarded by the 

TAO clients to be the most important, to derive an abbreviated instrument from the 

COBrT framework. This instrument was subsequently to be trialled and evaluated on 

key and large clients of the TAO. Maturity ratings will be assigned from a generic 
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maturity model sourced from the COBtr framework. These maturity levels were then 

compared with those obtained by Guldentops et al (2002) and Liu & Ridley (2005). 

3.4 Research Philosophy 

There are two elements to a research philosophy, ontology and epistemology. 

3.4.1 Ontology 

The Oxford English Dictionary online defines ontology as the "science or study of 

being." It is concerned with the way in which the researcher assumes the physical and 

social world operates (Avison & Fitzgerald, 1995; p 420). The two most common 

ontological stances used in Information Systems research are those of objectivism and 

subjectivism. 

3.4.1.1 Objectivism 

Objective research ontology assumes that the empirical world (or reality) is independent 

of the researcher (Orlikowski & Baroudi, 1991). The objective researcher assumes there 

is only one reality, and that can be measured and described in an accurate manner. In 

undertaking research under this stance the researcher places themselves outside of the 

phenomenon being studied and claims to have no impact on that which is being studied. 

3.4.1.2 Subjectivism 

Subjectivism assumes that the world exists only through human experience (Orlikowski 

& Baroudi, 1991). A SUbjective researcher interprets meaning in the interactions 

between people. This stance acknowledges that there are many versions of reality that 

are dependent on both people and context. The subjective researcher acknowledges that 

their very presence in the field of research changes the reality being experienced and as 

such will affect the outcome of the research itself. 

Given that audit is a sub-field of accounting, a discipline that has its roots in the 

"mathematical science of values" (Office, 1887, p 103) and as such does not lend itself 

well to examination under a subjective stance, it was considered appropriate to conduct 

this research under an objective ontology. 
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Ontology and epistemology are closely linked. The selection of an objective ontology 

then influences the selection of an epistemology. 

3.4.2 Epistemology 

Epistemology is defined in the online version of the Oxford English Dictionary as "the 

theory or science of the method or grounds of knowledge." It is concerned with the 

nature of the relationship between the researcher and the world (Guba, 1990; p 18) or 

the way in which the researcher knows things (Hirschheim, 1992; Trochim 1999). 

There are three major epistemological stances adopted within Information Systems 

research: positivism, interpretivism (Orlikowski & Baroudi, 1991) and critical social 

science (Ridley & Keen 1998). 

Epistemologically, positivism is founded in the empirical examination of theories, 

usually requiring such theories to be either verified or falsified. Primarily, positivist 

researchers use a deductive approach and seek to discover causal relationships that can. 

be generalised (Orlikowski & Baroudi, 1991). 

3.4.2.1 Audit and accounting 

Chua (1986, p 606) indicates that research in· "mainstream accounting" adopts a belief 

in physical realism in which an objective reality exists independent of the researcher 

and that reality has a limited or distinct nature that is essentially knowable. Realism, 

according to Chua, is linked to the relationship between subject and object, in that the 

object (world) is presumed independent of the subject (researcher) and that knowledge 

is achieved when the researcher correctly reflects and "discovers" the objective reality. 

Accounting and auditing research utilises a view in which there is a world of 

observation that is separate from the world of theory, and that the world of observation 

can be used to attest to the scientific validity of the world of theory, a view closely 

aligned with positivism (Chua, 1986). There is a perception within the accounting 

profession that numbers (quantitative measures) are more precise and "scientific" than 

qualitative evidence and even among those who are aware that numbers may be 

imprecise, the public debate is organised around the numbers, as it is perceived to be the 

"proper arena for discussion" (Chua, 1986, p 617/18). While interpretivism remains 
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unpopular as an epistemology in accounting, critical studies are becoming more popular 

(Lodh & GaffIkin, 1997). 

The choice of a positivist epistemology for this research project can only be supported 

by the dominant use of positivist epistemology in the literature body for accounting, 

particularly that of auditing. 

3.4.3 Research Philosophy Used 

The research philosophy of a study is the underlying belief system adopted by the 

researcher in the course of the particular study at hand. 

This study utilised an objective ontology, a positivist epistemology and quantitative 

methods. This stance was adopted for a number of reasons. The majority of literature 

and research currently available within the IT governance/audit fIeld is practitioner 

based, positivist in nature and utilises quantitative methods; in order to be well accepted 

and relevant to those in the fIeld, it is desirable use a similar philosophy. The 

Tasmanian Audit OffIce (TAO) has expressed an interest in utilising the framework 

derived in the fIrst phase of the study as a basis for IT audits in the public sector in 

Tasmania; for reasons elaborated above the T AO practices under a predominantly 

objective, positivist philosophy. The development and use of an instrument under the 

same philosophy adds to the credibility of the fIndings. 

The underlying research philosophy then largely dictates the research methods 

employed. 

3.5 Research Methods 

This section will outline the methods applied by the researcher in the context of this 

study. Cooper & Schindler (2003) indicated there are two major methods of gathering 

primary data; the fIrst is observation, the second communication. This study will utilise 

both methods; communication (via survey) in Phase One and observation (via audit) in 

Phase Two. 
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3.5.1 Phase 1 

This phase of the study consisted of the development and administration of a survey 

instrument to the target participants. 

3.5.1.1 Survey 

Surveys are used to gather information from individuals using a formally designed list 

of questions, commonly called a questionnaire. Ticehurst and Veal (2000) indicate it to 

be arguably the most commonly used technique in management research and it is ideal 

to provide quantified information. The use of a questionnaire provides transparency in 

how the data has been collected and analysed; it provides the potential for others to re

analyse the same data, extend the research or provide an alternative interpretation. 

Additionally surveys are useful in collating a diverse range of complex information. 

Questionnaires are commonly applied to only a proportion (sample) of the population to 

be studied. The findings from a properly derived sample can be subsequently 

generalised to the whole population. This research surveyed the total population of 30 

organisations and achieved a response rate of over 83%. Consequently, the findings are 

considered to be representative of the entire population (Baruch, 1999). 

3.5.1.2 Survey Scope 

This survey encompassed the current key and large clients of the Tasmanian Audit 

Office (TAO). The TAO assigns client status through a consideration of the size of the 

organisation's budget (its "financials") and its perceived political importance. The 

inclusion of political importance means that organisations that are physically small in 

terms of numbers and required funding, may still be considered to be important. 

3.5.1.3 Survey Instrument 

Brief details about organisational type, participant's role title and a ranking of 

familiarity with both organisational and IT goals on a five point Likert-type scale were 

sought. The main section of the survey instrument asked participants to rate the 34 high 

level control objectives from the COBIT framework according to their importance to 

their agency on a Likert -type scale. Permission to use the text of the COBIT Control 

Objectives is located in Appendix F. This scale was derived from the European 
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Organisation of Supreme Audit Institutions (EUROSAI) IT working group's Self 

Assessment project which uses a five point Likert -type scale with a sixth point offset to 

the left of the main scale for indication that the respondent was not sure. The main scale 

boxes were labelled from I to 5 and the sixth box labelled "N," a key indicating the 

exact rating for each box was located at the top of each page. The questionnaire was 

distributed with a reference guide that contained the full text of each of the 34 high level 

control objectives. A copy of the questionnaire is located in Appendix G and the 

reference guide in Appendix H. 

3.5.1.4 Pilot testing 

A pilot test of the questionnaire was administered to managers in 5 organisations within 

the Tasmanian public sector that were not designated by the TAO as either key or large. 

These organisations were contacted through the TAO, who forwarded the 

questionnaires and reply paid envelopes (for return of the questionnaires) on behalf of 

the researcher. The questionnaires were directed to IT managers or senior business 

managers with the primary responsibility for IT. The use of organisations outside of the 

target population preserved that small population to be surveyed for the main survey. 

Pilot surveys are an important aid in testing various aspects of the questionnaire 

including wording, sequencing, layout and analysis techniques, as well as estimating 

completion times (Ticehurst & Veal, 2000) 

3.5.1.5 Questionnaire distribution 

The Human Research Ethics Committee (Tasmania) requires that a third party may not 

supply a list of potential subjects for research; rather the researcher may request the 

third party to distribute questionnaires on their behalf. These organisations were 

contacted through the TAO, who forwarded the questionnaires and reply paid envelopes 

(for return of the questionnaires) on behalf of the researcher. The questionnaires were 

again directed to IT managers or senior business managers with the primary 

responsibility for IT. 

3.5.1.6 Follow up 

Questionnaires, due to their nature, often do not return particularly good response rates. 

It was anticipated that the co-operation of the T AO would improve the response rate in 
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this case. The T AO also followed up with the organisations on behalf of the researcher 

to encourage non-respondents to participate. 

3.5.1.7 Hypothesis Testing 

In quantitative research it is usual to form hypotheses to postulate the relationships 

between variables and subsequently test the validity of such relationships. Hypothesis 

formation is generally grounded in the existing literature or on the basis of informal 

observation. In this case there was not a significant body of research to draw on for 

hypothesis formation. The audit phase of the study may be considered to be a series of 

case studies in the effective application of the derived instrument, in which case the 

development of hypotheses is not appropriate. Given the exploratory nature of Phase 

One, the case-study nature of Phase Two and the dearth of existing academic literature 

in which to ground hypothesis formation, hypothesis testing was not done. 

3.5.2 Phase 2 

The second phase of the study involved the derivation, from the ranked listing of control 

objectives, obtained from the first phase of the study, of an abbreviated instrument from 

the COBrT framework and subsequent trial of the instrument with key and large clients 

of the TAO. 

3.5.2.1 Audit 

Auditing is a process whereby the practitioner seeks evidences to confirm claims made 

by an organisation. In the auditing of financial statements such claims are about the 

financial status of the company. In IT audit using the COBrT framework,· the 

organisation makes claims about the way in which both high level and detailed control 

objectives are met. The auditor finds such evidence through the examination of 

documents, and interviews with key personnel amongst other processes. 

3.5.2.2 Maturity Levels 

Maturity levels are assessed in much the same way as an audit, in that evidences are 

sought to assess the level of compliance with the individual high level control objective. 

The exact method is outlined in the COBrT Management Guidelines (ITGI, 2000c). 

Levels are assessed from 0 (non existent) to 5 (optimised). A more detailed discussion 
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of maturity levels can be found in Section 2.4.4.1. The process used to assign maturity 

levels in the audit phase of this research varied from the self assessment usually 

associated with the COBtf model and is outlined in Section 3.7.3. 

3.5.2.3 Scope 

The high level control objectives from the COBtf framework are composed of a series 

of detailed control objectives, with each high level control objective having links with 

between three to thirty detailed control objectives (ITGI, 2000). The number and nature 

of the control objectives perceived by the participating agencies as the most important 

then dictated the size of the abbreviated instrument and consequently the time to 

complete an audit using such an instrument. It was not possible to audit all agencies 

that were involved in the first phase of the study as time was a constraining factor. 

3.6 Reliability and Validity 

Reliability and validity are two of the most important aspects underpinning any research. 

In terms of this research there are two aspects of validity to be considered, that of the 

overall validity of the research, and the validity of the survey. More importance is 

placed on the issues of reliability and validity in the fust phase of the study as the use of 

the control objectives in the second phase of the study is, in itself, an aid to ensuring 

reliability. 

3.6.1 Reliability 

Reliability is generally concerned with repeatability of results (Ticehurst & Veal, 2000). 

In order to be considered to be reliable it is necessary to obtain similar results if the 

study were to be repeated at a different point in time, or with a different sample. group. 

Conducting a pilot survey (see Section 3.5.1.4 above) will aid in the assessment of 

reliability in the case of this study. The results of the pilot study were considered to 

reinforce the reliability of the survey instrument (Neuman, 2000). 

3.6.2 Validity 

Validity is mainly concerned with the accuracy of the means of measurement, and 

whether the researcher is actually measuring that which they intended to measure 

(Winter, 2000). 
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Data gathering by survey poses a unique set of threats to validity. It is possible that 

respondents may have answered in a way in which they felt they should, rather than 

indicating the situation as it really was. For example, an IT manager may have drawn 

his ratings of the control objectives from his agency's written policies and procedures 

rather than indicating the actual focus and emphasis placed by his department. 

Ticehurst and Veal (2000) indicate that there is evidence that even factual survey data 

must be treated with caution. They indicate that the best forms of protection against 

potential threats to questionnaire validity are careful attention to both the research 

process and questionnaire design and the conduct of a pilot survey. 

3.6.2.1 Validity of the study 

Threats to validity fall into two main categories, internal and external. 

Internal validity 

Internal validity is concerned with the possibility that changes in the dependent variable 

can be attributed solely to manipulation of the independent variable and not a different 

variable. Studies with high internal validity meet this requirement. Studies with low 

internal validity do not meet such a requirement (Ticehurst & Veal, 2000). 

There are several threats to in the internal validity of a research project; these include 

history, maturation, testing, instrumentation, selection, and experimental mortality. 

History, maturation and mortality were not a threat in this instance as the duration of the 

study was less than one month; additionally the involvement of the TAO also helped 

limit the effects of experimental mortality. Testing was not seen as a threat to internal 

validity as the pilot survey was administered to a different set of organisations than 

those who participated in the main study. The use of a single researcher in the second 

phase of the study addressed some instrumentation threats, which are generally due to 

inconsistency or unreliability in measuring instruments or observation procedures. The 

potential of selection issues to affect internal validity was covered by selecting the 

entire population of key and large clients of the TAO to participate in the study. 
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External validity 

The degree to which the results of a study can be generalised to other settings and 

situations is its external validity. Usually, in quantitative studies, the researcher is 

seeking to be able to generalise their findings to other groups, other geographical 

locations or at a later point in time (Ticehurst & Veal, 2000). However, in this study the 

researcher is examining a discrete population, the key and large client base of the TAO, 

and generalisability is not being sought. 

Threats to external validity include the reactive effects of: testing, selection and 

experiment setting. The reactive effects of testing are due to repeated exposure of 

subjects to the content of the testing instrument. There was no repeated exposure to the 

questionnaire, thus this was not considered to be an issue. The effects of selection are 

concerned with the ability to generalise results drawn from a sample to an entire 

population. In this study the entire population was surveyed, thus eliminating the effect 

of selection on external· validity. It is difficult to control the reactive effects of 

experiment setting. It was possible that participants in the survey responded in a way in 

which they thought the researcher wanted them to, an action that would be hard to 

replicate in the second phase of the study where documents and other audit evidence 

either existed or did not. 

While the questions of philosophy and research methods are important, the way in 

which the data are to be analysed is equally important since incorrect analysis can affect 

the research findings. 

3.7 Analysis of Data 

3.7.1 Phase 1 

Data collected in Phase One of the study included a series of ratings on a Likert -type 

scale and so was quantitative in nature. Before statistical testing began it was essential 

to consider the issue of non-response bias. 
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3.7.1.1 The issue of non-response bias 

Non response bias is introduced to a survey when the responses of participants differ in 

a consistent manner from those of non participants. This study had the assistance of the 

TAO and as such enjoyed a good response rate. It was considered that with a response 

rate of 83% and only 8%, or two, of those being late responses it was not necessary to 

consider non-response bias (Bergk et ai, 2005). 

3.7.1.2 Determination of a ranked list 

The questionnaire was divided into two sections. The fIrst section contained the 

demographic data. This was entered into a· Microsoft Excel spreadsheet. The 

organisational type and position title infonnation was summarised into percentages, 

while the familiarity with business and IT goals infonnation was processed to produce a 

mean fIgure for both questions. The second section required the participants to rate the 

importance of the 34 high level control objectives from the COBIT framework to their 

organisation on a Likert-type scale. The codes of the high level control objectives (eg 

DS5) were entered into a Microsoft Excel spreadsheet and the ratings were entered as 

responses were received.' The ratings were summed to give a total for each high level 

control objective; the data were then sorted in descending order on the basis of these 

totals. Any control objectives with the same totals were subjected to a second sort on 

control objective code into simple alphabetical order. 

The totals were then subjected to statistical testing to determine points at which 

signifIcant differences existed. The results of the t -tests perfonned are found in 

Appendix I. The repetitive use of a statistical test can lead to the introduction of an 

increased level of error (University of New England School of Psychology, 2000). To 

minimise the effect of this, a Bonferroni adjustment should be used. 

3.7.2 Phase 2 

Phase Two of this project was the development, trial and subsequent evaluation of the 

abbreviated COBiT instrument in audits among key and large clients of the TAO. The 

COBiT Audit Guidelines contain a comprehensive listing of the audit measures required 

to fully audit the. IT control of an organisation. To conduct a comprehensive audit of all 

the high level control objectives on the abbreviated list derived in Phase One using all 
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the measures would take many days of interviews and investigations, so it was 

necessary to select only those considered to be the most essential and applicable. The 

abbreviated list contained three tiers of control objectives, with the fIrst tier containing 

only DS5 Ensure Systems Security. Given that one control objective was insuffIcient 

for the audit program and seventeen was too many, two tiers of control objectives were 

used, numbering seven high level control objectives in all. 

3.7.2.1 Justification of Choice of Audit Measures 

The listing of possible audit measures for the trial instrument, comprising seven control 

objectives, was at least 180 individual measures. The list of possible audit measures for 

each control objective was drawn from three sources. The fIrst source was the General 

Controls Review (ANAO, 2004), a document from the ANAO listing all the audit 

measures to be investigated while auditing operations in the IT environment (the audit 

program). The second source document was a T AO document provided by the Senior 

EDP auditor. The third source was the COBtr Audit Guidelines (ITGI, 2000), which 

were used when there were insuffIcient measures obtained from the fIrst two sources. 

The use of the three sources provided a comprehensive listing of audit measures for 

most high level control objectives. Given that the aim of the Phase Two was to trial the 

abbreviated instrument in as many organisations as possible, while still providing 

meaningful results, it was decided to limit the number of audit measures to a number 

that could be reasonably examined in an interview of approximately two hours duration. 

The three sources provided more audit measures than could be audited in such an 

interview, and so it was necessary to eliminate some measures in order to obtain a 

suitably sized listing. This was done in two ways: by looking for points of similarity 

that would indicate a measure should be included in the fInal listing, and secondly by 

applying exclusion criteria. The means of inclusion and exclusion are described in 

Sections 3.7.2.1.1 to 3.7.2.1.2 below. 

3.7.2.1.1 Inclusions by agreement between sources 
The list for each control objective was examined for points of agreement between items 

appearing in the listings of both the ANAO and the TAO, where there were measures 

available from both sources. Agreement between the two audit offIces was considered 
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. to be confirmation of the importance of a measure and on this basis the measures were 

included. An example of inclusion by agreement was the inclusion of the use, granting, 

modification, removal, control and review of remote access in the measures relating to 

DS5 Ensure Systems security, which appeared in both sources. 

The inclusion of measures on the basis of agreement between audit offices did not 

include sufficient measures in the final listings to enable a realistic audit opinion to be 

formed: A meaningful audit opinion requires more than a cursory investigation of a 

limited number of audit measures, thus additional measures were required to be added 

to the final framework. Considering each high level control objective in turn, the 

measures remaining on the comprehensive listing were examined and subjected to 

scrutiny against five criteria: the designation of mandatory or in scope for measures 

from the ANAO document, the need to look outside the organisation, reference to 

organisation type which would not be found within the popUlation, the potential that it 

covered an area which would not be found, and the nature of the measure (i.e. its 

specificity). 

3.7.2.1.2 Exclusion by designation of originating organisation 
Some measures listed within the ANAO document were designated by that office as 

either mandatory or in scope. Measures with this designation were included in the 

comprehensive listing but subjected to the remaining criteria for exclusion from the 

final listing. It was considered that if the ANAO considered measures to be either 

optional (i.e. not mandatory) or out of scope, they were not relevant in the context of 

this research. An example of exclusion on such grounds is the control activity 8.2 of the 

ANAO document specified as "Management has implemented procedures to ensure that 

all data is classified and ownership has been assigned," which was derived from COBiT 

detailed control objective DS5.8 Data Classification. All five points in this control 

activity were omitted from the comprehensive listing as ANAO designate the overall 

category to be either neither mandatory or in scope. 

3.7.2.1.3 Exclusion through necessity to look outside the organisation 
Measures which required the researcher to look outside of the organisation were 

excluded simply on the basis of the time required to examine external data. For 

example, one of the audit measures from the ANAO in reference to P08 Ensure 
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Compliance with External Requirements was: "Data being transmitted across 

international borders does not violate export laws." In order to adequately audit on such 

a measure, the researcher would have to ascertain if data were transmitted across 

international borders and then determine the pertinent laws in both Australia (as the 

source country) and the destination country. This could potentially be a time 

consuming process if the language of the destination country were anything other than 

English. Furtherm,ore the task would depend upon specific circumstances. 

3.7.2.1.4 Exclusion through non-applicability 
The use of documents from the ANAO and the COBIT Audit Guidelines saw the 

inclusion in the comprehensive listings of measures relating specifically to either 

Commonwealth or private organisations. Since neither type of organisation would be 

encountered in the audits, such measures were specifically excluded from the 

abbreviated list. For example, the ANAO measures include "Identify who is 

responsible for PSM (Protective Security Manual) compliance." The PSM is unique to· 

Commonwealth organisations and thus to include such a measure in audits of 

Tasmanian public sector organisations is unnecessary. 

3.7.2.1.5 Exclusion through potential inappropriateness 
Some measures from the ANAO document indicated they may not be relevant in all 

situations by stating specific action should be done" ... where appropriate." Since it is 

likely that these measures will not be relevant across all organisations to be audited, 

they were omitted from the final listing for the sake of brevity and the time taken to 

complete an audit. For example, in the comprehensive listing for DS5 Ensure Systems 

Security is the measure "Where appropriate perform security configuration review i.e. 

RACF, Win, Unix." The wording of this measure implies that it will not be necessary 

in all situations, and thus it was decided to omit such a measure from the final listing. 

3.7.2.1.6 Exclusion through non-specificity 
Some measures on the comprehensive listing were broad in nature. This may indicate 

some relevance across a number of detailed control objectives; however, broad non

specific measures that were unable to be related to detailed control objectives were 

omitted as including such measures may lead to an incomplete or inaccurate audit 

opinion being formed. An example of a measure excluded on this basis is the measure 
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"Consideration has been given to optimising current and future IT investments" from 

the comprehensive list for POI Define a Strategic Information Technology Plan which 

could not be related specifically to any of the 8 detailed control objectives. 

3.7.2.1. 7 Validation of selected measures 
In order to validate the researcher's selected measures the selected audit measures were 

then forwarded to a senior public sector external IT auditor for their comment and input. 

In line with the feedback, minor revisions were made. The'fulllisting of audit measures 

included in the trial instrument can be found in Appendix J. 

3.7.2.2 Audit 

In undertaking the audit procedure the researcher conducted highly structured 

interviews, assessing performance against a series of processes and requirements, as 

well as examining documentation such as policies and written procedures. 

The organisations were approached by the TAO to participate in the audit phase as the' 

ethical considerations prevented the researcher from obtaining a list of potential . 

participants from that agency and approaching organisations directly. The TAO 

selected these organisations within two constraints (I) to examine the more complex IT 

infrastructures and (2) to complete as many audits as possible in a limited time frame. 

As some of the organisations from Phase One did not have complex IT infrastructures, 

the Senior EDP Auditor considered audit to be unnecessary. Other organisations were 

located in regional or rural centres which would have required considerable time spent 

in travelling. 

3.7.2.3 Documentation 

In Australia, an auditing standard (AUS 208 Documentation) issued by the Australian 

Accounting Research Foundation (AARF) requires the auditor in the audit process to 

document matters that are "important in providing evidence to support the audit 

opinion" (AUS 208.02, AARF, 2002). This documentation is known as the audit 

working papers. Working papers are defined in by the Australian Accounting Research 

Foundation in Auditing and Assurance Standard AUS208 as any material "prepared by 

and for, or obtained and retained by the auditor in connection with the performance of 
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the audit." It is specifically noted that the papers "may be in the form of data stored on 

paper, film, electronic media or other media." 

In order to facilitate the collection of information in the audit interviews a working 

paper template was drawn up for each control objective listing the audit measures 

selected in the process outlined in Section 3.7.2.1. A copy of the template is located in 

Appendix 1. 

3.7.3 Processing 

The handwritten notes from the audit working papers were summarised by taking the 

key concepts and directly relevant evidences and presenting them in tabular form 

(Appendix K).. The data were then assessed against the Generic Maturity Model 

(Figure 3.1) from the COBiT Management Guidelines (ITGI, 2000), seeking key aspects 

of each level (see discussion below) in the evidences obtained through the audit 

procedure. 

Each audit measure was assigned a "maturity level" to indicate the level to which the 

measure was met. This "maturity level" was not directly related to the compliance with 

the individual audit measures. It was used purely as a tool to enable a quantitative 

comparison of audit outcomes for individual measures between different organisations. 

An additional benefit to the assigning of "maturity levels" was that it facilitated a 

comparison with previous studies. 

Any audit measure that the organisation indicated as not relevant to their circumstances 

or not met was assigned level 0 (Non-Existent). Measures addressed indirectly, such as 

policy that was incorporated in an ad hoc manner in other organisational documentation, 

or issues dealt with on a case by case basis was assigned level 1 (Initial). Measures 

which were dealt with under informal or undocumented policies were assigned level 2 

(Repeatable) while measures that were addressed by documented policies and 

formalised training were assigned level 3 (Defined). In the course of the audit 

interviews many managers indicated that a particular measure was met by their 

organisation with a simple yes or no response, which in some cases was entirely 

appropriate. For example, a password policy either specifies restrictions on length or it 

does not. 
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Generic Maturity Model 

o Nou-l:Dstent. CompIo!e lack ofmy =ognisabIe processes. The "'l!""isrionhas not evm=ognis<d Ihat 1II=.is an 
issuetobe_ 

llnllial Th= is evidmce Ihat the "'l!""isatim has m:ognised Ihat the issu.s exist and..,.,.j to be _ Th= ... 
bowevc- no SIanIbnIiscd processes but inst.ad 111= "'" ad hoc _CIiICbts Ihat ""'" to be app&d on an im!i\';dna! or 
case by C2SO basis. The ",....n approach to mamgmICD! is dismpnis<d. 

2 RrpeatabIr. Prooesscs hav" de,;"lopcd to the stage wb= similar proccduRs "'" fnJIow<d by dilI"=m pcq>Ic ~ 
the same task. Th= is DO forma1 aammg or corrmmnjratjon nf _ .. oc:edwts and responsibiIit}. is loft to the 
indi-.-idnaI Th= is a high ~ of rdiaace on the I:nowl«Ige of iodividnaIs and _ cm>n ... likdy. 

3 Dolinrd. Proc:cdutts have been stmdardised and doc:um.n!.d, and ammmnj"""" 1hrougb 1Dining. It is howa ... 1d! to 
the imlividna! to fuDaw these processes. and it is unJilcely Ihat deviatioos will be detec!.d. The Ih"'""""'es _ "'" 
DOt sophisIiI:md but "'" the _011 nf existing}DCli=. 

4 MJIJIlII:Od.1t is possibl. to toonitor and """""'" rorDp1imN' with proccduRs and to tala: action wb= processes appear 
IlOl to be wodciDg effrdivdy. Prooesscs ... 1lIIder CODSIaD! improvcnmt and "",-ide good practic<. Amomarion and tools 
~ ,used in a Ii:mittd or fiagJ:m:mtd way. 

S Optimiwd. Processes have been _ to .1....,) nfbtst practic<. based on the =ohs of conti"oos improvcnmt and 
maturity !JJQCIe1ling with om..- "'l!""i..nons IT is used in an ~ WlIj' 10 automa1le the woddlow. providing tools 10 
improve quality and ~. making the.......,ns. quick to adapt. 

Figure 3.1: Generic Maturity Model. Sourced from COBIT Management Guidelines 

(ISACA, 2000) 

It is entirely appropriate that an auditor use the work of specialists or experts in the 

formation of an audit opinion. It is covered in auditing standards such as AUS 806 

(paragraphs 21 and 22) and AUS 808 (paragraphs 23 to 26). While AUS 808 indicates 

that the expert should be objective and independent (AUS 808.26) the subjective nature 

of the "experts" used in these audits is acknowledged and a degree of scepticism is 

indicated by the assigning maturity level 3 (Defined) rather than a higher level which 

may be more appropriate. If a clarification was sought the maturity level was assigned 

on the basis of the clarification supplied. 

Measures assigned as level 4 (Managed) were those that had formal documentation 

and/or training, subject to continuous monitoring and improvement, and may have 

involved a limited amount of automation. Examples of this are the use of a VESDA 

system to monitor a server room for smoke, or the use of automated alerts on systems 

logs. Level 5 (Optimised) was assigned in few cases; the Generic Maturity Model 

indicates that it should be assigned in cases where the organisation has adopted industry 

best practice. Level 5 (Optimised) was assigned in measures within DS 12 Manage 

Facilities where certain audit measures were either met or not met, for example the 

building being locked outside of business hours (or in the case of one organisation, 

continuously manned). Outside of this level 5 (Optimised) was assigned if the 
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organisation met the requirements of level 4 (Managed) for a particular audit measure 

and also included elements of automated workflow. 

3.8 Evaluation of Use of Instrument 

The use of the instrument will be evaluated in a number of ways. 

3.8.1 Duration of audit interview 

The duration of the audit interview will be a key evaluation point for the derived audit 

instrument. If too many audit measures are included the interview will be lengthy and 

may result in audits not being fully completed. It was anticipated in this study that the 

audit interviews would be approximately two to three hours in duration. This allows 

enough time to gather vital information, without intruding excessively on the time of the 

participating IT manager. 

3.8.2 Independent evaluation 

Subjecting the derived audit instrument to independent validation by the most senior 

external public sector IT auditor will also assist in evaluation of the instrument. The 

audit professional who validates the instrument is also the one who organised the audit 

interviews. The TAO would not allow a researcher with in invalid or faulty audit 

instrument access to their clients. 

3.8.3 Linkage of IT process to business goals 

The audit instrument currently used for IT audit in the Tasmanian public sector is based 

around low level IT processes. The instrument was not derived to be able to examine 

linkages between key IT processes and the business goals of the organisation. A 

properly derived instrument from the COBIT framework will allow such linkages, where 

they exist, to be examined. 

3.8.4 Relevance of instrument 

The instrument derived through the method outlined in this chapter will be highly 

relevant to the organisations being audited as they will have had the opportunity to 
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participate III rating the control objectives. These ratings will then determine the 

composition of the derived instrument, making it current and relevant. 

3.8.5 Benchmarking 

As part of the process in which the instrument is derived, audit measures from other 

public sector audit organisations are considered for inclusion. This is a form of 

benchmarking with best practice options able to be included. 

3.9 Summary 

This chapter has covered issues of ethics, research aims, research philosophy, research 

methods, reliability, validity and analysis as they apply to the research project. 
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Chapter 4 - Results and Analysis 

4.1 Introduction 

Results and Analysis 

This chapter examines the results for both phases of the study. Within each phase of the 

study the results are presented, interpreted and analysed in sequence. The aggregated 

structure has been designed to make it easer for the reader to follow the study through 

both phases to its logical conclusion. 

4.2 Phase 1 Survey of Tasmanian Audit Office Clients 

4.2.1 Response Rate 

From the original thirty questionnaires originally mailed out by the T AO, twenty three 

were returned by mail. Two respondents requested electronic copies of the 

questionnaire, which were returned by e-mail. This gives a response rate of 83.3% . 

. The response rate for top managers or representatives of organisations is usually 36%, 

and for mid- level managers about 60% (Baruch, 1999). Baruch (1999) also suggests 

response rates more than one standard deviation (13% in the first instance and 20% in 

the second) from these levels should be explained. The high response rate in this case 

may be attributable to the facilitating role of the T AO, the documents for the survey 

were distributed by the T AO and the advance notice of the distribution was done by 

TAO staff members. Therefore the study was seen by participants as credible and 

relevant. 

4.2.2 Representativeness of the Data 

Generally with survey research a questionnaire is distributed among a proportion of a 

population (a sample). To be able to claim the results of such a survey are 

representative of the entire population it is sometimes necessary to test for any potential 

difference between respondents and non-respondents. This presents a problem for the 

researcher as there are no data available from non-respondents. In such a case it is usual 

to divide the responses received into two categories, early and late respondents. 

Representativeness is then tested on multiple perspectives using a statistical test such as 

the Chi-square. Response rates over 70% are considered to be "very good" (Babbie, 
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1990). Since this survey was distributed to the entire population of TAO clients 

designated as either key or large, and the response rate was over 80%, it was considered 

unnecessary to test the responses for whether they were representative of the whole 

population. 

4.2.2.1 Organisational type 

The results for the type of organisation in which the respondents worked are presented 

in Table 4.1. Only one respondent selected "Other" for their organisational type and 

specified GBE. This was interpreted as "Government Business Enterprise" and 

incorporated in the "Government Owned BusinesslPublic Trading Enterprise" category. 

No respondents reported working for a Government Agency. From a total of 25 

respondents, 44%, or 11 respondents, reported they worked for a Government Owned 

Business or Public Trading Enterprise, 24%, or 6 respondents, worked for a 

Government Department, 20%, or 5 respondents, for a Local Government Body and 

only 12%, or 3 respondents worked for a Statutory Body. 

Table 4.1: Type of organisation in which respondents are employed 

Organisational Type Freq % 

Government Department 6 24% 

Government Owned CompanylPublic Trading Enterprise 11 44% 

Statutory Body 3 12% 

Local Government Body 5 20% 

It should be noted that although no respondents specified their organisations to be 

government agencies, this term has a specific meaning that is enshrined in legislation. 

All government departments and certain other organisations laid out in the relevant 

legislation are considered to be agencies. 

4.2.2.2 Respondent's Position 

The results for the position title for the respondents are presented in Table 4.2. Three 

respondents specified "Other" for their position type, two of which were Finance 

Managers and one Director Corporate Support. These positions were included in the 

table while the positions of CEO and ITIIS Director were omitted as no respondents 
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claimed such titles. From the 25 responses received, 76%, or 19 respondents, specified 

ITIIS Manager, 8%, or 2 respondents each specified Chief Information Officer (CIO) 

and Finance Manager, while 4%, or one respondent each specified Business Manager 

and Director Corporate Support. 

Table 4.2: Position titles of respondents 

Respondent's Position Freq % 

CIO 2 8% 

ITIIS Manager 19 76% 

Business Manager 1 4% 

Finance Manager 2 8% 

Director Corporate Support 1 4% 

4.2.2.3 Familiarity with IT Processes 

The results for the ratings of familiarity with IT processes are presented in Table 4.3. 

Of the 25 responses received, 76%, or 19 respondents, claimed to be "Very familiar" 

with the IT processes of their organisation, 16%, or 4 respondents, claimed to be 

"Familiar" with IT processes while 8%, or 2 respondents, claimed to be "Very 

Unfamiliar" with the IT processes of their respective organisations. The claim by two 

respondents to being very unfamiliar with the IT processes of their organisations was 

unexpected, particularly as both respondents in question occupied positions of ITIIS 

Manager. Any attempt to justify such a response would be mere speculation. However 

it is possible that both respondents were new to both their position and organisation. 

Table 4.3: Familiarity with IT processes 

IT Processes Freq % 

Very unfamiliar 2 8% 

Familiar 4 16% 

Very familiar 19 76% 
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4.2.2.4 Familiarity with Business Objectives 

The results for the respondents' rating of their familiarity with the business objectives of 

their organisations are presented in Table 4.4. From the 25 responses, 52%, or 13 

respondents, rated themselves as very familiar with the business objectives, 36%, or 9 

respondents, claimed to be familiar, 8%, or 2 respondents, considered themselves to be 

very unfamiliar and 4%, or a single respondent, rated themself as neither familiar nor 

unfamiliar with the business objectives of their organisation. Again these ratings were 

surprising in that two respondents claimed to be very unfamiliar with their 

organisations' business objectives. Interestingly it was the same two respondents who 

claimed unfamiliarity with the IT processes of the organisations, lending credence to the 

possibility that they were new to both their role and their organisation. 

Table 4.4: Familiarity with business objectives 

Business Objectives Freq % 

Very unfamiliar 2 8% 

Neither familiar nor unfamiliar 1 4% 

Familiar 9 36% 

Very familiar 13 52% 

4.2.2.5 Summary of Demographic Data 

The demographic data derived from the first section of the questionnaire comprised 

organisational type, respondent's position, familiarity with IT processes and familiarity 

with the business goals of the organisation. This provides a context for the data 

obtained from the second section of the questionnaire, the rating of the high level COBif 

control objectives. 

4.2.3 Control Objective Rating Results 

The second section of the questionnaire asked participants to rate the importance of the 

34 high level control objectives from the COBif framework to their organisation on a 

Likert-type scale. The ratings were collated as responses were received, producing a 

ranked list that is presented in Table 4.5. 
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Table 4.5: Ratings for Control Objectives from Phase One of study 

Number 

1 2 3 • • • 7 8 9 ,. u 112 113 ,. 15 1 ,. 117 18 19 !20 121 122 23 2. 12. ~ 
OS5 5 5 5 5 5 5 5 5 12C 

OS4 U1' 
P01 5 4 5 5 4 4 5 5 5 5 5 5 5 5 5 I 11: 

OS11 5 5 5 5 5 5 5 5 5 5 4 3 4111: 

OS12 5 5 4 5 5 5 4 4 , 5 4 4 41 11C 

AI6 5 4 5 5 5 4 5 5 4 5 4 4 5 4 41 100 

P08 5 3 5 5 4 5 5 5 , 5 4 , 5 10 

P05 I 10e 

AI3 5 5 , 4 4 4 5 4 5 1107 

6-~ci-r-; -~ . ...! C - ~ c-; -~ .~ r-~ r-E f-~ ,~ ,- , :-~ f- -' 1_' -~ 1- -~ r-: -: -~ -- r-~ 5 . -~ ~:~i 5 5 5 

OS9 4 4 , 5 4 5 5 5 5 4 4 , 5 5 3 4 I 106 

AI2 5 , , 4 5 5 4 4 , 5 5 5 ' 105 

AI5 105 

P09 4 5 5 4 5 4 , 5 5 , , 4 4 4 4 105 

OS8 5 , 4 5 5 4 , 5 5 4 104 

PO< 104 

AI4 5 , 4 4 4 44 ,5 " 44 -' 103 

OS13 4 5 5 4 5 4 4 5 5 4 103 

~~~-c-; f-~ . ..: ~- ~ f- ~ -~ .-' c_: f-~ 1- 3 -~ -~ ,-~ r; I-~ -~ --~ r-~ I-~ _1 --: f- -~ I-~ H --: -:~; P03 4 4 5 5 ,~ 5 5 

P07 4 4 5 4 5 4 4 4 5 5 4 4 103 

P011 5 5 , 3 4 5 , 4 102 

OS3 4 4 4 4 5 5 4 , 101 

M2 4 5 5 5 5 4 4 4 , 3 101 

IP02 101 

OS7 4 4 4 5 5 4 3 , 4 , , 3 , , 100 

IAI1 4 5 4 4 4 4 5 98 

OS2 4 5 , , 98 

I~;-- c-~ f-4 .-' .- ! f- ,4 -, .- . - r-~ f-~ r-' ,-- ,-~ f--' 1_5 -- __ 4 
f- -~ 1_' .~ . -' . -: I-~ 

, 
.~ , C " ;; 4 4 -3 -5 -5 -3 

OS6 5 , 94 

IM4 86 

1M3 2 3 , 4 , 4 2 3 4 3 3 3 3 4 3 2 3 o r. 

-Indicates groupings of 10 Indicates statistically identified groupings 

Beginning at the highest ranked control objective, the means were analysed using the 

paired sample Student's Hest to find significant differences in the means. While it 

would be usual to implement a Bonferroni adjustment to counter the effects of repeated 

statistical testing, when testing was performed with a = 0.005, the testing was found to 

be too rigorous so a sensitivity level (a) of 0.05 was used. The first significant 

difference in the list was found between list items I (DS5) and 2 (DS4), (@ df 24, t= 

0.0154, p<0.05). This was not a feasible point at which to form the abbreviated list as a 

single item cannot be considered to be a list. Given that one of the stated aims of this 
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research was to develop and trial an abbreviated instrument for IT audit, a single item is 

particularly inappropriate as a single aspect is not an adequate test of IT control within 

an organisation. Any further t -tests performed against the rating for item 1 (DS5) would 

also be significant, thus testing recommenced against item 2 (DS4). The next point of 

significance was between items 2 (DS4) and 8 (P05) (@ df 24, t = 2.009, P < 0.05), 

indicating a second tier from item 2 (DS4) to item 7 (P08). Testing again 

recommenced against list item 8 (P05) arriving at a furthcr significant difference (@ df 

24, t = 2 P < 0.05) at list item 18 (AI4), indicating that list item 17 (P04) was the last 

member of the third tier. The fourth tier was determined by t-tests against list item 18 

(AI4), with the last item (@ df 24, t = 4.239, P < 0.05) of the tier being list item 32 

(DS6). The bottom two list items were determined to be statistically different (@ df 24, 

t = 1.984, P < 0.05) thus they formed the fifth (M4) and sixth (M3) tiers. 

As there were several points at which an abbreviated list could be formed, it was 

decided to consult previous studies to determine an appropriate list size. The 

international study by Guldentops et aI (2002) used a list of 15 control objectives, while 

the study by Liu & Ridley (2005) used the same list. The EUROSAI IT working group 

recommended forming a list of 10 to 15 control objectives (EUROSAI, undated). These 

sources suggested the creation of an abbreviated list using the first three tiers of control 

objectives giving a size of 17 control objectives. 

4.2.4 Comparison with previous studies 

The seventeen control objectives included in the abbreviated list was ideal for a 

comparison with the list of 15 control objectives used by both Guldentops et al (2002) 

and Liu & Ridley (2005) as well as the control objectives identified by the EUROSAI 

project identified as being either "most important" (8 control objectives) or "also 

important" (8 control objectives). These lists are presented in Table 4.6 below. 
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Table 4.6: Comparison of control objectives identified as being important (source 
Guldentops et a12002, Liu & Ridley, 2005, EUROSAI, 2005) 

Current Study 

P04 
P06 
P08 
DS8 
DS9 
DSl2 

4.2.4.1 Explanation of Table 

Guidentops 
& 

Liu & Ridle 

AI5 
.-'--~-.----'-'-'~--' 

P03 
Ml 

POlO 
All 
DSl 

EUROSAl 

P03 
Ml 
P02 

POlO 
All 
AI4 
DS7 

There are eight control objectives common to all three sources of data comprising: 

POl Define a Strategic Information Technology Plan, 

P09 Assess Risks, 

AI2 Acquire and Maintain Application Software, 

AI6 Manage Changes, DS4 Ensure Continuous Service, 

DS5 Ensure Systems Security, 

DS 10 Manage Problems and Incidents; and 

DS 11 Manage Data. 

These are in the top eight positions in Table 4.6 and are bounded with a solid line. The 

two control objectives common to both the current research and to the list used by 
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Guldentops et al (2002) and Liu & Ridley (2005) were P05 Manage the IT Investment 

and Al5 Install and Accredit Systems. These control objectives are shown in Table 4.6 

bounded by a dashed line. An additional control objective (AB Acquire and Maintain 

Technology Infrastructure) was common to both the current research and EUROSAI 

(2005) lists. This is shown in Table 4.6 as bounded by a dotted line. 

4.2.4.2 Discussion 

To have 11 of 17 control objectives common to at least one other list indicates that the 

perception of the most important IT controls is not dependent on local conditions. The 

control objectives uniquely identified by the current research were P04 Define the 

Information Technology Organisation and Relationships, P06 Communicate 

Management Aims and Direction, P08 Ensure Compliance with External Requirements, 

DS8 Assist and Advise Customers, DS9 Manage the Configuration and DS12 Manage 

Facilities. Since the list of 17 control objectives compiled in this study is longer than 

both other lists, Guldentops et al (2002) I Liu & Ridley (2005) listed fifteen control 

objectives while the combined EUROSAI (2005) lists contained 16 control objectives, it 

was inevitable that unique control objectives would be identified. However, the 

uniquely identified control objectives originate from only two COBrT domains, 

indicating that IT professionals within the Tasmanian public sector are actively 

concerned with the planning and organising as well as the delivery and support domains. 

There was no focus on monitoring identified in the Tasmanian data, while both other 

sources identified one control objective from the monitoring domain, Ml Monitor the 

Processes, was not positioned within the abbreviated list of 17 IT control processes, nor 

indeed near the top of the next tier. 

4.2.5 Associated detailed control objectives 

The seventeen high level control objectives in the final instrument had a list of 180 

associated detailed control objectives. To adequately audit such a list would make the 

audit highly labour intensive in both fieldwork and documentation. For the sake of 

brevity it was decided to audit only the top two tiers of high level control objectives, a 

total of seven in all. Furthermore, it was seen as appropriate to trial the audit of IT 

control processes that were common to the most important identified by Guldentops et 
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al (2002), Liu & Ridley (2005) and EUROSAI (2005). Audit measures were selected 

for these seven high-level control objectives as described in 3.7.2.1.1 to 3.7.2.1.6. 

4.2.5.1 Validation of selected measures 

In order to validate the researcher's selected measures the selected audit measures were 

then forwarded to the senior professional external IT auditor in the Tasmanian public 

sector for their comment and input. In line with her suggestions, minor revisions were 

made. The full listing of audit measures included in the trial instrument can be found at 

Appendix K. 

Once the audit measures were finalised, the trial audits were organised and conducted as . 

outlined in Section 4.3. 

4.3 Phase 2 Audit of Selected Public Sector 
Organisations 

A total of nine organisations accepted the invitation to be a part of the audit phase of the 

research. Of these, four were agencies as defined in the State Service Act 2000, two 

were government business enterprises, two were statutory bodies and one was a local 

government body. Only one of these organisations had not participated in Phase One of 

the study. That particular organisation did, however, participate in the pilot study and 

was included in Phase Two on the recommendation of the Senior EDP auditor from the 

TAO, as it had an IT infrastructure of an appropriate size. It should be noted that four 

organisations that participated in the audit phase are designated as government agencies 

according to legislation. In tables throughout section 4.3 these organisations will be 

marked with an asterisk (*). Each category of organisational type that participated in 

the survey, also participated in the audit phase. 

The audits took the form of an interview with a senior manager or person in charge of 

information technology within each organisation. These interviews, conducted onsite at 

the premises of the organisations, ranged in duration from approximately 40 minutes for 

the smallest organisation, to 100 minutes for the organisation with the most complex IT 

infrastructure. In the course of the interview the participating manager provided 

evidence of the way in which the organisation addressed the individual audit measures. 
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The working papers were subjected to the analysis outlined in Section 3.7.3 and the 

collated results can be seen for each control objective in Sections 4.3.1 to 4.3.7. 

4.3.1 DS5 Ensure Systems Security 

The most highly ranked control objective, DS5 Ensure Systems Security, is concerned 

with the business goal of "safeguarding information against unauthorised use, disclosure 

or modification, damage or loss" (ITGI, 2000, p70) and is enabled by "logical access 

controls which ensure that access to the systems, data and programmes is restricted to 

authorised users" (ITGI, 2000, p70). 

4.3.1.1 Assigned Maturity Ratings for DS5 Ensure Systems Security 

Table 4.7 displays the maturity levels assigned to each audit measure on the basis of 

compliance with the control objective DS5 Ensure Systems Security for each 

participating organisation, the corresponding means for individual measures and 

organisations as well as a mean for the overall control objective. 

Table 4.7: Maturities assigned for DSS Ensure Systems Security 

Measure 
Organisation C' denoies agency status) 

1* . 2* 3 4 5' 6 7' 8· 9 Mean 

1 4 4 0 1 4 4 4 4 2 3.00 

2 3 4 2 4 4 4 4 3 3 3.44 

3 4 4 3 4 4 4 4 3 3 3.67 

4 4 4 2 4 3 2 3 3 2 3.00 

5 4 4 4 4 4 4 3 4 4 3.89 

6 4 4 4 4 4 4 2 4 4 3.78 

7 4 4 0 3 4 3 2 3 0 2.56 

8 2 3 4 0 4 2 4 0 4 2.56 

9 4 4 2 4 4 2 4 4 4 3.56 

10 4 4 0 4 2 4 4 4 4 3.33 

11 1 4 0 1 1 1 4 4 0 1.78 

12 4 4 4 4 4 4 4 4 4 4.00 

Mean 3.50 3.92 2.08 3.08 3.50 3.17 3.50 3.33 2.83 3.21 

Maturity ratings assigned to measures within this control objective varied from a low of 

° (non-existent) to 4 (managed). No organisations were assessed as attaining 5 

(optimised) for any of the audit measures. The minimum and maximum means for both 
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organisations and audit measures along with their respective organisation and measure 

numbers (bracketed) are shown in Table 4.8. The overall mean assigned maturity level 

for DS5 Ensure Systems Security was 3.21 across all audit measures and organisations. 

Tables showing the frequencies of maturity ratings for organisations and for individual 

audit measures are located in Appendix L. 

Table 4.8: Minimum and Maximum Means for DS5 Ensure Systems Security 

Lowest mean Highest mean 

Organisation 2.08 (3) 3.92 (2) 

Measure 1.78(11) 4.00 (12) 

4.3.1.2 Interpretation of Results for DS5 Ensure Systems Security 

These results were surprising given that DS5 Ensure Systems Security was 

overwhelmingly rated as the most important to the organisations participating in the 

Phase One of this study. For organisational means to range between a level designated 

as repeatable (level 2) and defined (level 3) was unexpected for a range of processes 

considered to be so important. It must be noted that while individual aspects of the 

control objective were assessed as being managed (level 4) but the overall means were 

lower than was anticipated. 

The highest mean maturity rating for an audit measure across all the organisations was· 

for measure 12, which relates to the existence and communication of policies around the 

use of Internet, e-mail and file sharing. The lowest mean maturity rating for an audit 

measure across all the organisations was for measure 11, which relates to the revision of 

audit trails of access and activity on a daily or weekly basis. 

The low means for some individual audit measures may indicate that there is an overall 

deficiency in the way that some aspects of this control objective were being addressed 

within these organisations. Six organisations were assigned maturity levels or either 

non-existent (0) or initial (1) for the way in which they addressed the audit measure (11) 

of daily or weekly reviews of audit trails of access or activity. This audit measure 

would seem to be critical to the underlying principles of this control objective, as 

outlined in the introductory remarks for this control objective (see 4.3.1 above). 
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4.3.1.3 Further Discussion 

The Tasmanian Government, through the Information Security Charter 2003, requires 

all public sector organisations designated as "Agencies" (see Section 4.2.2.1) by 

legislation to have in place an Information Security policy. This requirement is 

relatively recent, and many agencies are still in the process of implementing it. A 2004 

internal government document, "Information Security Project - Implementation by 

agencies progress report," indicated that not all agencies had security policies in place at 

the time of publication (August 2004). However, all organisations audited that were 

required by the Charter to have an information security policy in place, were found to 

have done so by the time of the audits. Of the other organisations, two had security 

policies in place, one had various elements of a security policy incorporated in other 

policy documents, one is currently developing a security policy and one did not have a 

security policy and had no plans to develop such a policy. 

The organisations designated as agencies (those required by the Charter to have security 

policies) had higher organisational mean maturities (ranging from 3.50 to 3.92) than all 

the other organisations (ranging from (2.08 to 3.33) for DS5 Ensure Systems Security. 

These means are significantly different (p = 0.00097, at et = 0.05). This may indicate 

that the process of developing a security policy encouraged the organisation to examine 

procedures and processes that affect the security of information. The organisations that 

had security policies in place, although not having a formal requirement under the 

charter, also had higher organisational mean maturities than those that did not have one, 

regardless of whether the organisation was currently developing such a policy. These 

results appear to support the argument that the development of a security policy was 

beneficial for individual organisations' systems security. 

The approaches to the audit measure (12) assessing the need to fonnally indicate the 

user's acceptance of policies around Internet and e·mail usage, varied from formal sign 

off to no requirement to indicate acceptance, although this did not affect the maturity 

level assigned since all organisations had such policies and communicated them. It was 

indicated by several participants that formal sign off on such policies is not used, on 

legal advice. Many organisations close to government, predominantly the agencies, are 

balancing the demands of one department for such formal acceptance to be used, with 
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the advice of another that acceptance, either in the form of a signature on a policy or a 

button on a screen that appears while the system is loading (a splash screen), is not 

enforceable within the legal system. 

DS5 Ensure Systems Security was found to have the highest self assessed maturity 

levels of all the most high level control objective on the lists of Guldentops et al (2002) 

and Liu & Ridley (2005), it was also included in the "most important" list from the 

EUROSAl Self Assessment project. This is indicative of the importance attributed to 

DS5 Ensure Systems Security from state through to international levels. 

4.3.2 DS4 Ensure Continuous Service 

The Control Objective DS4, Ensure Continuous Service, is concerned with the business' 

goal of "making sure IT services are available as required and ensuring a minimum 

business impact in the event of a major disruption" (ITGI, 2000, p68). DS4 Ensure 

Continuous Service is enabled by "having an operational and tested IT continuity plan 

which is in line with the overall business continuity plan and its related business 

requirements" (ITGI, 2000, p68) . 

. 4.3.2.1 Assigned Maturity Ratings for DS4 Ensure Continuous Service 

Table 4.9 displays the maturity levels assigned to each audit measure on the basis of 

compliance with the control objective DS4 Ensure Continuous Service for each 

participating organisation, the corresponding means for individual measures and 

organisations as well as a mean for the overall control objective. 

Table 4.9: Maturities assigned for DS4 Ensure Continuous Service 

Organisation C* denotes agency status) 

Measure I' 2* 3 4 5' 6 7' 8 9 Mean 

1 3 3 3 4 4 4 4 4 0 3.22 

2 4 4 5 4 4 4 4 4 3 4.00 

3 4 4 3 3 3 4 4 3 3 3.44 

4 3 3 4 4 2 4 4 3 2 3.22 

5 4 4 3 4 4 4 4 4 4 3.89 

6 4 4 4 4 4 4 4 4 4 4.00 

7 3 3 3 3 3 3 3 3 3 3.00 

Mean 3.57 3.57 3.57 3.71 3.43 3.86 3.86 3.57 2.71 3.54 
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Maturity ratings assigned to measures within DS4 Ensure Continuous Service ranged 

from 0 (non-existent) to 5 (optimised) with the majority either 3 (defined), or more 

commonly, 4 (managed). Tables showing the frequencies of maturity ratings for both 

organisations and for individual audit measures are located in Appendix L. The 

minimum and maximum means for both organisations and audit measures along with 

their respective organisation and measure numbers (bracketed) are shown in Table 4.10. 

The overall mean assigned maturity rating was 3.54 across all organisations and all 

audit measures. 

Table 4.10: Minimum and Maximum Means for DS4 Ensure Continuous Service 

. Lowest mean Highest mean 

Organisation 2.71 (9) 3.86 (6 & 7) 

Measure 3.00 (7) 4.00(2 & 6) 

4.3.2.2 Discussion of Results for DS4 Ensure Continuous Service 

The lowest mean assigned maturity ratings for the individual audit measures was 3.00, 

for the audit measure (7) relating to the matching of media at offsite locations to 

appropriate media management systems. The highest mean assigned maturity rating 

assigned was 4.00, for the audit measure (2) relating to publication policy with 

particular regard to publishing to the Internet and also for that relating to types of 

backups, their performance according to a schedule and the storage of backups in 

appropriate locations (measure 6). 

Within the thirteen detailed control objectives associated with DS4 Ensure Continuous 

Service are six that specifically refer to a continuity plan within their titles. Therefore, 

DS4 Ensure Continuous Service places an emphasis on such a plan existing. Only one 

organisation had no business continuity plan and no disaster recovery plan. Since there 

were no plans in place, a maturity level of 0 (non-existent) was assigned. However, it 

was indicated that there was an imminent meeting at which formation of these plans 

was to be considered. Should the outcome of that meeting be the formation of such 

plans, the assigned maturity level would rise. One organisation considered its long and 

short range plans to be business continuity and disaster recovery plans, a situation that 

might be considered to be less than ideal. 
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Many organisations indicated that the organisation's Internet publication policy was not 

the responsibility of the Information Technology department. However most managers 

were able to indicate that the relevant policies were in place and the organisation had 

strict controls over such publication. 

DS4 Ensure Continuous Service was also found on the lists of Ouldentops et al (2002), 

Liu & Ridley (2005) and the EUROSAl project (2005). This indicates that the 

provision of continuous support is considered to be' an important factor at a state, 

national and international level. 

4.3.3 P01 Define a Strategic Information Technology Plan 

The Control Objective POI Define a Strategic Information Technology Plan is 

concerned with the business goal of "striking an optimum balance of information 

technology opportunities and IT business requirements as well as ensuring its further 

accomplishment" (ITGI, 2000, p24). PO! Define a Strategic Information Technology 

Plan is enabled by "a strategic planning process undertaken at regular intervals giving 

rise to long-term plans; the long-term plans should periodically be translated into 

operational plans settingciear and concrete short-term goals" (ITOI, 2000, p24). 

4.3.3.1 Assigned Maturity Ratings for P01 Define a Strategic Information 
Technology Plan 

Table 4.11 displays the maturity levels assigned to each audit measure on the basis of 

compliance with the control objective POl Define a Strategic Information Technology 

Plan for each participating organisation, the corresponding means for individual 

measures and organisations as well as a mean for the overall control objective. 
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Table 4.11: Maturities assigned for P01 Define a Strategic Information Technology Plan 

Organisation (' denotes agency status) 

Measure I' 2' 3 4 5' 6 7' 8 9 Mean 

1 3 3 3 3 3 3 3 3 0 2.67 

2 1 3 2 3 3 2 2 2 2 2.22 

3 3 2 3 3 3 3 3 3 2 2.78 

4 3 2 3 3 3 3 3 3 1 2.67 

5 3 2 3 4 3 3 3 3 3 3.00 

6 3 3 3 3 3 3 2 3 3 2.89 

7 3 3 2 3 3 3 3 3 3 2.89 

8 3 3 3 3 3 3 3 3 3 3.00 

Mean 2.75 2.63 2.75 3.13 3.00 2.88 2.75 2.88 2.13 2.76 

The maturity ratings assigned to the audit measures within PO 1 Define a Strategic 

Information Technology Plan ranged from 0 (non-existent) to 4 (managed) assigned to a 

single organisation for one audit measure, with the vast majority (58 occurrences or 

79.45%) of ratings being 3 (defined). There were no ratings of 5 (optimised) assigned 

within this control objective. Tables showing the frequencies of maturity ratings for 

both organisations and audit measures are located in Appendix L and the data are 

displayed graphically in Figures 4.1 and 4.2. 

Figure 4.1: Frequency of Assigned Maturity Ratings by Audit Measure for P01 Define a 

Strategic Information Technology Plan 
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Figure 4.2 Frequency of Assigned Maturity Ratings by Organisation for P01 Define a 

Strategic Information Technology Plan 

The mean assigned maturity level across all audit measures and all organisations was 

2.76. The minimum and maximum mean assigned maturity levels with their 

corresponding organisations and audit measure numbers. (bracketed) are shown in Table 

4.12. 

Table 4.12: Minimum and Maximum Mean Assigned Maturity Levels for POI Define a 
Strategic Information Technology Plan 

Lowest mean Highest mean 
Organisation 2.13 (9) 3.13 (4) 

Measure 2.22 (2) 3.00 (5 & 8) 

4.3.3.2 Discussion of Results for P01 Define a Strategic Information 
Technology Plan 

The lowest mean maturity level for audit measures calculated across all organisations 

was 2.22 for the inclusion of relevant IT initiatives in the IT long and short range plans 

(measure 2). The highest mean maturity level was 3.00 for measures 5, consistency of 

the IT long and short range plans with the long and short range plans of the 

organisation, and 8, the existence of tasks to implement the IT long and short range 

plans. The greatest fluctuation among assigned maturity ratings in individual audit 

measures was in measure 1, relating to the existence of minutes from an IT planning or 
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steering committee. This can be directly attributed to tbe fact tbat one organisation did 

not have an IT planning or steering committee and was consequently assigned a rating 

of 0 (non-existent). 

The greatest fluctuation of assigned maturity levels witbin an organisation was again in 

organisation 9 witb a range from a single occurrence of level 0 (non-existent) for 

measure I to four occurrences of 3. This can be seen in Figure 4.2, where tbere are four. 

bars on tbe chart relating to Organisation 9. The most consistent organisation in terms' 

of assigned maturity ratings for POI Define a Strategic Information Technology Plan, 

was Organisation 5, which was assigned 3 (defined) for all measures, this can be seen 

by tbe single bar relating to Organisation 5 on the chart at Figure 4.2. Across all 

organisations and all audit measures, tbe mean assigned maturity rating was 2.76, which 

is lower tban the overall means for botb DS5 Ensure Systems Security and DS4 Ensure 

Continuous Support. This may indicate a focus on tbe more practical objectives to tbe 

detriment of management based objectives such as planning. 

As mentioned in Section 4.3.3.2 one organisation did not have an IT planning or 

steering committee. This organisation was consistently assigned lower maturity ratings 

with tbe lowest mean assigned maturity for botb DS4 Ensure Continuous Support and 

POI Define a Strategic Information Technology Plan, while having tbe second lowest 

mean assigned maturity level for DS5 Ensure Systems Security. This result may be du~ 

to tbe organisational type, as the organisation in question being a local government 

body, tbe only one to be audited in tbis study. 

Information obtained during tbe audit indicated tbat linkage of botb long and short 

range IT plans to the long and short range plans of tbe business was approached in 

different ways across tbe organisations. In one organisation tbe IT plans were an 

integral part of tbe business plans. A second organisation used an overarching 

departmental initiative to dictate the broad direction of the IT plans, which was 

perceived by tbe manager who participated in the audit as being helpful. 

POl Define a Strategic Information Technology Plan was also included in tbe lists of 

Guldentops et al (2002), Liu & Ridley (2005) and tbe EUROSAI project (2005), where 

it was nominated in the "most important" category. 
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4.3.4 OS11 Manage Data 

. The Control Objective D II Manage Data is concerned with the business goal of 

"ensuring that data remains complete, accurate and valid during its input, update and 

storage" (ITGI, 2000, p82). It is enabled by "an effective combination of application 

and general controls over the IT operations" (ITGI, 2000, p82). 

4.3.4.1 Assigned Maturity Ratings 

Table 4.13 displays the maturity levels assigned to each audit measure on the basis of 

compliance with the control objective DS 11 Manage Data for each participating 

organisation, the corresponding means for individual measures and organisations as 

well as a mean for the overall control objective. 

Table 4.13: Maturities assigned for DS11 Manage Data 

Organisation (' denotes agency status) 

Measure I' 2' 3 4 5' 6 7' 8 9 Mean 

1 4 1 3 3 0 3 3 1 3 2.33 

2 4 4 3 3 0 3 3 3 1 2.67 

3 1 1 1 3 3 1 1 3 3 1.89 

4 1 1 1 3 0 3 3 3 0 1.67 

5 1 1 3 3 0 3 3 3 0 1.89 

6 1 3 3 4 3 3 3 3 3 2.89 

7 4 3 0 0 1 0 2 2 0 1.33 

8 1 1 1 1 1 2 1 1 0 1.00 

9 3 0 3 4 0 4 3 3 0 2.22 

10 4 4 4 4 4 4 4 4 4 4.00 

11 3 3 3 3 3 3 3 3 3 3.00 

12 3 3 3 3 3 1 0 0 3 2.11 

13 4 4 3 3 3 3 3 3 0 2.89 

14 4 4 3 4· 4 3 3 3 3 3.44 

15 3 0 1 3 0 3 0 3 3 1.78 

16 1 3 3 3 1 2 4 3 3 2.56 

17 3 0 1 4 0 3 0 3 3 1.89 

18 1 4 3 3 0 3 1 3 3 2.33 

Mean 2.56 2.22 2.33 3.00 1.44 2.61 2.22 2.61 1.94 2.33 

The maturity ratings assigned for the control objective DS 11 Manage Data ranged from 

o (non-existent) to 4 (managed). No organisation was assigned a maturity rating of 5 

(optimised) assigned within DS11 Manage Data. The minimum and maximum mean 
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assigned maturity levels are presented with their associated Organisation and Audit 

Measure numbers (bracketed) in Table 4.14. 

Table 4.14: Minimum and Maximum Mean Assigned Maturity Levels for 0511 Manage 
Data 

Lowest mean Highest mean 
Organisation 1.44 (5) 3.00 (4) 

Measure LOO (8) 4.00 (10) 

4.3.4.2 Interpretation of Results 

The mean assigned maturity ratings within the individual audit measures range from 

1.00 for Audit Measure 8, mitigating procedures to address the risk of misaddressing 

messages, particularly by fax and e-mail, to 4.00 for Measure 10, the training provided 

to operations staff with regard to backup, archiving and restore procedures. This is the 

largest variation seen in the top 4 control objectives of the trial instrument and indicates 

a wide variation in the way in which the management of data is approached within the. 

organisations participating in the audit trial. 

For individual organisations the mean assigned maturity ratings ranged from 1.44 to . 

3.00 (see also Table 4.13). The mean assigned maturity rating for two organisations 

was less than 2 (repeatable). Eight of the nine organisations had assigned maturity 

ratings ranging between 0 (non-existent) and 4 (managed). The remaining organisation 

. had assigned maturity ratings ranging between 1 (initial) and 4 (managed). The overall 

mean assigned maturity rating for DS 11 Manage Data was 2.38, which was the equal 

lowest of all the control objectives in the audit along with AI6 Manage Changes. 

Many of the audit measures for the Manage Data control objective were considered by 

IT managers to be not applicable in their organisations. The wide variation among 

assigned maturity ratings within DS 11 Manage Data may indicate an inconsistent 

approach to the management of data within individual organisations. This conclusion is 

supported by the indication from the managers that many of the audit measures were 

addressed on a case by case basis by individual systems administrators or business units. 

The integrity, confidentiality and non-repudiation of sensitive messages transmitted 

over public networks such as the Internet was managed poorly by many organisations as 
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evidenced by the assignment of maturity ratings of either 0 (non-existent) or I (initial) 

in over half the organisations audited. One manager believed sending sensitive 

messages· was not done within their organisation, while another provided advice not to 

do it. The risk of misaddressing messages by letter, fax or e-mail was indicated by many 

as almost impossible to mitigate. Most organisations addressed the problem for e-mail 

by use of a global address book and the government directory where possible, but in 

most cases the responsibility was left to individual users. 

DS 11 Manage Data is not found in the lists of Guldentops et al (2002) and Liu & Ridley 

(2005). It is listed among the "also considered to be important" control objectives from 

the EUROSAI self assessment project (2005). With the equal lowest mean assigned 

maturity level across both organisations and audit measures, there is a great deal of 

scope for the improvement in the way that the requirements of DS 11 Manage Data are 

addressed within the Tasmanian public sector. 

4.3.5 0512 Manage Facilities 

The Control Objective DS12 Manage Facilities is concerned with the business goal of 

"providing a suitable physical surrounding which protects the IT equipment and people 

against man-made and natural hazards" (ITGI, 2000, p84). It is enabled by "the 

installation of suitable environmental and physical controls which are regularly 

reviewed for their proper functioning" (ITGI, 2000, p84). 

4.3.5.1 Assigned Maturity Ratings for D512 Manage Facilities 

Table 4.15 displays the maturity levels assigned to each audit measure on the basis of 

compliance with the control objective DS 12 Manage Facilities for each participating 

organisation, the corresponding means for individual measures and organisations as 

well as a mean for the overall control objective. 
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T b a le 4.15: M aturitles assIgn edf OS12 M or anage F T' aClltles 
OrganisationC' denotes agency status) 

Measure \. 2' 3 4 5' 6 7' 8 9 Mean 

1 5 5 5 5 5 5 5 5 5 5.00 

2 5 5 5 5 5 5 5 5 5 5.00 

3 5 3 1 5 5 5 5 5 5 4.33 

4 4 4 4 4 4 4 4 4 4 4.00 

5 5 5 4 4 5 1 1 4 4 3.67 

6 4 4 3 3 3 3 3 3 3 3.22 

7 5 5 3 3 3 4 4 4 3 3.78 

8 4 3 3 3 3 3 3 3 3 3.11 

9 4 2 2 0 0 0 0 0 0 0.89 

10 3 3 0 3 3 1 0 3 1 1.89 

11 3 3 3 4 3 0 4 3 1 2.67 

12 3 4 4 4 4 3 4 4 4 3.78 

13 4 4 4 3 4 3 3 3 3 3.44 

14 3 4 3 4 3 4 4 4 4 3.67 

15 4 3 2 2 3 3 4 3 3 3.00 

16 4 4 4 4 4 4 4 4 4 4.00 

17 3 3 3 3 3 3 3 3 3 3.00 

18 4 5 3 3 3 3 3 3 3 3.33 

19 4 0 4 3- 1 3 3 3 3 2.67 

20 4 1 3 3 4 3 4 3 4 3.22 

Mean 4.00 3.50 3.15 3.40 3.40 3.00 3.30 3.45 3.25 3.38 

The assigned maturity ratings for OS 12 Manage Facilities range from 0 (non-existent) 

to 5 (optimised). The consistent assigning of a single maturity level for five audit 

measures can be seen in Figure 4.3. 
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Figure 4.3: Frequency of Assigned Maturity Ratings by Audit Measure for 0512 Manage 
Facilities 

The range of maturity levels assigned across the audit measures within each 

organisation can be seen graphically in Figure 4.4. The presence of bars for all six 

possible maturity levels for two organisations indicates a potentially inconsistent 

approach to the management of facilities. 

Figure 4.4: Frequency of Assigned Maturity Levels by Organisation for 0512 Manage 

Facilities 
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The mean assigned maturity level across the whole control objective DS12 Manage 

Facilities was 3.38. Table 4.16 displays the minimum and maximum mean assigned 

maturity levels for both organisations and audit measures. 

Table 4.16: Minimum and Maximum Mean Assigned Maturity Levels for OS12 Manage 
Facilities 

Lowest mean Highest mean 
Organisation 3.00 (6) 4.00 (I) 

Measure 0.89 (9) 5.00 (I & 2) 

4.3.5.2 Discussion of Results for 0512 Manage Facilities 

There was less variation in the mean assigned maturity ratings across the organisations 

with the lowest being 3 and the highest 4. Only one organisation was not assigned 

maturity level 0 (non-existent), with the remaining organisations all being assigned 

maturity ratings from 0 (non-existent) to 5 (optimised) for audit measures within DSl2 

Manage Facilities. It is important to note that of the eight organisations assigned a level 

o (non existent), only two were assigned such a rating for more than one audit measure. 

Most organisations had well developed policies and procedures around the management 

of their physical premises. All facilities were locked over night, with the exception of 

one, which was manned at all times. In most cases access to the IT department was 

through both reception and security where it was necessary to sign in to the 

organisation's premises, with the security aspect being provided either by security 

personnel or through the use of programmable devices such as such as proxy cards or 

small plastic coated capsule like devices, commonly called dongles. The programmable 

devices are used in most cases to access the premises after hours. In all but one case the 

reception logs were not examined by the IT department to review departmental visitors. 

Only one organisation required visitors to the computer facilities to sign in, but in all 

cases access to the server room was restricted to those who were accompanied by an 

authorised member of staff or those who had been issued with appropriate access 

privileges. All the server rooms were located on floors above ground level and flooring 

varied widely. One organisation had both raised flooring and anti-static matting, four 

organisations had server rooms with no special considerations made, and others had 
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rubber matting on ordinary flooring. One IT manager indicated that they considered 

Uninterruptible Power Supply (UPS) to be unnecessary and used it only on critical 

machines, justifying this stance by declaring that modem machines cope far better with 

loss of power than previously. 

DS 12 Manage Facilities was one of the six control objectives unique to the Tasmanian 

listing of 17 control objectives. Using the mean assigned maturity level as a metric, the 

processes around DS 12 Manage Facilities were ilt a consistently higher standard, since 

the mean assigned maturity level across both organisations and audit measures was the 

highest for this control objective. 

4.3.6 AI6 Manage Changes 

The Control Objective AI6 Manage Changes is concerned with the business goal of 

"minimising the likelihood of disruption, unauthorised alterations and errors" (ITGI, 

2000, p58). It is enabled by "a management system which provides for the analysis, 

implementation and follow-up of all changes requested and made to the existing IT 

infrastructure" (ITGI, 2000, p70). 

4.3.6.1 Assigned Maturity Ratings 

Table 4.17 displays the maturity levels assigned to each audit measure on the basis of 

compliance with the control objective AI6 Manage Changes for each participating 

organisation, the corresponding means for individual measures and organisations as 

well as a mean for the overall control objective. 

Table 4.17: Maturities assigned for AI6 Manage Changes 

Organisation (* denotes agency status) 

Measure I' 2* 3 4 5* 6 7* . 8 9 Mean 

1 3 3 1 3 3 4 4 3 2 2.89 

2 3 3 1 3 3 4 4 3 2 2.89 

3 1 4 0 2 0 2 1 2 0 1.33 

4 3 4 0 3 1 3 4 3 1 2.44 

5 4 0 0 3 3 3 4 3 3 2.56 

6 3 0 0 3 1 3 1 3 3 1.89 

Mean 2.83 2.33 0.33 2.83 1.83 3.17 3.00 2.83 1.83 2.33 

Assigned matunty levels for AI6 Manage Changes vaned from 0 (non-existent) to 4 

(managed). No organisation was assigned a maturity rating of 5 (optimised) for any of 
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the audit measures in this control objective. The most commonly assigned maturity 

level was 3 (defined) with 24 occurrences (54%). Tables showing the frequencies of 

assigned maturity ratings for organisations and for individual audit measures are located 

in Appendix L. 

The overall mean assigned maturity level for AI6 Manage Changes was 2.33, which 

was the equal lowest mean assigned maturity level for all control objectives with DS 11 

Manage Data. The minimum and maximum mean assigned maturity levels for both 

organisations and audit measures along with the respective organisation and measure 

numbers (bracketed) are shown in Table 4.18. 

Table 4.18: Maximum and Minimum Mean Assigned Maturity Levels for AI6 Manage 
Changes 

Lowest mean Highest mean 

Organisation 0.33 (3) 3.17 (6) 

Measure 1.33 (3) 2.89 (I) 

4.3.6.2 Discussion of Results for AI6 Manage Changes 

Within individual audit measures the mean assigned maturity levels varied from 1.33 

for measure 3, the adequacy of IT libraries and existence of base line code levels, to 

2.89 for measures 1 and 2, both based around the documentation of change. There were 

no audit measures for which organisations were assigned ratings of a consistent level 

indicating a much more inconsistent approach across all the organisations to the 

processes around the management of change. 

There was much more variation of mean assigned maturity ratings across the individual 

organisations. These ranged from a low of 0.33 to a high of 3.17. Three organisations 

were assigned maturity ratings across all audit measures that varied by only one level 

indicating a consistent approach to these processes. One of these organisations failed to 

gain a maturity rating higher than 1 (initial) for any audit measure, indicating an 

immature organisational approach to the management of change. 

One manager considered that most of the change management audit measures were not 

applicable to their organisation as no coding takes place within the organisation, as 
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many of the audit measures examined for AI6 Manage Changes were based around 

making changes to program code. The same manager had previously indicated that the 

organisation was looking to appoint a programmer. When such an appointment is made 

and internal development and change processes begin it is essential that the organisation 

re-consider its position in respect of such audit measures. Several organisations 

indicated that code was kept by individual vendors or contractors and thus could not 

co~ent on the adequacy of such code libraries. Most managers considered users to be 

aware of and understand the need for formal change control procedures at some level. 

AI6 Manage Changes was one of the eight control objectives found on the lists of 

Guldentops et al (2002) and Liu & Ridley (2005) while the EUROSAI project (2005) 

included it in the listing of control objectives considered to be the "most important." In 

this research it was shown to be managed in an inconsistent and under-developed 

manner within the Tasmanian public sector. 

4.3.7 P08 Compliance with External Requirements 
. 

The Control Objective P08 Compliance with External Requirements is concerned with 

the business goal of "meeting legal, regulatory and contractual obligations" (ITGI, 2000, 

p38). It is enabled by "identifying and analysing external requirements for their IT 

impact, and taking appropriate measures to comply with them" (ITGI, 2000, p38). 

4.3.7.1 Assigned Maturity Ratings 

Table 4.19 displays the maturity levels assigned to each audit measure on the basis of 

compliance with the control objective P08 Compliance with External Requirements for 

each participating organisation, the corresponding means for individual measures and 

organisations as well as a mean for the overall control objective. 
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Table 4.19: Maturities assigned for poa Compliance with External Requirements 

Organisation (* denotes agency status) 

Measure I" 2* 3 4 5" 6 7* 8 9 Mean 

1 2 3 3 3 3 4 4 3 0 2.78 

2 4 4 4 4 4 4 4 4 4 4.00 

3 3 3 2 3 3 3 3 3 3 2.89 

4 4 3 0 3 3 4 3 0 3 2.56 

5 3 0 0 3 1 0 3 0 3 1.44 

6 3 0 0 0 0 4 3 0 0 1.11 

Mean 3.17 2.17 1.50 2.67 2.33 3.17 3.33 1.67 2.17 2.46 

Assigned maturity ratings for POS Compliance with External Requirements varied from 

o (non-existent) to 4 (managed). No organisation was assigned a maturity rating of 5 

(optimised) for any of the audit measures. The most commonly assigned maturity 

rating was 3 (defined) with IS occurrences (50%). 

4.3.7.2 Preliminary Discussion of Results for POS Compliance with 
External Requirements 

Across individual audit measures the mean assigned maturity levels ranged from 1.11 

for measure 6, compliance of EDI processes with policies, procedures and contracts, to 

4.00 for measure 2, reviews of safety and health and any necessary corrective actions. 

Organisational approaches to occupational health and safety saw a maturity rating of 4 

(managed) assigned across all organisations indicating a consistent approach to this 

external requirement. Audit measure 3, compliance with documented privacy and 

security policies and procedures, was also approached in a consistent manner across all 

organisations with a variation of only one level in maturity, as all organisations were 

assigned either level 2 (repeatable) or level 3 (defined). 

4.3.7.3 Elimination of audit measures 

With 10 responses (from a possible IS) of not applicable and thus assigned a maturity 

level of 0 (non existent) audit measures five and six were considered by many of the 

managers to be irrelevant. Four organisations considered the question of insurance to 

be irrelevant, with one manager indicating the government chooses to be self-insured in 

most cases. Only four organisations indicated that organisational policies and insurance 

contracts were aligned with a fifth indicating that not much insurance was held in 

respect of IT. Six of the nine organisations did not have Electronic Document 
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Interchange (EOD processes. One organisation had implemented a system to retrieve 

data from remote worksites and distribute this among various clients and contractors. 

This system was the nearest to an EOI described to" the researcher. In view of the fact 

that the majority of organisations did not have insurance contracts in place or specific 

EOI processes there are grounds for eliminating these audit measures from the results. 

4.3.7.4 Revised Assigned Maturity Ratings 

The revised mean maturity levels, after removing audit measures 5 and 6, for P08 

Ensure Compliance with External Requirements are presented in Table 4.20. This table 

varies from Table 4.19 in that the mean assigned maturity ratings for individual 

organisations are consistently higher due to the elimination of maturity ratings of 0 in 

ten out of eighteen instances. The mean assigned maturity level for the entire control 

objective is also higher for the same reason. 

Table 4.20: Revised Maturities for P08 Ensure Compliance with External Requirements 

Organisation (* denotes agency status) I 
Measure I' 2* 3 4 5' 6 7' 8 9 Mean 

1 2 3 3 3 3 4 4 3 0 2.78 

2 4 4 4 4 4 4 4 4 4 4.00 

3 3 3 2 3 3 3 3 3 3 2.89 

4 4 3 0 3 3 4 3 0 3 2.56 

Mean 3.25 3.25 2.25 3.25 3.25 3.75 3.50 2.50 2.50 3.06 

4.3.7.5 Interpretation of Revised Results for POS Ensure Compliance with 
External Requirements 

The assigned maturity ratings have not changed in their range, still varying from a low 

of 0 (non-existent) to a high of 4 (managed) with no rating of 5 (optimised) being 

assigned. The elimination of audit measures 5, insurance contracts, and 6, EDI 

processes, did not affect the mean assigned maturity levels of the remaining four audit 

measures. 

The mean assigned maturity level for P08 Ensure Compliance with External 

Requirements has been revised upward to 3.06. The maximum and minimum means for 

both audit measures and organisations along with the respective organisation and audit 

measure numbers (bracketed) are shown in Table 4.21. 
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Table 4.21: Maximum and Minimum Mean Assigned Maturity Levels for P08 Ensure 
Compliance with External Requirements 

Lowest mean Highest mean 

Or~anisation 2.25 (3) 3.75 (6) 

Measure 2.56 (4) 4.00 (2) 

The frequency of assigned maturity levels against organisations is displayed graphically 

in Figure 4.5 and against audit measures in Figure 4.6. 

3 

,.,2 
mO 

u .1 
I: ., 

02 " IT 
l!! 
u. 03 

.4 

o +=u..a 
2 3 4 5 6 7 8 9 

Organisation Number 

Figure 4.5: Frequency of Assigned Maturity Levels for P08 Ensure Compliance with 

External Requirements 

P08 Ensure Compliance with External Requirements was one of the control objectives 

identified as being unique to the Tasmanian listing. After eliminating the audit 

measures that were considered to be not applicable in many organisations the mean 

assigned maturity level rose to above 3 (defined). 
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Figure 4.6: Frequency of Assigned Maturity Levels by Audit Measure for POS Ensure 

Compliance with External Requirements 

4.3.8 Summary of Audit Results 

The data discussed in Sections 4.3.1 to 4.3.7 above can be summarised and presented as 

in Table 4.22. This presents the control objectives in order of their mean assigned 

maturity level and shows the average mean maturity level for each organisation against 

each control objective. 

The presentation of the number of observations indicates the number of audit measures 

for each control objective multiplied by a factor of 9. Clearly then DSl2 has the 

greatest number of audit measures (20) while P08 Ensure Compliance with External 

Requirements contains the least (4). 

Table 4.22: Summary of Mean Assigned Maturity Level Data for All Control Objectives on 
the Audit Instrument 

Organisation Nu~ 

Measure 1 2 3 4 5 6 7 8 9 Average Std Dev N 

DS4 Avera,ge 3.57 3.57 3.57 3.71 3.43 3.86 3.86 3.57 2.71 3.54 0.74 63 

OS 12 Average 4.00 3.50 3.15 3.40 3.40 3.00 3.30 3.45 3.25 3.38 1.25 180 

DS5 AveraEe 3.50 3.92 2.08 3.08 3.50 3.17 3.50 3.33 2.83 3.21 1.25 108 

P08 Average 3.25 3.25 2.25 3.25 3.25 3.75 3.50 2.50 2.50 3.06 1.09 36 

POt Average 2.75 2.63 2.75 3.13 3.00 2.88 2.75 2.88 2.13 2.76 0.59 72 

AI6 Average 2.83 2.33 0.33 2.83 1.83 3.17 3.00 2.83 1.83 2.33 1.33 54 

DS11 Average 2.56 2.22 2.33 3.00 1.44 2.61 2.22 2.61 1.94 2.33 1.34 162 
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4.3.9 Comparison with previous studies 

In Chapter 3 it was stated that the results of this research would be compared with that 

of previous studies by both Guldentops et al (2002) and by Liu & Ridley (2005) and the 

self assessment project facilitated by the European Organisation of Supreme Audit 

Institutions (EUROSAI). The methodologies employed by the studies involved 

organisations assessing their own maturity against the COBIT maturity models for each 

of fifteen high level control objectives from the framework. The EUROSAI project 

used a rating system much the same as employed in the first phase of this study to 

determine the most important control objectives before self assessing maturity against 

ten to fifteen of the top rated objectives, depending on the ratings assigned by the 

individual organisations. Of the seven control objectives considered in the audit phase 

of this research, five were included in the both previous studies and the EUROSAl 

project. This comparison is provided while acknowledging certain limitations. 

Unfortunately mean maturity levels were not available for the EUROSAI project and 

thus no comparison can be made at this level. The maturity level means of the common 

control objectives from each of the three studies are displayed in Table 4.23. 

Unweighied averages only are indicated for the international study data, as full statistics 

were not available. The international results relate to the public sector. The means are 

also graphically displayed in Figure 4.7. 

Table 4.23: Maturity level means for common control objectives (source of Australian and 
International Data, Liu, 2003) 

Mean and Standard Deviation for Maturity Level 

Control Tasmania Australia International 

Objective Mean StdDev Mean StdDev Mean 

DS5 3.21 1.25 3.40 0.96 2.66 

DS4 3.54 0.74 3.24 1.06 2.32 

P01 2.76 0.59 2.91 1.26 2.17 

DSll 2.33 1.34 3.06 1.02 2.48 

AI6 2.33 1.33 3.18 1.05 2.40 
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The control objectives in the table are listed in the order in which they appear on the 

ranked list from Phase One of this study. It can be seen that this does not entirely 

correspond with the mean assigned maturity level as the mean for DS4 Ensure 

Continuous Service is larger than that of DS5 Ensure Systems Security. 

The standard deviations from this research are also interesting. Standard deviations are 

a measure of "spread" of data. The standard deviations for this research were lower 

than those from Liu (2003) for DS4 Ensure Continuous Service, and POl Define a 

Strategic Information Technology Plan, and higher that those from Liu (2003) for DS5 

Ensure Systems Security, DSll Manage Data and AI6 Manage Changes. The last two 

control objectives (DSIl Manage Data and AI6 Manage Changes) had the lowest mean 

assigned maturity levels. When comparing the two studies it is important to remember 

that this study obtained 25 responses, whereas Liu (2003) obtained 102 responses due to 

a larger scope. The smaller number of responses will impact on the any statistical 

analysis performed. 
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Figure 4.7: Comparison between Tasmanian, Australian and International Maturity Levels 

(source data, current research, and Liu (2003) 
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DS5 Ensure Systems Security was rated as the most important control objective. The 

difference between the rating for DS5 Ensure Systems Security and DS4 Ensure 

Continuous Service was statistically significant (Section 4.2.3). The Tasmanian means 

were assessed as being lower for four out of the five control objectives (DS5, P01, 

DS 11, AI6) and lower than the international means for only two of the control 

objectives (DS 11 and AI6). 

When considering the mean assigned maturity levels the Tasmanian public sector can be 

considered to be performing best in DS4 Ensure Continuous Service, followed by DS5 

Ensure Systems Security, POI Define a Strategic Information Technology Plan, and 

both DS 11 Manage Data and AI6 Manage Changes with equal mean assigned maturity 

levels. For any system a continuity plan is essential in order to provide a reliable 

service to the user. These plans are usually well developed and practiced, this may 

account for the departure of the data from the expected. In contrast, security has only 

recently become a focus within the Tasmanian public sector, and then, only within 

specific sections of that sector. The organisations that were not required to have a 

security plan and policy in place outnumbered the agencies an could therefore adversely 

affect the mean assigned maturity level in this case. 

4.3.9.1 Limitations 

The maturity models used in the previous studies (Guldentops et ai, 2002; Liu & Ridley, 

2005) and in the EUROSAI project were specific to the individual control objectives 

being assessed. This gave specific guidance to the person undertaking the assessment 

as to what should be considered in each control objective. This study used a generic 

maturity model to assign maturity ratings to each of the audit measures. This generic 

model, while being the foundation of the specific maturity models used by the others, 

did not give as much specific guidance in terms of considerations to be made thus 

requiring a degree of interpretation by the researcher when assigning the maturity levels. 

The assessment of maturity in the studies by Guldentops et al (2002) and Liu & Ridley 

(2005) was by individuals employed within the organisations being assessed. In this 

research the researcher assessed maturity using evidences obtained in the audit phase. 

Given the assessment was made by an independent third party it could be seen to be 
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more objective thus potentially lowering the assigned maturities. Moreover, the 

EUROSAI project the individuals participating in the assessments were, at least in part, 

trained auditors (EUROSAI, undated). It is anticipated that a greater degree of 

objectivity would be exercised by these professionals than by managers of organisations 

such as those who participated in the other studies. As noted above in Section 4.3.8, 

mean maturity ratings were not available for the EUROSAI project thus a comparison 

on this basis is not possible. 

4.3.10 Evaluation of the Instrument 

The instrument can be evaluated by using the criteria outlined in Section 3.8. 

4.3.10.1 Duration of Audit Interviews 

The longest audit interview was approximately 100 minutes. This is less than the 

projected maximum of 150 to 180 minutes. The ability to complete the audit interview 

within the specified time frame is considered to be one element in the validation of the 

derived audit instrument. 

4.3.10.2 Independent Evaluation of Audit Instrument 

The abbreviated instrument used for the conduct of IT audits was evaluated by the most 

senior external public sector IT auditor in Tasmania. There were very few suggested 

changes, all of which were implemented. The willingness of the auditor to organise the 

audit interviews was seen as further validation of the instrument. 

4.3.10.3 Linkage of IT Process and Business Goals 

Using the abbreviated instrument resulted in a direct linkage of the IT processes audited 

and the business goals of the organisations. This was evidenced by the requirement to 

produce organisational policy documents as well as through anecdotal evidence from 

the managers being interviewed. 

4.3.10.4 Base of the Instrument 

The instrument contained the seven most highly ranked control objectives from Phase 

One of the study. These rankings were obtained by summing the ratings for each 
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control objective. This ensured that the audit covered areas that were relevant and 

important to the organisations. 

4.3.10.5 Benchmarking 

The instrument includes measures obtained from two external sources, as well as from 

the COBtr Audit Guidelines. These sources were the TAO and the ANAO, both of 

which have active IT audit programs. The measures obtained from the ANAO program 

are considered to be validation of the audit instrument since they are mapped back to the 

individual detailed control objectives. 

4.3.10.6 Summary 

It can be seen that the derived audit instrument has been validated in many ways, both 

through practice and reference to external documents and practitioners. 
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Chapter 5 - Conclusion 

5.1 Introduction 

Conclusions 

Chapter One outlined the basic motivation for the study and its aims and objectives. 

Chapter Two provided a background to the study by looking at the existing body of 

knowledge surrounding both corporate and IT governance, IT frameworks, with a focus 

on CobiT and the field of IT governance, with particular reference to both the 

Tasmanian and Australian public sectors. Chapter Three examined the methodology, 

under which the research was conducted, while Chapter Four presented and discussed 

the findings. 

5.2 Research Objectives 

This research set out to satisfy two objectives. The first was to identify the control 

objectives from the COBIT framework that were perceived by IT managers within 

Tasmanian public sector organisations as being important to their organisation at the 

time of the survey. From the most important processes an abbreviated audit instrument 

was to be developed and validated by a senior public sector IT audit professional. The 

second objective was to trial the abbreviated audit instrument on selected Tasmanian 

public sector organisations and subsequently evaluate its effectiveness. 

The study addressed all the research objectives. The excellent response rate of 83% for 

the survey to determine the most important control objectives ensured that the results 

were representative of the whole population. The control objectives identified as being 

most important were drawn from three of the four broad domains in the COBtr 

framework (Planning and Organisation, Acquisition and Implementation, Delivery and 

Support and Monitoring, with the Monitoring domain seen as inrelevant. The control 

objective seen to be most important, DS5 Ensure Systems Security, was the same as that 

identified by prior national and international studies. The abbreviated instrument finally 

derived contained five control objectives identified by both the previous studies, and 

only two control objectives unique to the Tasmanian public sector. The control 

objectives common to both the previous studies and the final instrument used for audit 

in this study were: 
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DS5 Ensure Systems Security 

DS4 Ensure Continuous Support 

POI Define a Strategic Information Technology Plan 

DS 11 Manage Data 

AI6 Manage Changes 

Conclusions 

The control objectives unique to the final audit instrument in this study were DSI2 

Manage Facilities and P08 Ensure Compliance with External Requirements. 

The audit instrument was evaluated by the most senior public sector IT external auditor 

in Tasmania. The quality and appropriateness of the instrument developed is evidenced 

by the very few amendments that were suggested before implementation and the 

authority given by the Tasmanian Audit Office to the researcher to undertake the audits. 

Furthermore the outcomes of this research will be used by the Tasmanian Audit Office 

to inform future IT audits in the Tasmanian public sector. 

The trial audits showed that the instrument contained very few audit measures that were 

not relevant to the Tasmanian public sector. This is most likely because the selection 

process was appropriate. The validation of the T AO will also have assisted in this area. 

It also indicated that there was a wide variation in the approaches to IT governance 

within the sector. This can largely be attributed to the organisational size and type. 

5.3 Research Significance 

It is considered that the outcomes of this research will be of interest to both practitioners 

and academics. 

5.3.1 Practitioners 

Practitioner based COB(f literature can be considered from two perspectives, that of IT 

audit practitioners, and of IT professionals. Much of the existing literature published in 

the practitioner domain with respect to the COB(f framework and aimed at the IT 

professional is focused around implementation. It provides a sound methodology for 

identifying the most important control objectives in other public sector groupings. 
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For the IT audit practitioner the methodology used for deriving, validating and testing 

an abbreviated instrument will be of interest. Given that until recently only two public 

sector audit organisations within Australia had implemented COBIT based IT audit 

frameworks, it has the potential to be used by other public sector audit organisations to 

implement the COBrT framework. It also has the potential to be the basis for application 

to IT audits performed within an organisation by specialist IT audit practitioners. 

For the Tasmanian Audit Office it provides a viable alternative to the existing audit 

program and a methodology to reassess the instrument at a future point, when it may no 

longer be as relevant because of environmental changes. It shows the most important IT 

processes and evaluates performance through seeking evidences. It also reveals which 

processes are done well as well as those not done well. Additionally it enables 

benchmarking between the processes with other public sector entities. 

5.3.2 Academics 

This research is of interest for researchers as it extends existing work providing a 

comparison with studies conducted both within Australia and in the international arena. 

It is of great value in this context as there are very few academic studies in the area. 

There are many reports of implementations but very few evaluations. 

5.4 The Research Questions 

The research questions identified were: 

I. Which of the high level control objectives from the COBrT framework do 

Tasmanian public sector organisations perceive to be the most important? 

2. How feasible is it to use an instrument derived from COBrT to conduct IT audits 

in the Tasmanian public sector? 

These questions have been answered through the course of this document and are 

reviewed here. 

The control objectives from the COBrT framework identified as being most important to 

Tasmanian public sector organisations are: 
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POI Define a Strategic Information Technology Plan 

P04 Define the Information Technology Organisation and Relationsltips 

P05 Manage the Information Technology Investment 

P06 Communicate Management Aims and Directions 

P08 Ensure Compliance with External Requirements 

P09 Assess Risks 

AI2 Acquire and Maintain Application Technology 

AB Acquire and Maintain Technology Infrastructure 

AI5 Install and Accredit Systems 

AI6 Manage Changes 

DS4 Ensure Continuous Support 

DS5 Ensure Systems Security 

DS8 Assist and Advise Customers 

DS9 Manage the Configuration 

DS 10 Manage Problems and Incidents 

DS 11 Manage Data 

DS 12 Manage Facilities 

These 17 control objectives can be grouped in three tiers. Of these 17, eight were 

common to at both of the following sources, an international study by Guldentops et aI 

(2002), a listing that was subsequently utilised by Liu & Ridley (2005) within Australia, 

or the EUROSAI self assessment project presentation (drawing results from Europe) as 

at February 2005. These eight control objectives were: 

POI Define a Strategic Information Technology Plan 

P09 Assess Risks 

AI2 Acquire and Maintain Application Technology 

AI6 Manage Changes 

DS4 Ensure Continuous Support 

DS5 Ensure Systems Security 

DS 10 Manage Problems and Incidents 

DS 11 Manage Data 
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The following control objectives were common to both the current research and at least 

one of the above mentioned sources: 

P05 Manage the Information Technology Investment 

AI5 Install and Accredit Systems 

AB Acquire and Maintain Technology Infrastructure 

The control objectives unique to the current study were drawn entirely from the 

domains of Planning and Organisation as well as Delivery and Support, indicating a 

focus within the Tasmanian public sector on these particular areas. It is important to 

note that objectives from the Monitoring domain were not perceived to be important 

with the highest rated control objective from that domain appearing at position 25 on 

the overall rankings; the next highest rated Monitoring control objective appeared at 

position 29, while the remaining two appeared in positions 33 and 34. 

The use of the COBrT -derived instrument was also considered to be effective. A 

number of factors can be seen as evidence of this effectiveness. The audit instrument 

was benchmarked against the audit instrument of the Australian National Audit Office 

(ANAO). The audit instrument required only minor changes when it was validated by 

the most senior external IT auditor in the Tasmanian public sector. The audit 

instrument was tested through the conduct of nine audits on organisations ranging in 

size from government departments to local government bodies. The managers involved 

in these audits were positive about the instrument, with one even noting that the 

questions covered areas not previously covered in external audits. The ability of the 

researcher to conduct nine audits within three days indicates the size of the instrument is 

appropriate. The audit report that was prepared from the audit working papers was far 

more comprehensive than those prepared previously, with the Senior EDP Auditor from 

the TAO requesting copies of these reports to form part of the background information 

for formal IT audits conducted by that office. 
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. Tasmania. 
DEPARTMENT '" 

HEALlHand . 

HUMAN SERVICES 

Ethics Approval for Project 

UNIVERSITY 
o,TASMANIA 

HUMAN RESEARCH ETHICS COMMITTEE (TASMANIAINETWORK . 

MINIMAL RISK APPLICATION APPROVAL 

Or GaU Rldley 
Information Systems 
PrIVate Bag 87 
Hobart 

"H8399" . :.' .. ' .::'. :. ,··C.·. '. .... . 

. An Inv;...ugallan al the application 01 the Control' ObjeCuveS fi,r InformaUon and ReIBled 
Technologies (COBIT) framework In the. Tasmanian public sector. . . 

Dear Or Rldley 

ActIng on a mandate lrom the~Bsmanla Social S";';,ces HREC; the thalr of·the commltleeconsid.~ arid' 
approved the above projact on 08 June 2005: When the second stage of study Is submitted and a .. . . : .. 

. questioMalre Is developed. this Is to bs presented to elhlcs·offiC" as an Amendment to eXisting project IlIe . 

.. All comm~s operating under th~ HumariRs.earch Ethics Com";mee(Tasmanu.) Network~r~ regls~red' 
and required to comply with the National Statement on the Ethical Conduct in Researohlnvolvtng Humans .: 
.1999 (NHMRC guidelines).' '. .' 

Therefore, the Chief Investlgsto~s responsibility Is to ensure that 

1) . All researchers listed on the aPpiication comply with HREC approved application. . . . . 

2) . Modifications to the application do not prOceed until approval is obtalned In Writing'from the HREC .. . " . 
3) The confidentiality and anonymny of all r..search subjects Ismaintalned at all times. except as required 
~~ . 

4) CUlus. 2.37 of the Natjonal Statement states; 
. An HREC shall, as a candftion of approval of each proIocat, require that researchers immedi8lely report 

.. anything which might warrant review of 8IhicsJ approval 01 /he proIocoI, inCluding: • " __ 
'. -- a) . Serious or iJriexPecti"iadverse'elliidis on partic!parilS;"";' ." -:: ...... ",," 

b) Proposed changes In the application; and . 
c) Unforeseen IJVents th81 might affect continued ethicill acceptability of theproject. 

'Raearch' DweIoprMntOffJce., IJnivwatty oIT_manIa, ~B.g 1, HctJutT .. 7001 . 

Phone: 03 82281713 Ftlx: 03 ~ 2765. em.n: AmitndutcAuUyO ... .ckI .• u . 

.... 1.,2.:. 
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The report must be lOdged within 24 hours of the event to the Ethics Exec~ve offiCer Who ";1 repon to .. 
the~······ .•...... 

5) ADpartlclpanis must;'" piovlded with the current Information Sheet alid cOnsent form as approved by. 
, the Ethics Committ8e. . . . .. .... .... 

6) The Committeals;"tifJod If an; Investigato~ ar.,'added Ill' or cease involvement with, the piojeCt. . 

7)Thia study has approval for four~ .;o"tingant ~n annual ruview. Ail Atinual R8pOIt1s to be .. 
provided on the anniversary date of.your approval. Your first r8p0tl Is due 08 June 2006,You Will be. 
sent a courtesy reminder email doser to this due date. .' . 

must Btregular periods. SI/roam annUaoy, iePons from principal 
reseorchers on matrsis Including: . .'. ,.. ..... ... , 

.: a) Progress to dale or outCome In esse of ooinpleted~; 
.. b) Maln1enance and security of iecords; . 

c) CompUanca wIIh the Spprovsd protocol, and .. 

.d) CompYanr;e with any condnions of 1ipprOvaJ . 

. . 8) A Final Rspona"d a copy o{the published malarial, aIth~r in full Or abslr~:mustbe provided aithe and, 
. of project.·· . .... . . .. . . 

. Yours sincerely 

, . 
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!! 
Information Sheet 

Title 

An investigation of the application of the Control Objectives for Infonnation and Related 
Technologies (COBIT) framework in the Tasmanian public sector. 

COBIT is an Information Technology (IT) control framework designed to assist organisations in 
the management of IT. 

Chief Investigator 

Dr Gail Ridley, School of Information Systems, University of Tasmania. 

Primary Researcher 

Lynne Gerke, Honours student, School of Information Systems, UniverSity of Tasmania. 

Purpose of this study 

The first objective of this study is to determine the importance of each of the 34 high level 
control objectives from the COBIT framework to large Tasmanian public sector organisations. A 
survey will be used to achieve this purpose, in which the public sector organisations will be 
asked to rank the control objectives. A second objective is to investigate the feasibility of 
undertaking an audit of those objectives perceived by the majority of organisations to be the 
most important. 

Benefits of this study 

The results of this study will indicate whether it is feasible for the Tasmanian Audit Office (TAO) 
to use COBIT to streamline IT audits in the Tasmanian government, which will benefit both the 
T AO and the organisations. 

The findings will be of interest to both academics and practitioners. The results will enable a 
comparison with an international study, allowing an understanding of whether the control 
objectives can be universally ranked, or whether there are differences along geographical and 
business sector lines. 

As a consequence of the involvement of the Tasmanian Audit Office in this study, it is likely that 
the results will be of interest to public sector audit authorities both within Australia and 
internationally. 

Study procedures 

Your organisation has been selected to take part in this study based on its size, and relationship 
with the Tasmanian Audit Office. The questionnaire and related documentation have been 
forwarded by the T AO, and the researchers have not been provided with any private contact 
details by the TAO. Participation in this study is entirely voluntary. If your organisation is willing 
to participate, please complete the enclosed questionnaire, which is expected to take 
approximately 10 minutes to complete by your internal IT auditor, or equivalent officer. For your 
convenience, a reply paid, self addressed envelope is provided for the return of the 
questionnaire. As the first phase of the study does not require you to identity you or your 
organisation, the identity of the survey respondents will not be known from the responses 

The second phase of the study is an audit of the control objectives perceived to be the most 
important across all the responding organisations. The number of organisations to be 
approached for the second phase of the study, and the identity of the organisations to be 
selected, will not be known until after the results of the first phase are known, as the decision 
will depend upon how many control objectives are considered to be the most important and the 
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nature of those selected. For example, if only a few of the control objectives are highly ranked, 
and those control objectives will require only a brief time to investigate, then it is likely that all 
the organisations involved in the first phase will be approached for the second phase. If your 
organisation is selected to participate in the second phase of the study, you will be approached 
a second time, seeking your involvement. Although your organisation will be known from the 
second phase of the study, neither you or your organisation will be identifiable from any 
publications arising from either phase of the study, as the results will be aggregated. 

Confidentiality 

Any infonmation you provide will be treated in the strictest confidence. The only people who will 
have access to the questionnaires will be the Chief Investigator and the Primary Researcher. 
The electronic form of the data will be stored on a secured computer server within the School of 
Information Systems. These files will be password protected to prevent unauthorised access. 
The completed questionnaires will be secured in locked storage accessible only be the Chief 
Investigator and the Primary Researcher. The data relating to the first phase of the study will be 
kept for five years, after which it will be destroyed under appropriate supervision. 

Note that working papers from the second audit phase of the study will be shared with the 
Tasmanian Audit Office, as the primary researcher will be acting as an agent of the TAO. 

Contact Persons 

The contact persons for questions relating to this study are: 

Dr Gail Ridley 
Lynne Gerke 
Christina Buell 

Approval 

0363366275 GaiLRidley@utas.edu.au 
0409238499 Ibgerke@utas.edu.au 
0362260100 C.Buell@audit.tas.gov.au 

University of Tasmania 
University of Tasmania 
Tasmanian Audit Office 

This research has received ethical approval from the Human Research Ethics Committee 
(Tasmania) Network. If you have any concerns of an ethical nature about this research you can 
contact the Executive Officer of the Human Research Ethics Committee (Tasmania) Network, 
Amanda McAully (Ph 03 6226 2763). , 
Results of this investigation 

The overall results of the study will be compiled as part of the Honours Dissertation to be 
finalised in November 2005. Access to the findings of the study can be obtained by making a 
request to Lynne Gerke, using the contact details provided above. 

Signature of Chief Investigator Signature of Primary Researcher/Student 

Dr Gail Ridley Lynne Gerke 
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!f 
Information Sheet 

An investigation of the application of the Control Objectives for Information and Related 
Technologies (COBIT) framework in the Tasmanian public sector. 

COBIT is an Information Technology (IT) control framework designed to assist organisations in 
the management of IT. 

Chief Investigator 

Or Gail Ridley, School of Information Systems, University of Tasmania. 

Primary Researcher 

Lynne Gerke, Honours student, School of Information Systems, University of Tasmania. 

The objective of this phase of the study is to investigate the feasibility of undertaking an audit of 
control objectives, from the COBIT framework, that were perceived by the majority of 
organisations in Phase 1 of the study to be the most important. The study is being undertaken 
as part of the requirements for an honours degree in Information Systems. 

The results of this phase of the study will indicate whether it is feasible for the Tasmanian Audit 
Office (TAO) to derive from COBIT a framework for IT audits in the Tasmanian government, 
which will benefit both the TAO and the organisations. 

The research findings will be of interest to both academics and practitioners. The results will 
enable a comparison with an international study, allowing an understanding of whether the 
control objectives can be universally ranked, or whether there are differences along 
geographical and business sector lines. As a consequence of the involvement of the 
Tasmanian Audit Office in this study, it is likely that the results will be of interest to public sector 
audit authorities both within Australia and internationally. 

Your organisation has been selected to take part in this study based on its size and relationship 
with the Tasmanian Audit Office. This phase of the study is an IT audit of the control objectives 
from the COBIT framework perceived to be the most important across all the responding 
organisations. It is planned that the audit will be conducted within your organisational offices, 
with the assistance of an IT employee of your organisation. A paper based record of the audit 
results will be made. 

Your organisation participated in the first phase of this study, in which the most important 
control objectives were identified. The number of organisations to be approached for Phase 2 
of the study, the duration of the IT audit and the identity of the organisations to be selected, 
were dependent on the results of Phase 1, as they were determined by how many control 
objectives were considered to be the most important and the nature of those selected. However, 
as the questionnaires from Phase 1 were returned anonymously, your organisation's individual 
ranking of the control objectives is not known. Although your organisation will be known from 
undertaking Phase 2 of the study, neither you nor your organisation will be identifiable from any 
publications produced by the researchers arising from either phase of the study, as the results 
will be aggregated. No payment will be made for your involvement in the study. 

No personal risks to the participants are anticipated as a result of involvement in the study. 
Some of the information obtained during the study may be viewed as sensitive to the 
organisation if disclosed. However, procedures taken to ensure confidentiality and protection 'of 
information, as described below, have been designed to reduce the risk of any adverse 
consequences. 

Any information you provide will be treated in the strictest confidence. The only people who will 
have access to the working papers from the audit will be the Chief Investigator, the Primary 
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Researcher, and the Tasmanian Aud~ Office. WorKing papers from this audit phase of the 
study will be shared with the Tasmanian Audit Office, as this study has support from the TAO. 
The electronic form of the data will be stored o·n it secured computer server within the School of 
Information Systems. These files will be password protected to prevent unauthorised access. 
The data will be kept by the Univers~ of Tasmania for five years, after which ~ will be destroyed 
under appropriate supervision. The Tasmanian Audit Office will keep documentation relating to 
audit for seven years before destruction under appropriate supervision. 

Contact Persons 

The contact persons for questions relating to this study are: 

Dr Gail Ridley 
Lynne GerKe 
Christina Buell 

0363366275 GaiI.Ridley@utas.edu.au 
0409238499 Ibgerke@utas.edu.au 
03 6226 0100 C.Buell@audit.tas.gov.au 

Univers~y of Tasmania 
University of Tasmania 
Tasmanian Audit Office 

This research has received ethical approval from the Human Research Ethics Committee 
(Tasmania) NetworK. If you have any concerns of an ethical nature about this research you can 
contact the Executive Officer of the Human Research Ethics Committee (Tasmania) Network, 
Amanda McAully (Ph 03 6226 2763). 

The overall results of the study will be compiled as part of the Honours Dissertation to be 
finalised in November 2005. Access to the findings of the study can be obtained by making a 
request to Lynne Gerke, using the contact details provided above. 

Note that although your participation is entirely voluntary, and you may withdraw from the study 
at any time without effect or explanation, you will be asked to sign a separate consent form if 
you agree to participate. You should retain this Information Sheet. 

Signature of Chief Investigator Signature of Primary Researcher/Student 

Dr Gail Ridley Lynne Gerke 
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~ 
CONSENT FORM 

An investigation of the application of the Control Objectives for 
Information and Related Technologies (COBIT) framework in the 

Tasmanian public sector (Phase 2). 

1. I have read and understood the 'Infonnnation Sheet' for this study. 

2. The nature and possible effects of the study have been explained to me. 

3. I understand that this phase of the study involves the following procedures: 
an audit of several Infonnnation Technology control objectives within my 
organisation 

4. I understand that the following risks are involved: data collected during this 
phase of the study may be considered to be sensitive for my organisation. 
However, only the researchers and the Tasmanian Audit Office will have 
access to the data that will be securely stored. Publications deriving from 
the research will not identify individuals or your organisation, and will report 
aggregated data. 

5. I understand that all research data will be securely stored on the University 
of Tasmania premises for a period of 5 years. The data will be destroyed 
at the end of 5 years. I understand that this phase of the study is an IT 
audit by the researcher with the support of the Tasmanian Audit Office and 
that working papers relating to this audit will be shared with the Tasmanian 
Audit Office. 

6. Any questions that I have asked have been answered to my satisfaction. 

7. I agree that research data gathered for the study may be published 
(provided that neither I nor my organization can be identified as a 
participant) . 

B. I understand that my identity will be kept confidential and that any 
information I supply to the researcher(s) will be used only for the purposes 
of the research study. 

9. I agree to participate in this investigation and understand that I may 
withdraw at any time without any effect, and if I so wish, may request that 
any personal data gathered be withdrawn from the research. 

Name of participant 

Signature of participant ___________ _ Date ___ _ 

Statement by investigator: 
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10. I have explained this project and the implications of participation in it to 
this volunteer and I believe that the consent is informed and that he/she 
understands the implications of participation. 

Name of investigator ___________________ _ 

Signature of investigator ___________ _ Date ___ _ 
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26 July 2005 

Lynne Gerke 
University of Tasmania 
GPO Box 252-87 
Hobart Tas 7001 
Australia 

Dear Lynn: 

Copyright pennission for use of CobiT Control Objectives 

3701 ALGoNQUIN ROAD. SUITE 1010 TELEPHONE: 

847.253.1545 
ROWNG MEADOWS. IlLINOIS 60008, USA FACSIMILE: 

847.253.1443 

Web Site: www.isaca.org 

Thank you for your email dated 26 July requesting permission to use the high level 
Control Objectives from COBIT: Control Objectives for Information and related 
Technology as the basis for a questionnaire to collect and analyze data for your 
university honors dissertation. Permission is granted given the following requirements: 

1. Permitted use is limited to the 34 high level Control Objectives from COBIT 
solely for conducting research, collecting data and writing your honors 
dissertation as referenced in your email, a copy of which is attached hereto. 
Permission also includes tbat right to incorporate the Control Objectives in tbe 
accompanying reference guide to your research solely as it relates to your 
academic studies. 

2. Permission does not extend to any non-academic or commercial purposes nor 
does it include tbe right to grant otbers permission to photocopy or otberwise 
reproduce, redistribute or sell this material. 

3. The dissertation must include the following attribution: "Includes excerpts from 
COBIT: Control Objectives for Information and Related Technology (3rd 
Edition). ©1996, 1998,2000 IT Governance Institute (ITGI). All rights reserved. 
COBIT is a registered trademark of the Information Systems Audit and Control 
Association and tbe IT Governance Institute. Used by permission." 

4. This permission is for the English language only. 

5. This permission does not include any rights to make commercial and/or 
educational presentations incorporating tbis material beyond tbe uses stated 
above. 
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6. Should any of the above limitations be breached, this permission is 
automatically be revoked as of the date of the breach. 

We appreciate your support and interest of the IT Governance Institute and wish you 
much success in the completion of your dissertation in information systems. 

If you have any questions regarding permissions, please call me at 847-253-1545, ex!. 
457 or contact me bye-mail jskiba@isaca.org. 

Sincerely, 

Joann Skiba 
Director, IP & Business Product Development 

cc: Or. Gail Ridley, University of Tasmania 
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Appendix G Questionnaire. Phase One 

COBIT Survey 

Use of the Control Objectives for Information 
and Related Technologies (COBIT) framework 
for IT audits in the Tasmanian Public Sector 

School of Information Systems 
University of Tasmania 

Hobart T AS 7001 
Phone (03) 6226 6200 

Fax (03) 6226 6211 
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The Control Objectives for Information and Related Technologies (CoBIT) 

framework forms the basis for Part 2 of this questionnaire. COBIT is an 

Information Technology (IT) control framework designed to assist organisations 

in the management of IT. 

This questionnaire collects information about you, the respondent, and your 

organisation. The information from Part 1 will be used to examine whether 

factors such as your position and length of service affect the way in which the 

control objectives are rated. The information gathered from Part 2 will be used 

to compile a set of the high level control objectives from the COB IT framework 

that are seen as the most relevant to public sector organisations within 

Tasmania. This can then be used as the basis for a comparison with studies 

done both globally and also in Europe. The information will also be used to 

form an abbreviated instrument from the COBIT framework that may 

subsequently be used by the Tasmanian Audit Office as a basis for Information 

Technology audits. 

Includes excerpts from COB IT: Control Objectives for Information and Related 

Technology (3'd Edition). ©1996, 1998,2000 IT Govemance Institute (ITGI). All 

rights reserved. COBIT is a registered trademark of the Information Systems 

Audit and Control Association and the IT Governance Institute. Used by 

permission. 
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Part 1 Demographic Details 

01. Which of the following best describes the function of your organisation in the public 

sector? (Please tick one box) 

o Government Department (Example Department of Education) 

o Government Agency (Example Tasmanian Industrial Commission) 

o Government Owned Company/Public Trading Enterprise (Example Hydro 

Tasmania) 

02. What is your position in your organisation? (Please tick one box) 

0 CEO 

0 CIO 

0 ITIIS Director 

0 ITIIS Manager 

0 Business Manager 

0 Other (Please specify) 

The following scale should be used in completing questions 3 and 4 of Part A only. 

1 Very unfamiliar 
2 Unfamiliar 

3 Neither familiar nor unfamiliar 

4 Familiar 
5 Very familiar 

03. How familiar are you with the IT processes in your organisation? (Please tick one 

box) 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

04. How familiar are you with the business objectives of your organisation? (Please 

tick one box) 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 
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Part 2 Control over IT processes 

With respect of their importance to your organisation, please rate the following 34 

control objectives by ticking the appropriate box on the scale, The descriptions of the 

scale are outlined below. The control objectives cover four domains, planning and 

organisation, acquisition and implementation, delivery and support, and monitoring. 

The scale: 

N 

1 

2 

Not sure 

Very unimportant 

Unimportant 

Planning and Organisation (PO) 

3 

4 

5 

Neither important nor unimportant 

Important 

Very important 

P01. Define a strategic IT plan with the business goal of striking an optimum balance 

of information technology opportunities and IT business requirements as well as 

ensuring its further accomplishment. (Please tick one box) 

N 1 234 5 
o 0 0 ODD 

P02. Define the information architecture with the business goal of optimising the 

organisation of the information systems. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

P03. Determine the technological direction with the business goal of taking 

advantage of available and emerging technology to drive and enable business 

strategy. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

P04, Define the IT organisation and relationships with the business goal of 

delivering the right IT services. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

P05. Manage the IT investment with the business goal of ensuring funding and 

controlling disbursement of financial resources. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 
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The scale: 

N Not sure 3 Neither important nor unimportant 

1 Very unimportant 4 Important 

2 Unimportant 5 Very important 

P06. Communicate management aims and direction with the business goal of 

ensuring user awareness and understanding of those aims. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

PO? Manage human resources with the business goal of maximising personnel 

contributions to the IT processes. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

poa. Ensure compliance with external requirements with the business goal of 

meeting legal, regulatory and contractual obligations. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

POgo Assess risks with the business goal of supporting management decisions in 

achieving IT objectives and responding to threats by reducing complexity" 

increasing objectivity and identifying important decision factors. (Please tick one 

box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

P010. Manage projects with the business goal of setting priorities and delivering on 

time and within budget. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

P011. Manage quality with the business goal of meeting the IT customer 

requirements. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 
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The scale: 

N 

1 

2 

Not sure 

Very unimportant 

Unimportant 

Acquisition and Implementation (AI) 

3 

4 

5 

Questionnaire. Phase One 

Neither important nor unimportant 

Important 

Very important 

A11. Identify automated solutions with the business goal of ensuring the best 

approach to satisfy the user requirements. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

A12. Acquire and maintain application software with the business goal of providing 

automated functions, which effectively support the business process. (Please tick 

one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

A13. Acquire and maintain technology infrastructure with the business goal of' 

providing the appropriate platforms for supporting business applications. (Please 

tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

A14. Develop and maintain procedures with the business goal of ensuring the 

proper use of the applications and the technological solutions put in place. 

(Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

A15. Install and accredit systems with the business goal of verifying and confirming 

that the solution is fit for the intended purpose. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

AIS. Manage changes with the business goal of minimising the likelihood of disruption, 

unauthorised alterations and errors. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 
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The scale: 

N 

1 

2 

Not sure 

Very unimportant 

Unimportant 

Delivery and Support (OS) 

3 

4 

5 

Questionnaire. Phase One 

Neither important nor unimportant 

Important 

Very important 

081. Define and manage service levels with the business goal of establishing a 

common understanding of the level of service required. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

082. Manage third-party services with the business goal' of ensuring that roles and 

responsibilities of third parties are clearly defined, adhered to and continue to 

satisfy requirements. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

083. Manage performance and capacity with the business goal of ensuring that 

adequate capacity is available and that best and optimal use is made of it to meet 

required performance needs. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

084. Ensure continuous service with the business goal of making sure IT services 

are available as required and ensuring a minimum business impact in the event of 

a major disruption. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

085. Ensure system security with the business goal of safeguarding information 

against unauthorised use, disclosure or modification, damage or loss. (Please tick 

one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

086. Identify and allocate costs with the business goal of ensuring a correct 

awareness of the costs attributable to IT services. (Please tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 
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The scale: 
N Not sure 

1 

2 

Very unimportant 

Unimportant 

3 

4 

5 

Questionnaire. Phase One 

Neither important nor unimportant 

Important 

Very important 

OS7. Educate and train users with the business goal of ensuring that users are 

making effective use of technology and are aware of the risks and responsibilities 

involved. (Please tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

OS8. Assist and advise customers with the business goal of ensuring that any 

problem experienced by the user is appropriately resolved. (Please tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

OS9. Manage the configuration with the business goal of accounting for all IT. 

components, prevent unauthorised alteration, verify physical existence and'. 

provide a basis for sound change management. (Please tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

OSlO. Manage problems and incidents with the business goal of ensuring that 

problems and incidents are resolved, and the cause investigated to prevent any 

recurrence. (Please tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

OSll. Manage data with the business goal of ensuring that data remains complete, 

accurate and valid during its input, update and storage. (Please tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

OS12. Manage facilities with the business goal of providing a suitable physical 

surrounding which protects the IT equipment and people against man made and 

natural hazards. (Please tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 
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The scale: 

N 

1 

2 

Not sure 

Very unimportant 

Unimportant 

3 

4 

5 

Questionnaire. Phase One 

Neither important nor unimportant 

Important 

Very important 

D813. Manage operations with the business goal of ensuring that important IT 

support functions are performed regularly and in an orderly fashion. (Please tick 

onebo~ 

N 
o 

Monitoring (M) 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

Ml. Monitor the processes with the business goal of ensuring the achievement of 

the performance objectives set for the IT processes. (Please tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

M2. Assess internal control adequacy with the business goal of ensuring the 

achievement of the internal control objectives set for the IT processes. (Please 

tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

M3. Obtain independent assurance with the business goal of increasing confidence 

and trust among the organisation, customers and third-party providers. (Please 

tick one box) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 

5 
o 

M4. Provide for independent audit with the business goal of increasing confidence 

levels and benefit from best practice advice. (Please tick one boX) 

N 
o 

1 
o 

2 
o 

3 
o 

4 
o 
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If you have any comments you would like to make about IT control in your 
organisation, please write them on this page. 

, 

. 

, 
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Your contribution to this survey is greatly appreciated, 

Please retum your questionnaire in the reply paid envelope provided by 

26/08/2005 

If the erivelope has been mislaid, please forward the questionnaire to: 

Attention: Miss L Gerke 

Private Bag 87 

School of Information Systems 

University of Tasmania 

Hobart, TAS 7001 
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Reference Guide 

accompanying 

COBIT Survey 

Use of the Control Objectives for Information 
and Related Technologies (COBIT) framework 
for IT audits in the Tasmanian Public Sector 

School of Infonnation Systems 
University of Tasmania 

Hobart TAS 7001 . 
Phone (03) 6226 6200 

Fax (03) 6226 6211 
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The Control Objectives for Information and Related Technologies (COB IT) 

framework forms the basis for Part 2 of this questionnaire. COBIT is an 

Information Technology (IT) control framework designed to assist organisations 

in the management of IT. While the questionnaire uses abbreviated versions of 

the individual control objectives, this Reference Guide lists the full text versions. 

of the control objectives in order to provide additional clarity if it is required. 

Includes excerpts from COBIT: Control Objectives for Information and Related 

Technology (3rd Edition). ©1996, 1998, 2000 IT Govemance Institute (ITGI). All 

rights reserved. COBIT is a registered trademark of the Information Systems 

Audit and Control Association and the IT Govemance Institute. Used by 

permission. 
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POl Define a strategic Information Technology Plan 

Control over the IT process of defining a strategic plan that satisfies the business 

requirement of striking an optimum balance of information technology opportunities 

and IT business requirements as well as ensuring its further accomplishment is 

enabled by a strategic planning process undertaken at regular intervals giving rise to 

long-term plans; the long term plans should periodically be translated into operational 

plans setting clear and concrete short-term goals and takes into consideration 

o enterprise business strategy 

o definition of how IT supports the business objectives 

o inventory of technological solutions and current infrastructure 

o monitoring the technology markets 

o timely feasibility studies and reality checks 

o existing systems assessments 

o enterprise position on risk, time-to-market, quality 

o need for senior management buy-in support and critical review 

P02 Define the Information Architecture 

Control over the IT process of defining the information architecture that satisfies the 

business requirement of optimising the organisation of the information systems is 

enabled by creating and maintaining a business information model and ensuring 

appropriate systems are defined to optimise the use of this information and takes into 

consideration 

o automated data repository and dictionary 

o data syntax rules 

o data ownership and criticality/security classification 

o an information model representing the business 

o enterprise information architectural standards 

- 130 -



Appendix H Reference Guide, Phase One 

P03 Determine Technological Direction 

Control over the IT process of determining technological direction that satisfies the 

business requirement to take advantage of available and emerging technology to 

drive and make possible the business strategy is enabled by creation and 

maintenance of a technological infrastructure plan that sets and manages clear and 

realistic expectations of what technology can offer in terms of products, services and 

delivery mechanisms and takes into consideration 

o capability of current infrastructure 

o monitoring technology developments via reliable sources 

o conducting proof-of-concepts 

o risk, constraints and opportunities 

o acquisition plans 

o migration strategy and road maps 

o vendor relationships 

o independent technology reassessment 

o hardware and software price-performance changes 

P04 Define the Information Technology Organisation and Relationships 

Control over the IT process of defining the IT organisation and relationships that 

satisfies the business requirement to deliver the right IT services is enabled by an 

organisation suitable in numbers and skills with roles and responsibilities defined and 

communicated, aligned with the business and that facilitates the strategy and provides 

for effective direction and adequate control and takes into consideration 

o board level responsibility for IT 

o management's direction and supervision of IT 

o IT's alignment with the business 

o IT's involvement in key decision processes 

o organisational flexibility 

o clear roles and responsibilities 

o balance between supervision and empowerment 

o job descriptions 

o staffing levels and key personnel 

o organisational positioning of security, quality and internal control functions 

o segregation of duties, 
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POS Manage the Information Technology Investment 

Control over the IT process of managing the IT investment that satisfies the 

business requirement to ensure funding and to control disbursement of financial 

resources is enabled by a periodic investment and operational budget established and 

approved by the business and takes into consideration 

o funding alternatives 

o clear budget ownership 

o control of actual spending 

o cost justification and awareness of total cost of ownership 

o benefit justification and accountability for benefit fulfilment 

o alignment with enterprise business strategy 

o impact assessment 

o asset management 

P06 Communicate Management Aims and Direction 

Control over the IT process of communicating management aims and direction that 

satisfies the business requirement to ensure user awareness and understanding of 

those aims is enabled by policies established and communicated to the user 

community; furthermore, standards need to be established to translate the strategic 

options into practical and usable user rules and takes into consideration 

o clearly articulated mission 

o technology directives linked to business aims 

o code of conducVethics 

o quality commitment 

o security and internal control policies 

o security and internal control practices 

o lead-by-example 

o continuous communications programme 

o providing guidance and checking compliance 
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P07 Manage Human Resources 

Control over the IT process of managing human resources that satisfies the 

business requirement to acquire and maintain a motivated and competent workforce 

and maximise personnel contributions to the IT processes is enabled by sound, fair 

and transparent personnel management practices to recruit, line, vet, compensate, 

train, appraise, promote and dismiss and takes into consideration 

o recruitment and promotion 

o training and qualification requirements 

o awareness building 

o cross-training and job rotation 

o hiring, vetting and dismissal procedures 

o objective and measurable performance evaluation 

o responsiveness to technical and market changes 

o properly balancing internal and external resources 

o succession plan for key positions 

poa Ensure Compliance with External Requirements 

Control over the IT process of ensuring compliance with external requirements that 

satisfies the business requirement to meet legal, regulatory and contractual 

obligations is enabled by identifying and analysing external requirements for their IT 

impact, and taking appropriate measures to comply with them and takes into 

consideration 

o laws, regulations and contracts 

o monitoring legal and regulatory developments 

o regular monitoring for compliance 

o safety and ergonomics 

o privacy 

o intellectual property 
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POg Assess Risks 

Control over the IT process of assessing risks that satisfies the business 

requirement of supporting management decisions through achieving IT objectives and 

responding to threats by reducing complexity, increasing objectivity and identifying 

important decision factors is enabled by the organisation engaging itself in IT risk

identification and impact analysis, involving multi-disciplinary functions and taking cost

effective measures to mitigate risks and takes into consideration 

o risk management ownerships and accountability 

o different kinds of IT risks (technology, security, continuity, regulatory, etc) 

o defined and communicated risk tolerance profile 

o root cause analyses and risk brainstorming sessions 

o qualitative and/or qualitative risk measurement 

o risk assessment methodology 

o risk action plan 

o timely reassessment 

POlO Manage Projects 

Control over the IT process of managing projects that satisfies the business· 

requirement to set priorities and to deliver on time and within budget is enabled by 

the organisation identifying and prioritising projects in line with the operational plan and 

the adoption and application of sound project management techniques for each project 

undertaken and takes into consideration 

o business management sponsorship for projects 

o program management 

o project management capabilities 

o user involvement 

o task breakdown, milestone definition and phase approvals 

o allocation of responsibilities 

o rigorous tracking of milestones and deliverables 

o cost and manpower budgets, balancing internal and external resources 

o quality assurance plans and methods 

o program and project risk assessments 

o transition from development to operations 
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POll Manage Quality 

Control over the IT process of managing quality that satisfies the business 

requirement to meet the IT customer requirements is enabled by the planning, 

implementing and maintaining of quality management standards and systems providing 

for distinct development phases, clear deliverables and explicit responsibilities and 

takes into consideration 

o establishment of a quality culture 

o quality plans 

o quality assurance responsibilities 

o quality control practices 

o system development life cycle methodology 

o programme and system testing and documentation 

o quality assurance reviews and reporting 

o training and involvement of end user and quality assurance personnel 

o development of a quality assurance knowledge base 

o bench marking against industry norms 
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All Identify Automated Solutions 

Control over the IT process of identifying automated solutions that satisfies the 

business requirement of ensuring an effective and efficient approach to satisfy the 

user requirements is enabled by an objective and clear identification and analysis of 

the alternative opportunities measured against user requirements and takes into 

consideration 

o knowledge of solutions available in the market 

o acquisition and implementation methodologies 

o user involvement and buy in 

o alignment with enterprise and IT strategies 

o information requirements definition 

o feasibilify studies (costs, benefits, alternatives, etc.) 

o functionality, operability, acceptability and sustainability requirements 

o compliance with information architecture 

o cost-effective security and control 

o supplier responsibilities 

AI2 Acquire and Maintain Application Software 

Control over the IT process of acquiring and maintaining application software that 

satisfies the business requirement to provide automated functions which effectively 

support the business process is enabled by the definition of specific statements of 

functional and operational requirements, and phased implementation with clear 

deliverables and takes into consideration 

o functional testing and acceptance 

o application controls and security requirements 

o documentation requirements 

o application software life cycle 

o enterprise information architecture 

o system development life cycle methodology 

o user-machine interface 

o package customisation 
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AI3 Acquire and Maintain Technology Infrastructure 

Control over the IT process of acquiring and maintaining technology infrastructure 

that satisfies the business requirement to provide the appropriate platforms for 

supporting business applications is enabled by judicious hardware and software 

acquisition, standardising of software, assessment of hardware and software 

performance, and consistent system administration and takes into consideration 

o compliance with technology infrastructure directions and standards 

o technology assessment 

o installation, maintenance and change controls 

o upgrade, conversion and migration plans 

o use of internal and extemal infrastructures and/or resources 

o supplier responsibilities and relationships 

o change management 

o total cost of ownership 

o system software security 

AI4 Develop and Maintain Procedures 

Control over the IT process of developing and maintaining procedures that satisfies 

the business requirement to ensure the proper use of the applications and the 

technological solutions to be put in place is enabled by a structured approach to the 

development of user and operations procedure manuals, service requirements and 

training materials and takes into consideration 

o business process re-design 

o treating procedures as any other technology deliverable 

o timely development 

o user procedures and controls 

o operational procedures and controls 

o training materials 

o managing change 
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AIS Install and Accredit Systems 

Control over the IT process of installing and accrediting systems that satisfies the 

business requirement to verify and confirm that the solution is fit for the intended 

purpose is enabled by the realisation of a well-formalised installation migration, 

conversion and acceptance plan and takes into consideration 

o training of user and IT operations personnel 

o data conversion 

o a test environment reflecting the live environment 

o accreditation 

o post-implementation reviews and feedback 

o end user involvement in testing 

o continuous quality improvement plans 

o business continuity requirements 

o capacity and throughput measurement 

o agreed upon acceptance criteria 

AI6 Manage Changes 

Control over the IT process of managing changes that satisfies the business 

requirement to minimise the likelihood of disruption, unauthorised alterations and 

errors is enabled by a management system which provides for the analysis, 

implementation and follow-up of all changes requested and made to the existing IT 

infrastructure and takes into consideration 

o identification of changes 

o categorisation, prioritisation, and emergency procedures 

o impact assessment 

o change authorisation 

o release management 

o software distribution 

o user of automated tools 

o configuration management 

o business process re-design 
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DS1 Define and Manage Service Levels 

Control over the IT process of defining and managing service levels that satisfies 

the business requirement to establish a common understanding of the level of 

service required is enabled by the establishment of service-level agreements which 

fonmalise the performance criteria against which the quantity and quality of service will 

be measured and takes into consideration 

o formal agreements 

o definition of responsibilities 

o response times and volumes 

o charging 

o integrity guarantees 

o non-disclosure agreements 

o customer satisfaction criteria 

o cosVbenefit analysis of required service. levels 

o monitoring and reporting 

DS2 Manage Third Party Services 

Control over the IT process of managing third-party services that satisfies the 

business requirement to ensure that roles and responsibilities of third parties are 

clearly defined, adhered to and continue to satisfy requirements is enabled by control 

measures aimed at the review and monitoring of existing agreements and procedures 

for their effectiveness and compliance with organisation policy and takes into 

consideration 

o third-party service agreements 

o contract management 

o non-disclosure agreements 

o legal and regulatory requirements 

o service delivery monitoring and reporting 

o enterprise and IT risk assessments 

o performance rewards and penalties 

o internal and external organisational accountability 

o analysis of cost and service level variances 

- 139 -



Appendix H Reference Guide. Phase One 

DS3 Manage Performance and Capacity 

Control over the IT process of managing performance and capacity that satisfies 

the business requirement to ensure that adequate capacity is available and that best 

and optimal use is made of it to meet required performance needs is enabled by data 

collection, analysis and reporting on resource performance, application sizing and 

workload demand and takes into consideration 

o availability and performance requirements 

o automated monitoring and reporting 

o modelling tools 

o capacity management 

o resource availability 

o hardware and software price/performance changes 

DS4 Ensure Continuous Service 

Control over the IT process of ensuring continuous service that satisfies the 

business requirement to make sure IT services are available as required and to 

ensure a minimum business impact in the event of a major disruption is enabled by 

having an operational and tested IT continuity plan which is in line with the overall 

business continuity plan and its related business requirements and takes into 

consideration 

o criticality classification 

o alternative procedures 

o back-up and recovery 

o systematic and regular testing and training 

o monitoring and escalation processes 

o internal and external organisational responsibilities 

o business continuity activation, fallback and resumption plans 

o risk management activities 

o assessment of single points of failure 

o problem management 
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DS5 Ensure Systems Security 

Control over the IT process of ensuring systems security that satisfies the 

business requirement to safeguard information against unauthorised use, disclosure 

or modification, damage or loss is enabled by logical access controls which ensure 

that access to systems, data and programmes is restricted to authorised users and 

takes into consideration 

o confidentiality and privacy requirements 

o authorisation, authentication and access control 

o user identification and authorisation profiles 

o need-te-have and need-to-know 

o cryptographic key management 

o incident handling, reporting and follow-up 

o virus prevention and detection 

o firewalls 

o centralised security administration 

o user training 

o tools for monitoring compliance, intrusion testing and reporting 

DS6 Identify and Allocate Costs 

Control over the IT process of identifying and allocating costs that satisfies the 

business requirement to ensure a correct awareness of the costs attributable to IT 

services is enabled by a cost accounting system which ensures that costs are 

recorded, calculated and allocated to the required level of detail and to the appropriate 

service offering and takes into consideration 

o resources identifiable and measurable 

o charging policies and procedures 

o charge rates and charge-back process 

o linkage to service level agreement 

o automated reporting 

o verification of benefit realisation 

o external benchmarking 
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DS7 Educate and Train Users 

Control over the IT process of educating and training users that satisfies the 

business requirement to ensure that users are making effective use of technology 

and are aware of the risks and responsibilities involved is enabled by a 

comprehensive training and development plan and takes into consideration 

o training curriculum , 

o skills inventory 

o awareness campaigns 

o awareness techniques 

o use of new training technologies and methods 

o personnel productivity 

o development of knowledge base 

DS8 Assist and Advise Customers 

Control over the IT process of aSSisting and advising customers that satisfies the 

business requirement to ensure that any problem experienced by the user is 

appropriately resolved is enabled by a help desk facility which provides first-line 

support and advice and takes into consideration 

o customer query and problem response 

o query monitoring and clearance 

o trend analysis and reporting 

o development of knowledge base 

o root cause analysis 

o problem tracking and escalation 
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DS9 Manage the Configuration 

Control over the IT process of managing the configuration that satisfies the 

business requirement to account for all IT components, prevent unauthorised 

alterations, verify physical existence and provide a basis for sound change 

management is enabled by controls which identify and record all IT assets and their 

physical location, and a regular verification programme which confirms their existence 

and takes into consideration 

o asset tracking 

o configuration change management 

o checking for unauthorised software 

o software storage controls 

o software and hardware interrelationships and integration 

o use of automated tools 

DS10 Manage Problems and Incidents 

Control over the IT process of managing problems and incidents that satisfies the 

business requirement to ensure that problems and incidents are resolved, and the 

cause investigated to prevent any recurrence is enabled by a problem management 

system which records and progresses all incidents and takes into consideration 

o audit trails of problems and solutions 

o timely resolution of reported problems 

o escalation procedures 

o incident reports 

o accessibility of configuration information 

o supplier responsibilities 

o coordination with change management 
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0511 Manage Data 

Control over the IT process of managing data that satisfies the business 

requirement to ensure that data remains complete, accurate and valid during its input, 

update and storage is enabled by an effective combination of application and general 

controls over the IT operations and takes into consideration 

o form design 

o source document controls 

o input, processing and output controls 

o media identification, movement and library management 

o data back-up and recovery 

o authentication and integrity 

o data ownership 

o data administration policies 

o data models and data representation standards 

o integration and consistency across platforms 

o legal and regulatory requirements 

0512 Manage Facilities 

Control over the IT process of managing facilities that satisfies the business 

requirement to provide a suitable physical surrounding which protects the IT 

equipment and people against man-made and natural hazards is enabled by the 

installation of suitable environmental and physical controls which are regularly 

reviewed for their proper functioning and takes into consideration 

o access to facilities 

o site identification 

o physical security 

o inspection and escalation policies 

o business continuity planning and crisis management 

o personnel health and safety 

o preventive maintenance policies 

o environmental threat protection 

o automated monitoring 
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0513 Manage Operations 

Control over the IT process of managing operations that satisfies the business 

requirement to ensure that important IT support functions are periorrned regularly and 

in an orderly fashion is enabled by a schedule of support activities which is recorded 

and cleared for the accomplishment of all activities and takes into consideration 

o operations procedure manual 

o start-up process documentation 

o network services management 

o workload and personnel scheduling 

o shift hand-over process 

o system event logging 

o coordination with change, availability and business continuity management 

o preventive maintenance 

o service level agreements 

o automated operations 

o incident logging, tracking and escalation 
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M1 Monitor the Processes 

Control over the IT process of monitoring the processes that satisfies the business 

requirement to ensure the achievement of the performance objectives set for the IT 

processes is enabled by the definition of relevant performance indicators, the 

systematic and timely reporting of performance and prompt acting upon deviations and 

takes into consideration 

o scorecards with performance drivers and outcome measures 

o customer satisfaction assessments 

o management reporting 

o knowledge base of historical performance 

o external bench marking 

M2 Assess Internal Control Adequacy 

Control over the IT process of assessing internal control adequacy hat satisfies the 

business requirement 0 ensure the achievernent of the internal control objectives set 

for the IT processes is enabled by the commitment to monitoring internal controls, 

assessing their effectiveness, and reporting on them on a regular basis and takes into 

consideration 

o responsibilities for internal control 

o ongoing internal control monitoring 

o benchmarks 

o error and exception reporting 

o self-assessments 

o management reporting 

o compliance with legal and regulatory requirements 
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M3 Obtain Independent Assurance 

Control over the IT process of obtaining independent assurance that satisfies the 

business requirement to increase confidence and trust among the organisation, 

customers, ar)d third-party providers is enabled by independent assurance reviews 

carried out at regular intervals and takes into consideration 

o independent certifications and accreditation 

o independent effectiveness evaluations 

o independent assurance of compliance with laws and regulatory requirements 

o independent assurance of compliance with contractual commitments 

o third-party service provider reviews and bench marking 

o performance of assurance reviews by qualified personnel 

o proactive audit involvement 

M4 Provide for Independent Audit 

Control over the IT process of providing for independent audit that satisfies the 

business requirement to increase confidence levels and benefit from best practice 

advice is enabled by independent audits carried out at regular intervals and takes 

into consideration 

o audit independence 

o proactive audit involvement 

o performance of audits by qualified personnel 

o clearance of findings and recommendations 

o follow-up activities 

o impact assessments of audit recommendations (costs, benefits and risks) 
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Appendix I T-Test Results 

Tier One 

t-Test: Paired Two Sample for Means 

DS5 DS4 

Mean 4.8 4.56 

Variance 0.166666667 0.256666667 

Observations 25 25 

Pearson Correlation 0.362620334 
Hypothesized Mean Difference 0 

df 24 

t Stat 2.295276167 

P(f <=t) one-tail 0.015380154 

t Critical one-tail 1.7 10882067 

P(f <=t) two-tail 0.030760308 

t Critical two-tail 2.063898547 

Tier 2 

t-Test: Paired Two Sample for Means 

DS4 POI 

Mean 4.56 4.52 
Variance 0.256666667 0.426666667 
Observations 25 25 
Pearson Correlation 0.216564922 
Hypothesized Mean Difference 0 
df 24 
t Stat 0.272165527 
P(f <=t) one-tail 0.393911265 
t Critical one-tail 1.710882067 
P(f <=t) two-tail 0.78782253 

t Critical two-tail 2.063898547 
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t-Test: Paired Two Sample for Means 

DS4 

Mean 4.56 
Variance 0.256666667 
Observations 25 
Pearson Correlation 0.039301042 
Hypothesized Mean Difference 0 
df 24 

t Stat 0.526741538 
PeT <=t) one-tail 0.301604019 
t Critical one-tail 1.7 10882067 
PeT <=t) two-tail 0.603208038 

t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

DS4 

Mean 4.56 
Variance 0.256666667 
Observations 25 
Pearson Correlation 0.056980288 
Hypothesized Mean Difference 0 
df 24 
t Stat 1.072240924 
PeT <=t) one-tail 0.147137926 
t Critical one-tail 1.710882067 
P(T <=1) two-tail 0.294275852 

t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

DS4 

Mean 4.56 
Variance 0.256666667 
Observations 25 
Pearson Correlation 0.161164593 
Hypothesized Mean Difference 0 
df 24 
t Stat 1.549193338 
PeT <=t) one-tail 0.067211198 
t Critical one-tail 1.710882067 
PeT <=t) two-tail 0.134422396 

t Critical two-tail 2.063898547 

DSll 
4.48 

0.343333333 
25 

DS12 

4.4 
0.333333333 

Af6 

25 

4.36 
0.24 

25 
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Appendix I 

t-Test: Paired Two Sample for Means 

DS4 

Mean 4.56 

Variance 0.256666667 
Observations 25 
Pearson Correlation 0.347774467 
Hypothesized Mean Difference 0 
df 24 

t Stat 1.414213562 

PCT <=t) one-tail 0.085070777 
t Critical one-tail 1.710882067 

PCT <=t) two-tail 0.170141553 

t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

DS4 

Mean 4.56 
Variance 0.256666667 

Observations 25 
Pearson Correlation 0.347774467 
Hypothesized Mean Difference 0 
df 24 

t Stat 1.414213562 
PCT <=t) one-tail 0.085070777 
t Critical one-tail 1.710882067 
PCT <=t) two-tail 0.170141553 

t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

DS4 

Mean 4.56 
Variance 0.256666667 
Observations 25 
Pearson Correlation 0.372240581 
Hypothesized Mean Difference 0 
df 24 
t Stat 2.00932406 

PCT <=t) one-tail 0.027938375 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.05587675 

t Critical two-tail 2.063898547 

Tier Two ends after AI6 Manage Changes 
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Appendix I T-Test Results 

Tier 3 

t-Test: Paired Two Sample for Means 

P05 AI3 

Mean 4.32 4.28 
Variance 0.31 0.376666667 
Observations 25 25 
·Pearson Correlation 0.580411849 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 0.371390676 
P(T <=t) one-tail 0.356802561 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.713605122 
t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

P05 OSlO 
Mean 4.32 4.24 
Variance 0.31 0.19 
Observations 25 25 
Pearson Correlation 0.357103779 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 0.699854212 
P(T <=t) one-tail 0.245373514 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.490747028 
t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

P05 AI2 

Mean 4.32 4.2 
Variance 0.31 0.333333333 
Observations 25 25 
Pearson Correlation 0.44070447 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 1 
P(T <';t) one-tail 0.163643441 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.327286881 
t Critical two-tail 2.063898547 
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t-Test: Paired Two Sample for Means 

P05 DSB 
Mean 4.32 4.16 
Variance 0.31 0.306666667 
Observations 25 25 
Pearson Correlation 0.232435828 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 1.162803799 
PIT <=t) one-tail 0.128170602 
t Critical one-tail 1. 710882067 
PIT <=t) two-tail 0.256341204 
t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

P05 AI4 

Mean 4.32 4.12 
Variance 0.31 0.193333333 
Observations 25 25 
Pearson Correlation 0.517402027 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 2 
PIT <=t) one-tail 0.028469924 
t Critical one-tail 1.710882067 
PIT <=t) two-tail 0.056939847 
t Critical two-tail 2.063898547 

Tier 3 ends after P04 Define the IT Organisation and Relationships 
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Appendix I T-Test Results 

Tier 4 

t-Test: Paired Two Sample for Means 

AI4 P011 
Mean 4.12 4.08 
Variance 0.193333333 0.326666667 
Observations 25 25 
Pearson Correlation 0.457606369 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 0.371390676 
PIT <=t) one-tail 0.356802561 
t Critical one-tail 1.710882067 
PIT <=t) two-tail 0.713605122 
t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

AI4 OS3 
Mean 4.12 4.04 
Variance 0.193333333 0.373333333 
Observations 25 25 
Pearson Correlation 0.136480208 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 0.569494797 
PIT <=t) one-tail 0.2871563 
t Critical one-tail 1.710882067 
PIT <=t) two-tail 0.5743126 
t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

AI4 OS7 
Mean 4.12 4 
Variance 0.193333333 0.166666667 
Observations 25 25 
Pearson Correlation 0.232119173 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 1.140703651 
PIT <=t) one-tail 0.132624387 
t Critical one-tail 1.710882067 
PIT <=t) two-tail 0.265248774 
t Critical two-tail 2.063898547 
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t-Test: Paired Two Sample for Means 

AI4 All 
Mean 4.12 3.92 
Variance 0.193333333 0.243333333 
Observations 25 25 
Pearson Correlation 0.046104767 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 1.549193338 
P(T <=t) one-tail 0.067211198 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.134422396 
t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

AI4 MI 
Mean 4.12 3.8 
Variance 0.193333333 0.916666667 
Observations 25 25 
Pearson Correlation -0.13856633 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 1.444630237 
P(T <=t) one-tail 0.080745951 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.161491902 
t Critical two-tail 2.063898547 

t-Test: Paired Two Sample for Means 

AI4 DSI 
Mean 4.12 3.76 
Variance 0.193333333 1.19 
Observations 25 25 
Pearson Correlation 0.149413677 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 1.616447718 
P(T <=t) one-tail 0.05953396 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.119067919 
t Critical two-tail 2.063898547 
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t-Test: Paired Two Sample for Means 

AI4 M4 
Mean 4.12 3.44 
Variance 0.193333333 0.506666667 
Observations 25 25 
Pearson Correlation 0.090528044 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 4.238975338 
P(T <=t) one-tail 0.000143799 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.000287597 
t Critical two-tail 2.063898547 

Tier 4 ends after DS6 Identify and Allocate Costs 

TierS 

t-Test: Paired Two Sample for Means 

M4 M3 
Mean 3.44 3.08 
Variance 0.506666667 0.91 
Observations 25 25 
Pearson Correlation 0.436904874 
Hypothesized Mean 
Difference 0 
df 24 
t Stat 1 .983739568 
P(T <=t) one-tail 0.029418326 
t Critical one-tail 1.710882067 
P(T <=t) two-tail 0.058836652 
t Critical two-tail 2.063898547 

Tier 5 ends after M4 Provide for Independent Audit 

Tier 6 contains last control objective M3 Obtain Independent Assurance 
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DS5 Ensure Systems Security , , 

Audit Measure 
Has the organisation developed a security statement and poticy? 

" 
",~ Confirm the statement andlor poliCy exists, IS endorsed Gnd communicated, ' 

'~ Confinn thal the policy/planslprocedures are current , , 

Deiennine whether remote accesS is used in the organisation, 
" 

" , 

'~ Idenlify policY and procedures over the granting, modifying arid removal of r_rilOte ai:cess, 

~ Detennlne hoW,the organisatiOn controlS this access, 
.~ Conflnn that remote access Is regularly reviewed 

A1e there forma!1sad procedures In place for the granting, modifying and removal of user access 
privileges? 

,~ A1e requests for user accesS documented? 

~ What Is the approval pr0c8ss for granting access? 

~ Is access iemoved for users that have len the organisation? 
. 
~ How Is IT staft made aware ,of staff leavers?', 

~ Is removal of system's access done In a timely manner? 

~ What are the procedureS for granting Gnd removing emergencylteinpo,rery acce"?, 

~ Ive periodic reviewS of user access conducted? 

~ , Ive periodic reviews conducted of user profiles io ensure epproprlate acce" rightS? 

" 

" : 

~nn that ~eview of users have been undertaken o~ regular basIS, and an exCeptiOOs.a~Ion9d. 

, ' 

How are users uniquely Identified to the each system components 0., Unique user Id and password}? 

, 

' , ' ,,' 
, 

Conclusion 
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Audit Measure . ... . . . 
. .... '.' .Concluslon '" '. 

Does lIle agency have a passWord policy .lIlat incorporates lIle following: 

,~ . Minlroum and maximum lenglll; 

? . Special restrictions !I the ~tting of passwords (ie at least one numeric, character); 

~ . System forced change 

~ History preventingllimiting reuse; 

.". Lllckout after nuniber of unSucCessful attempts; 

? System timeouts. ' .. '·:.1' . ' " .. ' .. 

Review system configuration Md connnn lhat paSsword policy has been set and lIlis is Consistent with 
Security policy and p~ures , 
Identify whelller multiple layers of passWords are required for sensitive functions appliCa.tion ie SU to 
root, Fi,,;call etc. . . 

. ;." . 

Are lIlere neiwork aace .. logs? 

". 

, 

Are lIlese lOgs regularly reviewed by appropriate staff? 
.' ., 

. 

AIl audit trail of aoceSsiaclivity is reviewed daily or weekly. 
' . . . 

Are lIlere fonnal polici .. in regard to: , . 

? Intemel usa 

? Emailuse : 

? File Sharing 

How are lIlese. disseminated iunongst staff, particularly new users? -
Do staff members have to agree with lIlese poliCies? .,.' . 

.. 
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» 

OS E 4 nsure c ontmuous s upport .' . , 

Audit Measure Conclusion' . : .. 

'. ' .. 
Verify the existence 01 a currehl and endorsed IT cOntinuity plan, .' . 

'. 

: Delermine .".the key business slakeholde.rs have provided inpullo the continuity plah . 
'. , 

. :.". ...... 
. .' 

. .' 

. .' .. 
'. 

Review publicallon PCUcY, eg managemeillrequlred 10 approve all Inlemel cOnlenl .. 
-

'. ' . ....... ::, , 
. . . . 

. Evaluale how the agency ensures the backuplBichiving has. compleled correctly (eg, "'elspes. ; 
" .. . ",- ... 

readsble?) ," 

•• .':.' ... . ,: .',' ,., . 

'. . 
boeslhli agenCy periodically check data mBtnmb,ed 10 ensurelnlegritY;;';' COrmctlesS? ' .. 

. "':.,.> .... 

. '. 
. . 

. 

Review and evaluale standard backup and archiving procedures '. 
-

.. 
'.' " . . .. 

For each system, whallypes 01 bacl<ups are performed (CoilStdinlrequency, cycle and roiatlon)? 
". 

;";'the .. backups performed In accordance with the predeiermined bsckup schedule? 

Ale the backups/archives slored in appmprialely secure, on-site and off-sile, locations? 
" . 

. ' 

. 
Delermlne H inedl~ al off-sHe tix:8i1on aie malched 10 apprOprialemedla in.n.gem;;"1 System : 

- .' 



DSll Manage Data ; '.' ',." .; ,'. 
Audit Measure . . ' Conclusion 
For 8 selectf!d sample of source ~ments consistency Is evident with respect to stated procedureS .. 
~elating to a,u:th0risation, ~proval., a~~acy, completene~ and receipt by .da~ e~try. and data ,8!1try is 

timely. . .. : 
Audil trails are provided .10 lacilitate. the tracing 01 transaction pmcassingand the reoonclliation 01 

" 
.. ' ....• 

disrupled dala. 
. .' .. 

. ' .. , . . : .... 't.,. . . 
Error h8ndling pmcedures and actions oomply with established policies and controls ... : 

I··· ... · .... '.',', .• . ... ". ,.'. . ... ,': .... , .' ... 

'. 
Output r.epo~ .are secured. ~waiting distribution, as well as, those already. distnbut~· to us~rs. in .... '... . . ' . 

compliance with established procedureS and controls. 
.' 

.. ',.'. 

.' , 
Disposed sensitive.information prOcedures and actions cOmply with eslabflShed pof~ies imd controls.' 

;, . .. ; 

. . 

. , 
Media storage sites are physically s~re and inventory current I 

Adequate_ protections ensure integrity. confldentiaftty and non-repudiation of sensitive messages .... .' .... '., '.' . 
transmitted over the Intemet or any other public network. . ":. 

". 
The risk of miSaddresslng messages '(by letter, fax or e:mall) is mitigated bY 8pp~priat8 proCedu~e5. 

Controls that are normally applied 10 a specif~ transection or pmcess, such as laxing or aulomal~ 

telephone mesSage answering. also apply to computer systems that support tJansactjon or proceSs 

(e.g., fax software on a personal compuler) . 
. ' '. 
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Audit Measure Conclusion 
. ...... .:. ..... ' ...... . 

Obtain a copy of backupand archiving policy and procedures ... 

.. . ... . .. : .... 
Determlna what training has been provided to operations staff with ragard to backup/archiving and 

reStore procedures? . . .. ..•. I· 

Determine ff the backup and restore procedures baen docUmented suffICiently to allow someone other 

than the prlm~ry IT resource to periorm the necessary tasks. . 
. . 

Is test data protected and controlled: I . 

~ minimise use of persenallnformatlon for tast purpoSes '" .. 

~ ff used the data should ba depersonalised before usa 

StriCt oontro~ in place over' acce~ to a ~~rams So~rc~ libra~. 

Data security function: . . .. .. . 1_,< 
~ . The function Is staffed with sufficient personnel of. appropriate expertiSe and experlern:e . 

. : Usar and group profiles should be dafined to reflect CIS and u~er departm.n~ orOanise!ion I 

ensuring that appropriate sagregationof duties Is maintained. ... 

~ Profile atiinbutas and spoetal authoritles should reflect users' bushie .. functiOns: .. 

Acce .. to on-tine editors which have capabitities to replace/modify file contenta, Internal storsge are" 
or programs Is limited through access centrol software or security profiles in system administrator or 
other. authorised .ersonnel. .. .... 

AlHiit trail of all changes is kept. 
. .. .... .• ' :. ' . 

Direct editing Is approved and fully documented. 

Audit trails of changes to transaction files and master filee are kept. 
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. .'. 

OS12 MansQe Facilities 
Audit Measure 

" ", 

The building is locI<ed down ovemlghl (outSide .ofbusiness hours) .. ' 
" . 

. 

• ' Building visHors are monllored by reception end secuMIy. " . 
. , 

Restriction beyond the receptionerea i;r~Stricled via locks (I.e. proxy cards) .. ' 

. ,,'. ,,' . , . 
AcCess outside of business hours requireS appropriale privileges upOn proxy cards.. . . 

. . 

. "'. . .. 

. . :' , . .... '., ..... : .......... ". " 

Adequate procedures are in place for providing end lenninating staff members' physical occoss. 
. ',., 

. The server room Is physically locked (i.e. proxy cards). 

Access 10 the room is restricted 10 relevenl staff (i.e. IT Staff On~). 

Adequate procedu~es ~re In place for prri~ing and tenninating s~ff mem.bers; physical ~cce~ -'. 
VIdeo camera's monitor the entry POints.to the server room. 

The room is wilhlnsighl of IT Staff. 

No other access risks (windows elc) .. 

'Is ther~ a.signing In pr~ur&" for visit~rS ~nterln'g th'e ~~uter f~cilitles~ .-. -

. 

Ar~ reviews conducted of the vlsHor rogistratio~ log book? 

.... , ,-

,Conclusion, .. ' . 

. 

' .. : 

I : '.' . 

. ~ ... 

. :" 

.'.:':' . 

. .... . 

. . . 
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Audit Measure .' .' .. ' 

Is Ihere e long lenn plan for Ihe fecilitie. required to support llie agency's computing e~vlronment7· . 

. . 
Aie periodic review of acce~ privileges Md prom .. conducted? I .' . ..' 

. Conclusion 

. '. •.......... :, . '. I.' 

I 

Adequate Hre devices In place: 

~ Air Conditioning Unit 

'.' . ~ HumlditylTempereture monltore 

~ FirelSmoke AlannslSsnsors 

~ . Fire Extinguisheis 
.. , .' 

'. 

Temperature and humidity is controlled and monitored (I.e. air condition~r uni~ vesda sysI~m) •. ' 
..>'. 

Is Ihe servar room adequately toceted? Consider. . . 

~ : .<?thor biJ~~.ess operations nearby .. "." 

. ~ - Areas prone to natural disaSter' 

. ~ '. Tho type of business conducted, Ihat may pos8 risk ofterrorism . 

~ Naarby water rtsi<s (i.e. ruMlng water pipes ete) . . . 

APPropriate floors :.mU static. 
". ", 

.. 
. ' .,' .. ' .. '. . 

Boxes are all racked and raised, 

,. 
, 

., ' . 

All compoitents of Ihe.communlcatlon netWork under Ihe organizatlon controlar. physlc8Ily sBcured. 

. 
Appropriate back-up or attematlve routing for key elements In communiCatlon. netWorks exists. 
•.•... .-....... '0' 

, 
. 
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'. ' . 
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Audit Measure . 

I 
Access to terminals which may have network master terminal status Is restricted, 

.. 
• All boxes feature UPS. . . ' - . ... 

UPS are regularlY tested .. . ~ .. 

,Appropriate shutdown & battery time, . 

Conclusion 

. . 

.. . 
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P01 Define a Strategic Information Technology Plsll 
.Audit Measure ... Conclusion." 

." 

Minute. irom IT plannlnglsteering committee. meetings renect Ihe planning process. . "c 

.' . c I 
'. Relevant IT Initiatives are includoo in lhelT long- and short- range plans (te.; hardware changes, '. 

capacity planning, Info""ation a",MeCture, new system. development or. procurem.n~d1S"ter 

recovery plarinlng, installation of new processlrig pIaUO""S, etc.). . . .. . 

. ' ........ .. 

TT Initiatives support Ihe IOng- and Short-range "plans and consider requirements for r."arch, tr'aining,' I .. 
staffmg, facflltles, hsrdware and software .. .. .. 

.. 

" .. c.· ... · . 
. 

Consideration ha. been given to oplimising current end future IT InveStr'ilents .. : 
.. 

.. '. . ' , . 'c 

. 
IT long. and short'range plans ar~ consistent wllh Ihe orgsnlsation'slong- and short-range pl~ns and. "'1 ,'. 

organisation requirements .. ,"· .. ... ".;,." 

c ... " 
. .....•... 

·c ..... ." " . 

" 
Plans have been changoo to. renect changing conditions. 

" . 
, '. . 

. 
IT lo~g:range plans are per10dlcelly translatoo Into short-rOnge plans •. 

'. 

. 

. ' . c . ... . . .•.. 

• '. Tasks exist to Implement Ihe Pians. I 
.. 

. ' . . .. ..' .... 

. '. . . 

"-

. 

. , 
. '. , ..... .. ' .. 

.. 

' . 
.. . 

.. • 
. .' .. .'. '. . " . . 

.. 

. 

. 

'. 
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' . 

.. ", 

.' 
. 

.' 
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. 

.. 

.. 

. . 

. ' . 

.... 

.' 

C 

CD 
::::J 
a. 
x' 
c.... 



POS EnsureCom liancewith External Re uirements 
Audit Measure 
External requirements reviews are: '. ." . 

, , ~ , current, ccmplete and comprehensive withr.specl to legal, govemment 'and regulatory 

.issues. 

~ 'resub in prompt corrective action, " 

~eviewS~f safety and heahh~re unde~en within ~e IT function to ensure compliance with external,' 

requirements. .' ". 
" ~, Problem areas which do not comply with the safetY and heattti standardS are rectified, " 

IT C()mpliance with tile documented privacy and security p<lliciesti~d proc.idures, .,,' ',' 

'. " :. . 

Ex~ting Contracts with electronic commerce trading partners adequately address the rOquirementS 

specified in organisational policies and procedures, 

'. .' ."." :. . '.. .", :: ,.' . . ': . . .. '. . : .':. '... .' . 

. ~Xisti.ng i~suran~ cOn~acts ~~~~atelY ~~d~ess the require~ents s~ified 'i~ .Orga~isational POliCies' 

and procedureS" 

~al EDI proceSses being dePIO~ed by the organisation ~nsure compliance with org~isational • ' ' 

policies and procedures, and compliance with the individual electronic ccmmerce trading partner 

contr8cts (and the EDI vendor eontract if applicable), 

Conclusion 

.... 

":', ", 

-u 
'" CD 
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Audit Measure 
For a sample of changes. the following have beeri approv~ by man_~gement . 

. ~ request for change 

~ sp9cif~alion of change 
. . 

~ !ieee,ss to ~urce prograrTlme . 

..} programmer completio~ of change 

-<} request to move Sou~ into te~ environment 

~ completion of aooeptance testing 

:.} request for compil8.tion and move into production 

? o~eran and ~iflC security imPact has ~een determined' aoo accePl'ed 
? distnbution proCess has been developed.: 

Review of change cootrol documenta~n for inclus~n of: 

? - date ~f requested change 

~ . person(s) requesting 

~ ... approved for chariga request .. 

~ approval of changa made :-IT function 

? approval of change made -'users"' 

? .documentation update date . 

~ . move date Into production . 

. ~ .. quantI' assurance sign-off of change 

. : ? . acceptance by oPerations. 
. ., . ".. -- . 

~81yse types'Of ch~g~s ~ade to ~~~~ for Identfficati~n ~f trend~:' ~ 

Evaluate adequ8c:Y of IT libraries.~d determine the existence of base,line code levels to prev~nt error 

regressil?n. 

Code check-in and check-out proCedureS for changes exiSt 

. Conclusion CD 
::> 
a. x-
c-
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Audit Measure 
Change contrallog ensu,es all changeS on log were resolved 10 user satisfaction and that there. we,e 

no changes made not on log. 

Usi",; are aware and underStand need 10' Ionnal change control procedu,es 
. 

... 

. .... 

Conclusion .. 
.. .- .. 
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Audit Measure "--,-'l .2 3 4 5 6 7 8 9 

60es the agency have a passw. ord. policy thallncorporales th.e f~lIowln9:' . if i € .... m i'l E. ~ '" ii .'"' 
? Minimum and maximum length; ," l"ij! ~ i'" Si·· 5-1 ; 'la. . ~; ". n . 
? Special re. strlctlons n tha selling of passwolds (le at least one numeric character);~ f ~ I ! lis 1<.:t' ~ d H III i T~ c 
? Systemlorcadchange ~BI { 'Ii 1,; it !li U Sfll;l 
? Hislorypreventlng/limiting reuse; ." ,." i I ,..; 'I" I I' I l! 6. ~ j r~ I ~. HI 
? Lockout~fternu.mberOlunsuccesslulatiempts; fft I I" whlli~ !ij di If,,· 

... ? Syslemtlmeouts. .' '!!s::!i ~l O!I fh Hi hi!H~d· 

R.eVl.·e~aySI.mconfigUra. tion and confirm thal pa"";ord policy has been sel and this is consislent wiIh . i' i;.~ f Ai € H p"i ~l! 11 f. 
Socunty policy and procedures . '.' , " 8 '. hi'· ~ { U ~ i lB. d' lh f 88 ,!! i 

, . '" 

Identify whether multiple layers of pa""words are requlr~ lor "'!nsitive functions appli~ation.· . . I .§ I··,· .! Is' ~ h ~ "pI' . 
~ -I: U 0 ll~j o~ m ~j;" 0 I 

I: I: ti >- z 1='9't:1.~::x:: >-ei :z: >-
~ 

. , ... " .•.. , c· .. 

Are there network access logs? ". ..... I . iijl ~ I . fit 
' . '. ' . I '. U I m g~ U m 8 i 

- .>;- >- cS >- >- ",,8>- >-'!.I!O 

.... 

: . --c c' ' 

Are these logs regulariy re"ewed by appropriate staff? . c' .!~. "ill ·.!ff I .' 6"j ft 'j .. ' . 
g~ . ~ .!§ ~~, • .. ~.rll! .. ~~ 

·c .. ' '. '. . .' '.~= '" 11.!l F!. 8" ~ 8 ~al! !! d! ., .... a. 
An audiflrail 01 access/aclivlty is reviewed daily or weekly, .; i' ! ~ ( U " ! i f ~ § i i.~ H f 

", ~S ch'!! 8t aH. tu .ns ~ :l! 
Are there formal policies In regard to: . '. '" H ~ 'Ii ... J " s s 11"" li· 'Ii f '6- U. ~ '6 

?,Intemetuse I! i'l'i '" ~i'6 jjl .!! gJ'6 ~t ~h i i;!~ h~ 
? E~.alluse.·· . Ug. tjht H~ b. J 11 !~d ~p! id 
? FdeSharing . ~~Jli "H§'HH~ l~s-!!. ~ dij ~;ll!f !H 

Howarethesadlsseminatedamongststaff,particularlynewusers? ;~l~ :jf H~ &-I:!! h ~ d f &1;;~ 8 il! ~ &11' 
Do staff members have 10 agree with Ihese policies? fH'S :l!~i !~! Ih lih He HH h H It 
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DS4 Ensure ContinuousSuDDort 
Audit Measure 

Verify the existence of a current andend0ffied IT continuity plan." . 

Determine ~the key busirie .. stakeholders have provided input to the continuiiy plan .. 
'. 

Rev;~w publication policy, eg management required to approve alll~temet content 

Evaluate how the agency ensures the backup/archiving has completed correctly (eg. Are tapes 

readable?) 

Does the ag~ncyperiOdicaliy checkdala maintaln~d to ens~re Int~grity and;;"rrectne .. ? . 

Review and evaluate standard backup and archivingproceduras 

For eacl; ~tem,whai ivPes of backups are pertonT..d (Consider frequency, cytI~ and roiafu,n)? . 

Ar~ these'backups pertormed in accordance with the predetermined backup Schedule?' 

. Are the back~pslarchives Stored In appropriately secure, on-s~e and off-site, locations? . 

. ~etermine iI media at ~ff.SiteloCatlon are matched to appropriate media management syeteni . 
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Audit Measure , 
.. 

For a seJ~cted sample C?f source docu~nts consistency Is evid8!lt with respect to st.aled pr~res 

relating to authorisation, approvat, accuracy, completBnass and receipt by data enby and data"by is 

timely.' 

Audn .trails are provided to lacil'ilate the tracing 01 transaction processing and the reconciliation 01 

disrupted data. 

Error handling procedures anit actions comp~'with established poliCies and '"'"trois. . 

Output repqrts are secured aw~itiriQ' d~ribution, . as well as those' a1r~ady' distributed' to users in 

complianca with established procedures and controfs. 
~. . 

Disposed sansh~elnforrnatfon proc8dures and actions comply wnh established poicl" and controls: . 
.. 

. ' . .,' .... 
Med~ stOrage sites ~re phySically -securs"and inventory ·curre~1. 

. '. . -- -. . . 
" .... 

Adequata proteclionsensura inlagrity, confldentiafity and non'reptJeliafion of sensitiva messages 

transmltl~ ~var the Internet or any oth~r public ~twork. . 

. . 
.' 

Tha risk 01 mlsaddressing m .... ges (by laHar. lax or e-m~iI) Is mitigeted by appropriate procedures. 
. . .". , 

I . 

Controls that are normally applied to a specir~ transection or process, such as taxing or automatic 

tel~phoOe meSSage answering, also ~ply to computer ¥te~ ihat support transaction or process 

(a.g" lax software on a personal computer). . " 
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Audit Measure 
Obtain a copy of backup and archiving policy and p~UreB: l .!If 
Determine Whattraining has been provided to operations staff with regsrd 10 backup/archiving and . l " 
restore procedures? : j f ~ 
q~terml~e if the backup arid r~st?re procedur~s ~ee~ ~en~ sufficiently to aJlow-som.eon~ other 

than the prirriary IT resource to pertorm the necessary tasks. ~ 

2 

~ 

F~ n 
.... ~ 

all 
'>!i 

·3 

~ 

hi! 
,lli
:! ~~. 

4 5 

~. I 

n n 
I· >- ~ 

Is test data protected and controDed: . 9 . 6 .. ..., . -. .. 

H'lif i; i~· Ugl .I 4 mlnlrnlsa use of personal informalion for tast purposes 

4 ff used the data should be depersonalised before use 

Strict CO!ltrOls in pl~ce over, accesS to 8 program~ source library. 

Hi. E Jl ~ Jl j;; i 8 I ql 
H~ ~~ H !~.ei~H 

ijll~lihl 
hh ~I u llU~1 ~ 

I . 

~ 
Data secUrily fu~ction: . . . .. . .. . Il l!. .. l 

. 4 The function Is staffed with sufficienl personnel of appropriate expertise and· experience, ': l' 1 H j U 
User and .group profil~ should be defined 10. reflect CIS and user deparim. ent organisetion I. f U i . n 

. en"!,rlng that appropriate segregation of dutias is maintained. . .. al· if 
4 Profile attnbutes and specialauthoritiesshilUld reflect users' businass functions. I1 ,l! ! ~ ~ k ti i 

6 

~ 
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./l.~ 
8i 

~ 
.~ ." 
'Il i! 

Ii '" 5. ~:I: :a. 
S ... .e 

~ 

~ 

7 

B 
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1l 

11 
~ 

~ 
AcCess to aMine edrtors which ha~e capabilitias ioreplacetniodify file contenls, inteinal storage areas 
or programs Is I"'iled through aooass control software or security profiles 10 system administrator or: 
other authorised per60nn~1. . ... d llU H~ Un llU dllllU 

---

Audrt trail of all changes Is kept. 

Direct editing Is approved and fully docu!"anled .. 

Audrt trails of changes to transaction filas and maste; files aia kept. . 
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0512 Manage Facilities . 

Audit Measure ... .. " 

The Mding is locked down overnight (outside of busine .. hours), .: '. 

Building visitors are monitored by reception andsecuri!y: 

.. 
'" " ", .' .' 

Restriction beyond the reception erea is restricted via locks (i,e, proxy cards), 

Aceess outside of business hours requires appropriate privileges upon proxy cards. 

- , 

VIdeo/sensor monitors in place throughout the building 

Ad8Qua;e procedur~s ~re in pLlco ID; proWdlng and ta~~ating staffmamb~~ physkm access, . 

I· .. .' ... 
The ~rver room is physkmly locked (Le, proxy cards), 

. Access to the room Is restricted to relevant staff (i,e; IT Staff Only): 

Adequate procedures are in place for providing and termlnaUng staff members' physicslaccess ' 

Video camera's man nor th~ ~try. points to the s~er roo~. 
The room Is with.in sight of IT staff, 

No other access risks (windows ete), 
. ," " 

• I" ',_' _' --:'., ,.. ,' •. ," 

Is there ~ Signing jn proc~ure f9( 'y!Sjto~ ~tering the' C9f1ipuler facilities? 

AIe reviewS conducted of the visiior regisir~tlonlog book?' 

. 
'. ' . .' . . 
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AudlfMeasure . . ' .. ' 
'. .: ' 

Is there a long leno plan for the facilities required 10 support the agency's compuling environment? 
. 

Ive penodlc review 01 access priVileges and profiles conducled? .. 
" .'. '.' ' ...... 

Adequate lire devices In place: . 

{I- Air Condition~ng yn~ , . 

? HumidityiTemperature monnors 
.. 

? Fire/Smoke Alanos/Sensors 

? Fire Extinguishers . --". ... 

Temperature and humidity is controlled and mOnttored (I.e. air conditiOner unn, vesda syst~m): 

. ' .. ' . '. ::. . . . ' ... 
Is the salVer room adequately located?' Consider: . . . '. 

~ Oth~r business op~ratior'l~.nearby: ,. 
. , . 

' ~ Areas prone"to natural disaster·' . . .' . 

? Th~ type of business cOnducted, thatma~ posa nsk 01 terrorism 

.? Nearby water risks (i.e. runn"g water pipes etc) .. ' . . 

Appropriatelloors ' anti static .. 
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.' 

Boxe~ are aiirackedaild;aised ......... 
. '" 

. Ail ~mponentS 01 th~ comm~~ic~tion ~etwork u~dei ihe organlzati~n~ntrola;e physically sec~red. . " . 
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Appendix K Collated audit responses 

- ~ c ~ § ,.. .., 
~ en is c. a " x !il Cl; I' a 'm 
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0 at c III ~ .., 
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at 
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' •• CoD . .,. 
~ . f'. 

. .. 1, 

'. 

AR produCtIon boxes have . 
Physi:aJ ",",ss 

'." 
UPS, ongOing monlIori'lg . 

to 1oca1D'l, & by -• aIer01g,"'-' password 
reSIart_ 
UPS 00 cri!k:aJ machiles, Not"'-n>d .; 

': not coosOerad necessmy. '!'PIcah~ . 
· :'. . 

·UPS on all boxes, Sm server 
mgularly- console, il 

Co> _. ballBly line 
_room. 

not relevant . generatlr -/9q, 

UPS ctl aD boxes, ", '. 

rapt- - ... -_. 
baIIBIy . .' 

UPS CIl aB boxes, :. No-requtre -- -- '" aw_-' p""">ge " 

-~ access 

UPS on aD boxes, R_le 
11I1Jl0rly1BSlad,have· II1cse who can 

'" · awrtlPriaIa _. aa:ess """ 
baIIBIy room . 

UPS en all boxes, tested -" . . 

3 m<r1IhIy, ~ """ who can .... 
nmitomg, 12 hours . access server 
battary time room 
UPS 00 all boxes, Restrictsd to __ ,have 

II1cse who can 
'" appropriate shuIOOwn & access server 

· battery room . 

UPSmdboxes.~ 
tested, m:riIor ~, - ., 
have IIR'ropriate &tl.rII:IcMn 
I ballal}l. generator 

. 
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Audit Measure 1 
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? completion 0' acceptance testing' 
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? distribution proCess haa been developed: .'. , 
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.{-. person(s) requ~sting 

-0} approved ~r change reque~ , " 
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-9- . approv~1 of chang~ made - users ". 
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{- . move date intf? production 

? quality assurance sign-off 01 change 
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Appendix L Frequency Tables for Assigned Maturity Levels 
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Appendix L Frequency Tables for Assiqned Maturity Levels 

DSS Ensure Systems Security 

Frequency against Audit Measure 

Maturity Level 

Measure 0 1 2 3 4 5 
1 1 1 1 0 6 0 
2 0 0 1 3 5 0 
3 0 0 0 3 6 0 
4 0 0 3 3 3 0 
5 0 0 0 1 8 0 
6 0 0 1 0 8 0 
7 2 0 1 3 3 0 
8 2 0 2 1 4 0 
9 0 0 2 0 7 0 

10 1 0 1 0 7 0 
11 2 4 0 0 3 0 
12 0 0 0 0 9 0 

Totals 8 5 12 14 69 0 

Frequency against Organisation Number 

Maturity Organisation 
Level 1 2 3 4 5 6 7 8 9 

0 0 0 4 1 0 0 0 1 2 
1 1 0 0 2 1 1 0 0 0 
2 1 0 3 0 1 3 2 0 2 
3 1 1 1 1 1 1 2 4 2 
4 9 11 4 8 9 7 8 7 6 
5 0 0 0 0 0 0 0 0 0 
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Appendix L Frequency Tables for Assigned Maturity Levels 

DS4 Ensure Continuous Support 

Frequency against Audit Measure 

Maturity Level 

Measure 0 1 2 3 4 5 
1 1 0 0 3 5 0 
2 0 0 0 1 7 1 
3 0 0 0 5 4 0 
4 0 0 2 3 4 0 
5 0 0 0 1 8 0 
6 0 0 0 0 9 0 
7 0 0 0 9 0 0 

Total 1 0 2 22 37 1 

Frequency against Organisation Number 

Maturity Organisation 

Level 1 2 3 4 5 6 7 8 9 
0 0 0 0 0 0 0 0 0 1 
1 0 0 0 0 0 0 0 0 0 
2 0 0 0 0 1 0 0 0 1 
3 3 3 4 2 2 1 1 3 3 
4 4 4 2 5 4 6 6 4 2 
5 0 0 1 0 0 0 0 0 0 
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Appendix L Frequency Tables for Assigned Maturity Levels 

POI Define a Strategic Information Technology Plan 

Frequency against Audit Measure 

Matu rity Level 

Measure 0 1 2 3 4 5 

1 1 0 0 8 0 0 
2 0 1 5 3 0 0 
3 0 0 2 7 0 0 
4 0 ' 1 1 7 0 0 
5 0 0 1 7 1 0 
6 0 0 1 8 0 0 
7 0 0 1 8 0 0 
8 0 0 0 9 0 0 

Totals 1 2 11 57 1 0 

Frequency against Organisation Number 

Maturity Organisation 

Level 1 2 3· 4 5 6 7 8 9 

0 0 0 0 0 0 0 0 0 1 
1 1 0 0 0 0 0 0 0 1 
2 0 3 2 0 0 1 2 1 2 

3 7 5 6 7 8 7 6 7 4 
4 0 0 0 1 0 0 0 0 0 
5 0 0 0 0 0 0 0 0 0 
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Appendix L Frequency Tables for Assiqned Maturity Levels 

DSll Manage Data 

Frequency against Audit Measure 

Maturity Level 

Measure 0 1 2 3 4 5 
1 1 2 0 5 1 0 

2 1 1 0 5 2 0 
3 0 5 0 4 0 0 
4 2 3 0 4 0 0 
5 2 2 0 5 0 0 
6 0 1 0 7 1 0 
7 4 1 2 1 1 0 
8 1 7 1 0 0 0 
9 3 0 0 4 2 0 
10 0 0 0 0 9 0 
11 0 0 0 9 0 0 
12 2 1 0 6 0 0 
13 1 0 0 6 2 0 
14 0 0 0 5 4 0 
15 3 1 0 5 0 0 
16 0 2 1 5 1 0 
17 3 1 0 4 1 0 
18 1 2 0 5 1 0 

Totals 24 29 4 80 25 0 

Frequency against Organisation Number 

Maturity Organisation 

Level 1 2 3 4 5 6 7 8 9 
0 0 3 1 1 8 1 3 1 6 
1 7 5 5 1 3 2 3 2 1 
2 0 0 0 0 0 2 1 1 0 
3 5 5 11 11 5 11 9 13 10 
4 6 5 1 5 2 2 2 1 1 

5 0 0 0 0 0 0 0 0 0 
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Appendix L Frequency Tables for Assigned Maturity Levels 

DS 12 Manage Facilities 

Frequency against Audit Measure 

Maturity Level 

Measure 0 1 2 3 4 5 
1 0 0 0 0 0 9 
2 0 0 0 0 0 9 
3 0 1 0 1 0 7 
4 0 0 0 0 9 0 
5 0 2 0 0 4 3 
6 0 0 0 7 2 0 
7 0 0 0 4 3 2 
8 0 0 0 8 1 0 
9 6 0 2 0 1 0 
10 2 2 0 5 0 0 
11 1 1 0 5 2 0 
12 0 0 0 2 7 0 
13 0 0 0 5 4 0 
14 0 ' 0 0 3 6 0 
15 0 0 2 5 2 0 
16 0 0 0 0 9 0 
17 0 0 0 9 0 0 
18 0 0 0 7 1 1 
19 1 1 0 5 2 0 
20 0 1 0 4 4 0 

Totals 10 8 4 70 57 31 

Frequency against Organisation Number 

Maturity Organisation 

Level 1 2 3 4 5 6 7 8 9 

0 0 1 1 1 1 2 2 1 1 
1 0 1 1 0 1 2 1 0 2 
2 0 1 2 1 0 0 0 0 0 

3 5 6 8 9 9 9 6 10 8 
4 10 6 6 6 5 4 8 6 6 

5 5 5 2 3 4 3 3 3 3 
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Appendix L Frequencv Tables for Assiqned Maturity Levels 

AI6 Manage Changes 

Frequency against Audit Measure 

Maturity Level 

Measure 0 1 2 3 4 5 

1 0 1 1 5 2 0 
2 0 1 1 5 2 0 
3 3 2 3 0 1 0 
4 1 2 0 4 2 0 
5 2 0 0 5 2 0 
6 2 2 0 5 0 0 

Totals 6 6 5 24 9 0 

Frequency against Organisation Number 

Maturity Organisation 

Level 1 2 3 4 5 6 7 8 9 

0 0 2 4 0 1 0 0 0 1 
1 1 0 2 0 2 0 2 0 1 

2 0 0 0 1 0 1 0 1 2 
3 4 2 0 5 3 3 0 5 2 
4 1 2 0 0 0 2 4 0 0 
5 0 0 0 0 0 0 0 0 0 

- 1BB-



Appendix L Frequency Tables for Assigned Maturity Levels 

POS Ensure Compliance with External Requirements 

Frequency against Audit Measure 

Maturity Level 

Measure 0 ,I 2 3 4 5 
" 1 1 0 1 5 2 0 

2 0 0 0 0 9 0 
3 0 0 1 8 0 0 
4 2 0 0 5 2 0 

Totals 3 0 2 18 13 0 

Frequency against Organisation Number 

-
Maturity Organisation 
Level 1 2 3 4 5 6 7 8 9 

0 0 0 1 0 0 0 0 1 1 
1 0 0 0 0 0 0 0 0 0 
2 1 0 1 0 0 0 0 0 0 
3 1 3 1 3 3 1 2 2 2 
4 2 1 1 1 1 3 2 1 1 

5 0 0 0 0 0 0 0 0 0 
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