
 1Mather CA, Cummings E. BMJ Health Care Inform 2019;26:e100062. doi:10.1136/bmjhci-2019-100062

Open access 

Developing and sustaining digital 
professionalism: a model for assessing 
readiness of healthcare environments 
and capability of nurses

Carey Ann Mather   ,1 Elizabeth Cummings2

To cite: Mather CA, 
Cummings E.  Developing 
and sustaining digital 
professionalism: a model 
for assessing readiness of 
healthcare environments 
and capability of nurses. 
BMJ Health Care Inform 
2019;26:e100062. doi:10.1136/
bmjhci-2019-100062

Received 28 May 2019
Revised 15 October 2019
Accepted 23 October 2019

1School of Nursing, University 
of Tasmania, Launceston, 
Tasmania, Australia
2School of Nursing, University 
of Tasmania, Hobart, Tasmania, 
Australia

Correspondence to
Dr Carey Ann Mather;  
 Carey. Mather@ utas. edu. au

Original research

© Author(s) (or their 
employer(s)) 2019. Re- use 
permitted under CC BY- NC. No 
commercial re- use. See rights 
and permissions. Published by 
BMJ.

Summary

What is already known?
 ► The Australian Digital Health Agency National Digital 
Health Strategy acknowledges health professionals 
need support to become confident and capable us-
ers of digital health.

 ► Currently, governance structures within the nursing 
profession do not adequately direct or support the 
development of digital professionalism of nurses 
within healthcare environments.

What does this paper add?
 ► Digitally professional behaviour by nurses is integral 
for ensuring safe, effective and appropriate care of 
consumers.

 ► Using a digital professionalism model to guide 
transition towards the provision of an environment 
where nurses can develop capability in digital health 
is imperative.

 ► This paper offers a model for nurses to assess or-
ganisational readiness, to transition into digitally 
capable health professionals and to support sustain-
able digitally professional healthcare environments.

ABSTRACT
Introduction Technological change in healthcare 
demands new ways of working. Access to, and use of, 
digital technology by nurses in Australia lags behind other 
professions. Governance frameworks and professional 
standards guide scopes of practice; however, there is an 
urgent need for current registered nurses to master using 
digital technology and model digital professionalism to the 
next generation. Sustaining digital professionalism requires 
organisational readiness to accommodate changing 
technological environments.
Methods Previous original research findings investigating 
the nature and scope of digital technology use by nurses 
were systematically analysed. With reference to current 
understandings of capability, a matrix for assessing 
organisational readiness of capability of digital technology 
use by nurses was developed.
Results The 4E3P digital professionalism model 
articulates the elements necessary for establishing 
organisational readiness and assessing the capability 
development of individuals and groups. When the 
physical and social environment is conducive and the 4E 
elements of equipment, electronic access, engagement 
and education are present, preparedness, proficiency and 
professional behaviours can be nurtured and supported.
Discussion The model describes the physical and 
social attributes that enable capability development for 
sustaining digital professionalism to advance nursing 
practice. When elements of the matrix are lacking, both 
individuals and groups miss opportunities to develop and 
sustain digitally professional behaviour.
Conclusion It is imperative that healthcare 
environments in Australia support the development of 
digital professionalism. Deployment of the 4E3P digital 
professionalism model will enable identification and 
remediation of challenges, barriers or risks to promote 
sustainability found within physical and social healthcare 
environments.

InTRoDuCTIon
Technological change has transformed how 
healthcare is delivered globally.1 2 As digital 
technology becomes embedded within 
healthcare environments, there will be more 
of a focus on the development of capability of 
health professionals in digital professionalism 

as part of their professional identity forma-
tion.3 4 Digital professionalism has emerged in 
response to the need for health professionals 
to understand, develop and know appro-
priate professional behaviour when using 
digital media.5 There is currently no accepted 
or standard definition of this term.4 6

The term digital in this context refers to 
the use of information communication tech-
nology to transfer information for administra-
tive, clinical, education or research purposes. 
In Australia, there is a complex set of factors 
that has contributed to hindering digital 
transformation, which has created a digital 
technology paradox. There is an inability 
of health professionals, especially nurses, to 
access digital technology in the workplace, 
while it is increasingly being recognised that 
its use has the potential to improve patient 
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outcomes.7 Digital transformation within the health 
professions cannot occur until governance structures 
at systems and organisation levels support its legitimate 
access and use of digital technology.8 This lack of guid-
ance has contributed to a lost opportunity to model digital 
professionalism that continues as new graduates become 
enculturated to social and cultural norms of their profes-
sion and workplaces.9–11 The global discourse regarding 
the development of nursing competencies in digital 
health has continued for over 15 years.12–14 However, no 
consensus regarding agreed nursing informatics compe-
tencies to guide legitimate use of digital technology has 
been achieved.15 16

Digital technology is ubiquitous, and its use is increas-
ingly accepted within healthcare environments.13 14 16 17 The 
development of digital professionalism by health profes-
sionals is inherent in the Australian Digital Health Agency 
National Digital Health Strategy (National Strategy).17 
However, to progress the tenets of Strategic Priority 6, 
which states Australia needs a ‘workforce confidently 
using digital health technologies to deliver health and 
care’(Australian Government, page 44),17 will require 
amelioration of current barriers and challenges.18 This 
priority can be achieved by organisations and individuals 
supporting integration of the elements within nursing 
informatics competency standards15 19 into workflows. 
For the workforce challenges to be met by 2022 neces-
sitates the development of models to support and assess 
organisational readiness and capability development of 
digital professionalism of health professionals. Safe, effec-
tive and appropriate use of digital technology are para-
mount to maintain quality and safety of healthcare service 
delivery within healthcare environments.8

The purpose of a digital professionalism model
Models are useful in nursing as it is the health profession 
with the highest proportion of workers,20 and the facil-
itation of a standardised and consistent approach will 
support sustainability of digital professionalism. Addi-
tionally, the profession is strategically placed to provide 
leadership in digital professionalism to other stake-
holders. The National Strategy17 of developing a digital 
technology- prepared workforce by 2022 has created an 
urgent need to develop the capability of current regis-
tered nurses so that they can model safe, effective and 
appropriate behaviour.17 21 Current nurses can then 
induct and guide the access and use of digital technology 
to others for administrative, clinical, educational and 
research purposes.17 A digital professionalism model can 
be used to assess the readiness of individuals and organi-
sations to advocate, support and sustain a digitally profes-
sional organisation. A theoretical model can be used to 
guide evaluation of readiness of organisations to accept 
the access and use of digital technology.21 It can also be 
used to assess the level of capability of individuals and 
groups in their development of digital professionalism 
within healthcare environments.22 23

Developing and maintaining a consistent approach 
to embedding digital technology and developing digital 
professionalism across a broad range of healthcare settings 
require regulation at a national level. Nursing is a highly 
regulated profession as evidenced by the governance 
structure for accreditation of undergraduate nursing 
courses24–27 that can be beneficial and a hindrance to the 
profession. The benefits of regulation are expressed in the 
consistent high level of trust of nurses by the Australian 
public.28 The Registered Nurse Standards for Practice29 
and Codes of Conduct30 ensure nurses maintain high 
levels of capability in nursing practice. However, these 
governance structures can also lead to a lack of agility by 
members of the profession to advance nursing practices, 
which challenges accepted embedded culture.31

MeThoDS: The 4e3P DIgITAl PRofeSSIonAlISM MoDel
The development of the 4E3P digital professionalism 
model is a culmination of 5 years of pragmatic mixed 
methods research.32 Each study was originally considered 
as a separate case that was analysed, reported and peer- 
reviewed independently (table 1).7–9 11 18 Excel (V.14.2.5) 
and SPSS (V.14.0) were used to analyse the quantitative 
surveys.7 18 Intrarater validation occurred with partici-
pants of the qualitative studies.8 9 11 For development of 
this model, the research was analysed as a multiple case 
study as described by Stake33 and Miles.34 Analysis of focus 
groups and interviews was undertaken using versions of 
Microsoft Excel. The data was coded from meaning units 
to open codes, labelled and reduced to axial and finally 
to selective codes, to enable subthemes to be revealed.35 
Reliability was sought through triangulation of the data, 
undertaken by the researchers, using the tenets of coding 
as expressed by Corbin and Strauss36 and thematic 
analyses.35 37 Validation of interpretation also occurred 
throughout the research period by peer debriefing.38 
The independent findings and peer- reviewed publica-
tions provided validation regarding the research process. 
Triangulation of the studies enabled the researchers to 
synthesise the data and develop the model.

Elements on both axes of the matrix were identified 
from findings of previous original research7–9 11 18 where 
challenges, barriers, risks and benefits to accessing and 
using digital technology at point of care were identi-
fied. The synthesis of this research coupled with current 
understanding of capability22 23 and constructivist educa-
tional approaches39 40 underpinned development of the 
cells within the matrix. Progression towards digital profes-
sionalism by nurses can be achieved and sustained when 
the physical and social environment is conducive for 
learning.

ReSulTS
The 4E3P digital professionalism model (4E3P Model) 
is a two- dimensional matrix consisting of a vertical and 
horizontal axis (table 2). The vertical axis describes the 
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Table 1 Summary of studies undertaken

Date of 
study

Date of 
publication Method Study group

Focus of 
systems theory 
level Analysis

Ethics 
approval 
number

Reference 
number

2009 2013 Online 
questionnaire

Nurse 
supervisors

Individual SPSS V. 14 H0011071 18

2012 2014 Online 
questionnaire

Nurse 
supervisors

Individual Excel V. 14.2.5 H0012527 9

2014 2015 Focus group Nurse 
supervisors

Individual Thematic coding
Microsoft Excel

H0013729 7

2014 2015 Focus group Nurse 
supervisors

Individual, 
organisation and 
systems

Thematic coding
Microsoft Excel

H0013729 11

2017 2018 Individual 
interviews

Nursing 
profession 
organisations

Organisation and 
systems

Thematic coding
Excel (2016)

H0016097 8

Table 2 The 4E3P digital professionalism model

Element Prepared Proficient Professional

Equipment Access available, able to use 
digital technology with guidance

Ability to connect for learning using a 
digital device as appropriate

Advanced practice in human 
computer interaction for enabling 
using digital technology for learning 
(troubleshooting issues)

Electronic 
access

Able to seek and retrieve 
digital information using digital 
technology

Discern credible digital information 
using digital technology

Capacity to teach others using digital 
technology

Engagement Receptive to using a digital 
device for learning

Intrinsically motivated to use a digital 
device for learning

Change champions and show digital 
leadership in digital technology

Education Foundation digital/information 
literacy and able to use a digital 
device with guidance

Ability to meet nursing/health 
informatics competency standards 
and able to use a digital device safely

Advanced practice in critical thinking 
and clinical reasoning when using a 
digital device

four E (4E) elements of equipment, electronic access, 
engagement and education, which are all necessary 
for acceptance of digital technology and enable digital 
professionalism to flourish. When one or more of the 
4E elements become unavailable, sustainability of digital 
technology is hindered and development of digital 
professionalism is at risk, as modelling cannot occur. The 
horizontal axis describes the continuum of capability that 
can develop if the 4E elements are present (table 2). The 
capability development levels of prepared, proficient and 
professional are known as the three P capabilities (3P). 
The increasing level of knowledge, skills, attitudes and 
behaviours that demonstrate the capability of nurses is a 
continuum they progress, as outlined by the descriptors 
within each column of the matrix.

All 4E elements of the vertical axis need to be present 
to enable development of the 3P continuum of capability 
of digital professionalism by nurses. Being prepared is the 
first level of capability for developing digital profession-
alism. Proficiency is accomplished when understanding 
and confidence in using digital technology increases. 
Reaching this level of capability requires sustained avail-
ability of the 4Es, enabling access and use of digital 

technology for learning and opportunities for education 
about safe and appropriate use. Without engagement, 
even if the other 4E elements are present, proficiency 
cannot develop. A professional level is attained when an 
advanced level of practice can be demonstrated. Nurses 
who obtain professional capability have the capacity to 
support, guide and educate others in developing digital 
professionalism.19 These advanced practice nurses are 
change champions who can model, promote and support 
sustainability of safe, effective and appropriate access 
and use of digital technology within healthcare environ-
ments.17 22

DISCuSSIon
The 4E3P Model will enable nurses to maintain standards 
of practice, uphold codes of conduct and remain within 
their scope of practice by facilitating identification of risks 
at an individual or organisational level. Additionally, by 
deploying the model, sustainance of appropriate digital 
technology readiness can be monitored. Enabling nurses 
to advocate for continuous digital technology readiness 
within their workplaces is useful to support advances in 
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Figure 1 Stages of implementation.

nursing practice. The model also provides guidance for 
assessment of capability development within the nursing 
workforce. The 4E3P Model is a useful tool to assist with 
implementation, modelling and sustaining digital profes-
sionalism among the nursing profession.

The purpose of the development of the 4E3P Model is 
to provide an evidence- based framework for guidance to 
nurses and healthcare organisations about how to easily 
assess organisational readiness and capability develop-
ment of individual and groups within the health profes-
sion workforce to promote digital professionalism.22 23 41 
Digital professionalism needs simultaneous implementa-
tion with digital technology in healthcare environments 
as shown in figure 1. The National Strategy17 acknowl-
edges the immediacy of legitimising the access and use 
of digital technology within healthcare environments and 
including digital professionalism is implicit in this task. 
Fixsen and colleagues42 43 have outlined the stages of 
implementation that can be applied to digital technology 
(figure 1).

Previously, access to, and use of, digital technology 
by nurses was stalled at exploration and adoption in 
Australia,44 whereas the National Strategy17 now enables 
implementation of digital technology to be promoted 
and progression to sustainability encouraged. The direc-
tions proposed by Strategic Priority 6 mandate the need 
for workplace reform. The 4E3P Model can be used by 
organisations, individuals and groups to advocate and 
embrace the aims of the National Strategy.17 The model 
can be deployed within organisations to assess whether 
the E environment is available for individual or groups 
of nurses are able to develop capability in digital profes-
sionalism. Additionally, the recent advances in Australia 
and New Zealand regarding the position and guidance of 
nursing informatics can provide organisations with prin-
ciples to advocate for advancement and sustainability of 
digital professionalism.15 19

While Australian healthcare environments are grap-
pling with the tenets of the National Strategy17 work-
force priorities, the higher education sector also needs 
to implement the mandated information within the 
Australian Nursing and Midwifery Accreditation Council 
(ANMAC) nursing informatics explanatory note,25 which 
states that the inclusion of health technology and infor-
matics within undergraduate nursing courses at a tech-
nical, contextual and emancipatory level is imperative.25 
Undergraduate students need to develop capability and 
gain an understanding of safe, effective and appropriate 
use of digital technology in the workplace. Students need 
to develop knowledge, skills, attitudes and behaviour of 
digital professionalism that contribute to professional 

identity formation. To assist with being prepared for 
digital professionalism within healthcare environments, 
the 4E3P Model can be utilised within classroom and 
simulation activities, prior to students undertaking work- 
integrated learning. Simultaneously developing the 
capability of undergraduate students and current regis-
tered nurses will promote a robust environment and 
consistent approach for the sustainability of digitally 
professional behaviour. There are overt opportunities 
for mutual learning and a diminished need for nurses 
to hide their digital device usage, which currently occurs 
in the workplace.8 31 Sanctioning the access and use of 
digital technology and promoting digital professionalism 
will alter the current narrative20 and enable opportuni-
ties to overtly promote discourse about safe, effective and 
appropriate management of digital technology within 
healthcare environments. Prior to the implementation of 
legitimate digital technology use into healthcare environ-
ments, the 4E3P Model can be used to facilitate dialogue 
to advocate for the development of organisational guide-
lines about the access and use of digital technology that 
can support the ANMAC requirements.25 Additionally, 
advancing nursing practice using digital technology can 
be reflected in the next review of the regulation of the 
scope of practice of registered nurses.45

ConCluSIon
Discourse about the implementation of sanctioned access 
and use of digital technology is needed to ensure a consis-
tent and sustained approach to developing capability of 
nurses within the higher education sector and within 
healthcare environments. The 4E3P Model provides an 
opportunity for nurses to assess workplace readiness, 
advocate for the 4E elements to be available and enable a 
real opportunity for nurses to advance nursing practice. 
The transitioning of nurses through the 3P continuum of 
the 4E3P Model towards the professional level will raise 
the profile of safe, effective and appropriate use of digital 
technology by nurses to other stakeholders within health-
care environments. The modelling of digital profession-
alism over time will ensure nurses remain the most trusted 
profession while providing safe, effective and appropriate 
21st century healthcare service delivery.
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