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Abstract 

The management of cyber issues has become essential for business success, since the activities of 

organisations largely depend on information technology and telecommunications. An inverse 

relationship exists between organisational performance and cyber vulnerability, at a time when 

organisations report increasing cyber attacks and traditional cybersecurity approaches to prevent 

cybercrime appear inadequate. Cyber resilience is a new approach to help managers and organisations 

deal with cyberthreats to business. It is the capacity of a cyber system to perform effectively regardless 

of the hazards in the business environment. While the technical procedures to mitigate cyber 

vulnerability are relatively well understood in developing cyber resilience, no comprehensive research 

has been undertaken to examine organisational approaches to develop cyber resilience. 

This research study aimed to identify the organisational factors and strategies that contribute to cyber 

resilience. The study is positioned to inform managerial decision-making and address the lack of 

academic research into how organisations become cyber resilient. Case study data were gathered from 

two Australian universities. These universities were chosen, as they are large, complex organisations 

that emphasise cyber activity, while their open communication culture creates cyber risk. The study 

adopted a case study approach using qualitative methods and supported by quantitative methods for 

triangulation. Semi-structured interviews were used, along with three secondary data sources. A total 

of 39 participants were interviewed from four diverse groups: business managers, IT senior managers, 

IT middle managers and IT operational staff. Analyses of participant group data were undertaken both 

within and between the two case studies. This study was underpinned by the Cyber Resilience Matrix 

(Linkov, Eisenberg, Plourde et al. 2013) as a theoretical framework, which regarded cyber resilience as 

extending to the periods both before and after a cyber crisis. 

The findings showed that senior managers need to be aware of their key role in developing cyber 

resilience in organisations. A conceptual framework was developed from the research results, outlining 

nine organisational factors and eight strategies to develop organisational cyber resilience across three 

management stages of cyber crisis (i.e., planning, detecting and recovery/ post-incident). Other findings 

from this research suggested that the type of organisational structure influences cyber resilience, as a 

non-bureaucratic decision-making approach at the time of a cyber crisis appears to improve cyber 

resilience. Limiting the number of principles-based cyber resilience policies was found to help 

organisations enhance their cyber resilience. A flexible approach to developing cyber resilience 

strategies was preferred by participants over the consistency approach. Engineering resilience thinking 

was found to be followed during cybersecurity incident management more than an ecological resilience 

approach. 
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This study advances understanding of organisational cyber resilience research, and contributes to 

practice by identifying implications for managers and policymakers to develop a cyber-resilient 

organisation. As the research findings were derived from two Australian cases studies and largely 

qualitative work, further research should evaluate the framework and findings developed from this study 

in other organisational environments. 
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 Introduction 
 

1.1 Introduction 

This chapter introduces the current research study. The background of the study is presented in Section 

1.2, while the reasons for undertaking this research are discussed in Section 1.3. The research questions 

of this study are introduced in Section 1.4. Section 1.5 reviews the research methodology before Section 

1.6 provides a brief overview of the study’s contribution. A review of the thesis structure appears in 

Section 1.7, while Section 1.8 presents the chapter’s conclusion. Figure 1.1 depicts the structure of this 

chapter diagrammatically. 

 

Figure 1.1: Diagrammatic structure of Chapter 1. 
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1.2 Study background 

During the twenty-first century, the internet has facilitated communication among people and 

organisations. Using internet networks, online communications occur in an environment called 

cyberspace. Cyberspace includes digital systems, hardware, software, networks, interconnecting 

infrastructure and interaction among internet users (Bodeau & Graubart 2011; Le & Hoang 2017). The 

business activities of organisations now rely on cyber systems, using advancements in information 

technology (IT) and telecommunication networks (Ahmad, Johnson & Storer 2015; Carías et al. 2019; 

Cavelty 2007; Setola, De Porcellinis & Sforna 2009). Despite the substantial benefits obtained from 

cyberspace for business, it poses a real risk to its users (Balan et al. 2017), since cybercriminals use 

cyberspace to damage interconnected systems and intercept information (Conklin & Kohnke 2018; Hult 

& Sivanesan 2014). A primary purpose of cyber attacks is to gain access to confidential information in 

organisations, as that information is a valuable organisational asset (Carías et al. 2019; Tran et al. 2016). 

 

Cyberthreats are now universal and affect all organisations around the world (Balan et al. 2017), because 

complex cybersecurity risks are generated by IT activities in organisations. Cybercriminals quickly 

adjust to changing environments and learn new ways to attack. The objectives of cyber attack include 

stealing money and individual identities and creating problems for distribution services (Ferdinand 

2015; Kleij & Leukfeldt 2019). Balan et al. (2017) indicated that 91 per cent of organisations in the 

United States (US) experienced financial loss due to cybercriminal activities. In 2017, according to 

results of interview responses from 254 companies in seven countries (i.e., Australia, France, Germany, 

Italy, Japan, the United Kingdom (UK) and the US, the average cost of cybercrime was US$11.7 million 

per organisation (Ponemon Institute and Accenture 2017a). The cost to the global economy associated 

with these cyberthreats was around US$400 billion, while the annual cost of cybercrime is billions of 

US dollars (Balan et al. 2017). 

 

As the number of cyberthreats grows, all information structures and organisational operations that rely 

on communication systems require the capability to withstand cyber crises (Bodeau & Graubart 2011; 

Maurer & Taylor 2019). Regardless of the existence of cyber risks, organisations need the capability to 

survive (Carayannis et al. 2019; Conklin & Kohnke 2018; Vanderhaegen 2017). However, achieving 

cybersecurity is complicated because information systems live in different physical, information, 

cognitive and social layers of an organisation (Linkov, Eisenberg, Bates et al. 2013; Linkov, Eisenberg, 

Plourde et al. 2013). Another complexity in achieving organisational cybersecurity is in integrating the 

diverse perspectives of different management groups and other employees. The evaluation of 

cyberthreats is also difficult, since security risks are found among different elements of an information 

system, including computer networks, hardware, software, third-party providers, electronic devices and 

user activities (Dimase et al. 2015). Because of the unpredictable nature of cybersecurity problems, 
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there is no comprehensive solution to protect organisations from cyber risks (Balakrishnan, Mishra & 

Bhatt 2018; Chen et al. 2019; Conklin & Kohnke 2018). 

 

Studies have indicated that strategic approaches taken in organisations to deal with these cyberthreats 

need to change. The traditional methods of cybersecurity and risk management are ineffective in 

unstable environments (Maurer & Taylor 2019; Roege et al. 2017) to overcome all cyber attacks 

(Dimase et al. 2015). Thus, organisations need a new approach to counter cyberthreats (Conklin & 

Kohnke 2018; Moura & Hutchison 2019) and prevent harm from cyber attack (Alsaleh 2018; Linkov 

& Kott 2018; Yano et al. 2015).  

 

Resilience is a new approach to cope with these problems. It has been argued that the current changeable 

environment requires resilience to be added to cybersecurity solutions (Kleij & Leukfeldt 2019; Le & 

Hoang 2017). Resilience is a system’s capability to continue working during adverse situations while 

maintaining the key characteristics sought (Balakrishnan, Mishra & Bhatt 2018; Duijnhoven et al. 2017; 

Stouffer, Falco & Scarfone 2011). In cyberspace, resilience seeks the capacity of a cyber system to 

perform effectively, regardless of hazards in the business environment (Balakrishnan, Mishra & Bhatt 

2018; Björck et al. 2015; Linkov, Eisenberg, Plourde et al. 2013). 

 

This research study focuses on cyber resilience development in organisations and examines the views 

of different management groups. The importance of this research will be discussed further in the 

following section. 

 

1.3 Importance of the study 

As discussed in the previous section, all organisations are engaged in dealing with cybersecurity risks. 

An example of a recent cyber attack is the November 2018 data breach at the Australian National 

University, where cyber hackers gained access to 19 years of staff and student data. The new approach, 

resilience, has been proposed to deal with cyber crisis (Vugrin & Turgeon 2013) for which there has 

been fervent interest recently, particularly in the US. For instance, in practitioner work, Symantec and 

the World Economic Forum regarded resilience solutions as fundamental for cybersecurity decision-

making. Other studies, including academic research, suggested that an organisation’s entire security, 

adaptability and consistency cannot be maintained only by cybersecurity techniques (Balakrishnan, 

Mishra & Bhatt 2018; Christou 2016; Roege et al. 2017). Kaufmann (2015) viewed the internet and 

cyberspace as an ecosystem, arguing that the resilience concept should be included to help address the 

interconnected nature of ecosystems (Conklin & Kohnke 2018; Vanderhaegen 2017). Other researchers 

indicated that cyber resilience approaches need to be prioritised instead of cybersecurity approaches in 

internet studies (Bodeau & Graubart 2011; Hills 2016; Vugrin & Turgeon 2013; Wilding 2016; World 
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Economic Forum 2016). It has been claimed that cyber-resilient organisations are in a better situation 

to keep their clients safe and provide more reliable services (Carayannis et al. 2019; Kleij & Leukfeldt 

2019; Rogers, Apeh & Richardson 2016). Consequently, cyber resilience guidelines are necessary to 

mitigate business risks for the current changeable environment (Roege et al. 2017), and cyber resilience 

has become an important aspect of cybersecurity research (Balakrishnan, Mishra & Bhatt 2018; 

Kaufmann 2015) for organisational survival. 

 

Establishing cyber resilience procedures in organisations is an essential aim of business communities 

(Ferdinand 2015). However, while there has been increasing interest in the cyber resilience concept, the 

literature is not well organised or developed (Ferdinand 2015; Giampiero & Pescaroli 2019; Huang & 

Pearlson 2019; Jansen 2009; Kott et al. 2018). Other cyber areas are better developed, including 

cybersecurity and cyber risk management (Chen et al. 2019; Kott et al. 2018), which primarily assesses 

uncomplicated cyberthreats and by itself is not practical to deal with today’s uncertain business 

environment (Balakrishnan, Mishra & Bhatt 2018; Chen et al. 2019; Jansen 2009). Complex 

cyberthreats need to be considered in a cyber resilience context. The cybersecurity field looks for 

stability in cyberspace, but in a complex environment, there is no guarantee that an organisation can 

minimise cyberthreats and remain stable when dealing with security risks (Chandler 2014; Kaufmann 

2015). Cyber resilience academics instead consider instability as a dominant characteristic of 

cyberspace (Chandler 2014; Evans & Reid 2014; Kaufmann 2015; Maurer & Taylor 2019). Despite the 

recognition of cyber resilience, only limited practical methods and no comprehensive advice have been 

proposed to enable organisations to strengthen their cyber resilience (Ford 2012; Kott et al. 2018). 

Limited practical methods in the cyber resilience literature decrease the likelihood of effective 

cooperation among different organisations to develop and implement cyber resilience (Ferdinand 2015). 

 

The limited academic studies into cyber resilience have overwhelmingly considered only technical 

aspects. During the early years of cyber research, the emphasis of most academic work was on the 

technological aspects of information security (Aoyama et al. 2015; Fernández-Medina et al. 2006; 

Giampiero & Pescaroli 2019; Huang & Pearlson 2019). In the decades since 2000, researchers have 

realised that the cyber area cannot entirely rely on technological elements. Instead, it is influenced by 

people and process, in addition to technology (Giampiero & Pescaroli 2019; Hamill, Deckro & Kloeber 

Jr 2005). To illustrate, the Ponemon Institute and Accenture (2011) reported a loss of a million US 

dollars because of staff members’ carelessness in using the internet, while human error accounted for 

95 per cent of all cybersecurity damage. Similar studies revealed that the greatest risks to information 

systems in organisations arise from non-technological elements and human resources (Arce 2003; Dor 

& Elovici 2016; Giampiero & Pescaroli 2019; Kirlappos, Parkin & Sasse 2015; Mishra & Dhillon 2006; 

Mittu & Lawless 2015; Yilmaz & Yalman 2016). Little research has investigated the organisational 

factors and strategies of cyber resilience for organisations when dealing with cyber crisis. 
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Organisational factors refer to characteristics of an organisation, including organisational structure, 

policies, decision-making processes, managerial influence, employee knowledge and cultural issues 

(Goodman & Haisley 2007). Additionally, strategies guide the high-level decision-making procedures 

in an organisation (González, González & Preciado 2013) to achieve cyber resilience. Thus, appropriate 

factors and strategies are needed in organisations to assist them to strengthen cyber resilience. 

 

While the importance of having appropriate technological facilities should not be disregarded, similar 

attention needs to be given to the non-technological aspect of cyber resilience (Carías et al. 2019; 

Gyunka & Christiana 2017). The limited studies available on organisational and non-technical aspects 

of cyber resilience leave a significant void in the literature that restricts meaningful guidance to 

business. This current study aims to address the lack of academic research into organisational aspects 

of cyber resilience, to guide organisations and their managers, by answering three main research 

questions. The research questions of this study are introduced next. 

 

1.4 Research questions 

As stated, limited research into cyber resilience (Ferdinand 2015; Jansen 2009) provides motivation for 

this study to examine the organisational aspects of cyber resilience. The purpose of this study is to 

investigate characteristics of organisational cyber resilience that affect organisations. The thesis 

research scope is limited to cyber resilience in large organisations with complex environments and 

excludes cybersecurity and risk assessment research. Consequently, this study is related to and 

contributes to the literature by answering three main research questions: 

 

1) What are the organisational factors that contribute to cyber resilience? 

2) How can the organisational factors that contribute to cyber resilience be prioritised? 

3) Which strategies should be adopted by organisations when engaging in cyber resilience? 

 

To address these research questions, this study employed a case study methodology, which will be 

explained in the next section. 

 

1.5 Research method 

This study investigates the organisational factors and strategies that contribute to cyber resilience in 

large organisations, using a case study approach. The case study method is appropriate for the purpose 

of this study, as it provides an organisational setting that allows detailed knowledge to be gathered about 

a topic (Berg 2004; Merriam 2009). Two Australian universities were selected as case study settings, 
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as they offer large and complex business environments that are favoured by cyber attackers. While 

universities store sensitive information in their databases, the maintenance of control over their open 

environment for students and staff is challenging. 

 

The two universities selected as case studies were different in character, including their adoption of 

cyber resilience strategies, their size, number of administrative and academic staff, total enrolment and 

geographical location. While four data sources were used for the case studies, the semi-structured 

interview technique was employed as the primary data collection method. The interview data were 

supplemented by secondary data to enable triangulation. The three secondary data sources used were 

documents, cybersecurity protection tools, data logs and cybersecurity incident management 

procedures. The latter two resources were only available from one of the case studies. 

 

A total of 39 interviews were conducted in this study. Eight interviews with business managers were 

carried out in total from the two universities. Thirty-one other staff with responsibilities for 

cybersecurity and/or cyber resilience were also interviewed. The latter study interviewees came from 

three levels of the university IT departments (i.e., senior managers, middle managers and operational 

staff). The contribution of this research is discussed in the next section. 

 

1.6 Contribution of the study 

This study assists in addressing the lack of research into organisational cyber resilience by investigating 

organisational aspects of cyber resilience for management. It provides guidance on the most important 

organisational factors to manage and strengthen cyber resilience and investigates strategies to build 

cyber resilience. The results of this study contribute to both theory and practice; from the academic 

viewpoint, this research contributes to the current understanding of organisational cyber resilience 

research. The study develops a framework for organisational cyber resilience to guide managers in their 

decision-making when developing a cyber-resilient organisation. The study also assists in substantiating 

the need to shift the focus of scholars from cybersecurity to cyber resilience research.  

 

This investigation also provides practical implications for large organisations to increase cyber 

resilience, based on the views of interviewees with some triangulation from other data sources. The 

results from this study are designed to assist organisations to deal with complex cyberthreats in a way 

that is not considered in traditional cyber risk management programs. By applying the strategies 

identified in this research, managers, policymakers and IT employees will be better placed to develop 

a more cyber-resilient organisation. The next section reviews the structure of this thesis. 
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1.7 Structure of the thesis 

This thesis consists of nine chapters as explained below. 

 

Chapter 1 (Introduction): An overview of the background and value of this study is presented in this 

chapter. The research questions and the study’s research methodology are introduced. A brief overview 

of the contribution of this study is also provided in this chapter. 

 

Chapter 2 (Literature review—resilience and organisational resilience concepts): As the focus of 

this study is on investigating the organisational aspects of cyber resilience, it is first necessary to review 

the concepts to be used and then examine prior research on organisational cyber resilience. Therefore, 

the literature review for this study is presented across two chapters. In Chapter 2, resilience and 

organisational resilience is examined, with the definition of resilience used in this thesis presented and 

differences between resilience and risk management introduced. The two main approaches taken to 

resilience, engineering and ecological resilience, are then reviewed before the broader organisational 

resilience literature is examined with a review of the characteristics of a resilient organisation. The 

chapter continues by introducing the models and frameworks that are available in the organisational 

resilience literature. 

 

Chapter 3 (Literature review—cyber resilience concepts): This chapter reviews the current literature 

on organisational cyber resilience. To do so, the organisational challenges in cyberspace are first 

reviewed with an expanded explanation of the differences between cybersecurity and cyber resilience. 

The meaning of cyber resilience is then examined, and the limited relevant frameworks and models of 

organisational cyber resilience are reviewed. The chapter then examines the organisational factors and 

strategies designed to strengthen the cyber resilience of organisations as identified from the literature. 

The chapter concludes by providing the study’s research questions and a discussion towards the study’s 

theoretical foundations. 

 

Chapter 4 (Methodology): This chapter reviews the research’s methodological aspects and research 

design. The chapter introduces and justifies the two case studies used for the study’s data collection. 

Sampling issues, data collection techniques and the primary and secondary sources of data are 

discussed, as well as other validity and reliability issues. An explanation is provided on the data analysis 

method. The case study participant groups are then introduced, namely the business managerial group 

and the IT group, with the latter having subgroups of senior managers, middle managers and operational 

staff. The chapter then considers ethical considerations of the research study. 
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Chapter 5 (Case Study One—analysis, results and discussion): This chapter analyses, presents and 

discusses the results of the university from Case Study One (C1U). The primary (interview) data 

collected from this case study are investigated and then the secondary data sources are analysed and 

discussed. Parallels and discrepancies between the primary and secondary data findings are also 

examined. 

 

Chapter 6 (Case Study Two—analysis, results and discussion): This chapter analyses, presents and 

discusses the results of the university from Case Study Two (C2U). Both primary (interview) and 

secondary sources of data are analysed and discussed. Parallels and discrepancies between the primary 

and secondary data findings are also presented. 

 

Chapter 7 (Cross-case and within-case comparisons—analysis, results and discussion): Three 

cross-comparison analyses of groups participating in this study are conducted and reported in this 

chapter. In the first cross-comparison analysis, C1U and C2U are compared to understand how each 

organisation investigates organisational factors and strategies of cyber resilience. The second cross-

comparison analysis compares IT managerial levels and IT employee levels from the organisations to 

examine different views of each group on the organisational factors and strategies for cyber resilience 

based on two analyses, merged case data and separate data. The first analysis uses merged data from 

all business and IT managerial levels and IT employee levels, while in the second data analysis, the IT 

manager and IT employee groups for each case study are compared separately. In the third cross-

comparison, the differences between business managers and IT senior managers from the case studies 

are investigated using the two merged and separate data analyses. 

 

Chapter 8 (Addressing the research questions): This chapter integrates all data collected from the 

two case studies to answer the study’s three research questions. The theoretical implications from the 

findings of this study are examined, including by reference to an existing framework, the Cyber 

Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013). A new conceptual model is then developed 

from the study’s results that includes strategies and factors to strengthen cyber resilience and when 

organisations need to focus on them. 

 

Chapter 9 (Conclusion): This chapter concludes the research study and collates its key findings. The 

contribution of the study to both theory and practice is examined. A discussion of the study’s limitations 

follows before suggestions are provided for future researchers. 
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1.8 Conclusion 

This chapter provided an introduction to this thesis. The background of the study was discussed, 

together with the significance of this research. A brief overview of the research methodology and the 

contribution of the research were presented. The structure of the thesis was also presented. Chapter 2, 

the first of two chapters containing the literature review, follows and will introduce resilience and 

organisational resilience concepts. 
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 Resilience and organisational resilience 
 

2.1 Introduction 

A literature review of resilience and organisational resilience is presented in this chapter. An 

understanding of organisational resilience will guide managers towards better decision-making for 

adverse cyber events. Section 2.2 introduces the resilience concept, and Section 2.2.1 explores the 

differences between resilience and risk management. Section 2.3 focuses on two broad resilience 

approaches, engineering and ecological resilience, before organisational resilience is reviewed in 

Section 2.4. The chapter is concluded in Section 2.5. Figure 2.1 illustrates the structure of this chapter. 

  

Figure 2.1: Diagrammatic structure of Chapter 2. 
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2.2 Resilience 

Organisations face diverse risks that challenge their capacity to meet their clients’ needs (Burnard & 

Bhamra 2011). These challenges must be tackled effectively to achieve the potential economic and 

social benefits of organisations (Lee, Vargo & Seville 2013). Academics and practitioners consider that 

resilience helps organisations deal with challenges, unpredictable situations and adverse events. 

Organisations need to enhance their knowledge of the resilience concept (Burnard & Bhamra 2011); 

however, despite the importance of resilience for the current organisational environment, its meaning 

is not easy to understand (Burnard & Bhamra 2011). Resilience has been used in different ways within 

multiple disciplines, and studies have applied it in multiple ways (Kendra & Wachtendorf 2001). 

Therefore, the concept is now explained. 

 

Resilience owes its origin to the Latin word ‘resilire’, meaning to jump back. Psychologists first used 

the term resilience in the nineteenth century (Fletcher & Sarkar 2013; Runswick‐Cole & Goodley 2013). 

It was examined further in Holling’s (1973) studies when resilience was defined as a system’s 

persistence to absorb changes while maintaining the main functionality during adverse situations. More 

recently, many other disciplines have studied the resilience concept (Erol, Sauser & Mansouri 2010; 

Klein, Nicholls & Thomalla 2003; Longstaff 2005), including in organisational behaviour, risk 

assessment, disaster management (Duijnhoven et al. 2017), sociology, psychology, material studies, 

computing (Bonanno 2004; Carpenter et al. 2001; Folke et al. 2002; Holling 1973; Mallak 1999), 

architecture and climate change (Timmerman 1981). 

 

The definition of resilience in disciplines and fields varies based on its application. For example, 

psychology researchers identified resilience as the positive capability of people to survive in adverse 

circumstances (Windle 2011), whereas material studies researchers viewed resilience as arising from 

the physical characteristic of materials to return to an initial state after a transformation (Hollnagel, 

Woods & Leveson 2006). Computer research considered resilience as the capacity of software and 

hardware services to continue in unreliable and risky situations (Erol, Sauser & Mansouri 2010; 

Hollnagel, Woods & Leveson 2006). In contrast, climate resilience scientists sought resilience solutions 

to adapt to climate change (Duijnhoven et al. 2017). In systems studies, the meaning of resilience refers 

to a system’s capability to continue performing in unpredictable situations while still maintaining its 

functionality (Haimes 2009; Haimes, Crowther & Horowitz 2008; Kissel 2011). In studies of 

organisations, resilience is the capacity to adjust to and modify risks and threats (Burnard & Bhamra 

2011).  

 

The aim of organisational resilience is to continue working through adverse situations while 

maintaining the key characteristics sought, with a focus on achieving the organisational vision 
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(Duijnhoven et al. 2017; Stouffer, Falco & Scarfone 2011). As this study will be conducted in 

organisational environments, a more detailed examination of organisational resilience will be provided 

in Section 2.5. 

 

Even though different disciplines explain resilience in varying ways, a common assumption of the 

literature is that resilience can be considered a response to unpredictable circumstances (Carpenter et 

al. 2001; Sikula et al. 2015). Resilience has been defined as the main enabler to cope with, adapt to and 

recover from disturbance (Abramson et al. 2015; Béné et al. 2014; Birkmann et al. 2013; Lei et al. 2014; 

Paton & Johnston 2017). Being resilient means an organisation or system is able to resume a normal 

state after interruptions, or has the ability to adapt to the unstable conditions (Ibanez et al. 2016; Van 

der Vegt et al. 2015). Since the concept of resilience is central to this research, the characteristics of 

resilience will be examined further. Resilience characteristics as identified from the academic literature 

are presented in Table 2.1. 
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2.3 Two main approaches of resilience 

Resilience may be applied in two diverse directions—engineering and ecological—each of which can 

result in a different approach being taken by organisations to deal with unstable situations. Engineering 

resilience is a more traditional approach when compared to ecological resilience (Holling 1996). The 

two approaches have their origin in the concept of equilibrium, which refers to the state of things being 

in balance (Haak 2000). A system in equilibrium remains within preferred values (DeAngelis et al. 

1985). Stemming from the meaning of equilibrium, some researchers believe that the equilibrium state 

of a system is based on a steady state in which each system has a single equilibrium (Holling 1996). 

Others suggest that every system can easily demonstrate different acceptable states with multiple 

equilibria (Holling 1996). Using this perspective, engineering resilience has one steady state, while 

ecological resilience has multiple states. 

 

There has been limited research studies that have investigated whether engineering or ecological 

resilience thinking dominates in the organisational cyber resilience context. However, each resilience 

approach is likely to lead to different strategic decisions in organisations when dealing with 

cybersecurity. For example, engineering resilience can encourage fast recovery to an original position 

after cyber incidents, whereas ecological resilience favours change adjustments with limited attention 

to fast recovery during cyber crisis. Understanding the approach that is taken by an organisation during 

cyber crisis is helpful to develop the most appropriate cyber resilience strategy. As the present study 

seeks to identify the type of resilience thinking that is preferable in organisational cyber resilience, it is 

necessary to explore these two main resilience directions more closely. Each resilience approach is 

discussed in the following sections. 

 

2.3.1 Engineering resilience 

Supporters of the engineering resilience approach believe that every system should be capable of 

returning to its original shape after a shock (Grimm & Wissel 1997; Holling 1996; Larkin et al. 2015; 

Pimm 1991). According to this view, resilience is related to the time taken for an organisation or system 

to return back to a steady state after disruption (Ives 1995; Mittelbach et al. 1995; Neubert & Caswell 

1997). Return time can be a measure of system equilibrium (Holling 1973, 1996; Ludwig, Walker & 

Holling 1997) and has been considered an evaluation tool to control and achieve optimal solutions. 

 

Engineering resilience is usually applied in physics, control system design and material science studies 

(Gunderson 2000), but has been employed by some researchers in an organisational context as well. 

For instance, in Dimase et al. (2015), the system engineering perspective was integrated with the 

physical aspects of a system, and a cyber-physical systems security structure was proposed. Sikula et 
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al. (2015) used a similar resilience approach in which the socio-ecological system resilience of military 

installations applied an engineering view. The Cyber Resiliency Engineering Framework by Bodeau 

and Graubart (2011) is another application of the engineering approach adoption. 

 

2.3.2 Ecological resilience 

As previously stated, some researchers believe that resilience is not limited to one equilibrium state of 

a system. They argue that a system can appear in more than one shape because it is characterised by 

highly dynamic behaviour (Holling 1973; Sikula et al. 2015). This viewpoint supports the meaning of 

ecological resilience that is explained by the amount of change that a system can absorb (Holling 1973; 

Ludwig, Walker & Holling 1997). An example of use of this perspective in an organisational 

environment is reported in Sikula et al. (2015), who proposed a Military Installation Resilience 

Assessment framework that is inspired by the ecological resilience approach (Sikula et al. 2015). The 

differences between these two approaches are discussed in the following section. 

 

2.3.3 Differences between engineering and ecological resilience 

In engineering resilience, a fast recovery is important to reduce the average time needed to deal with 

disturbance (Sikula et al. 2015) and is connected to the physical aspects of a system (Holling 1996; 

Walker et al. 2004). In contrast, ecological resilience seeks more than a fast recovery and implies the 

system’s ability to adjust to a new situation while maintaining the same functionality. Accordingly, 

while adaptation and adjustment are fundamentals of ecological resilience, these two characteristics are 

not highlighted in engineering thinking (Berkes, Colding & Folke 2008; Folke 2006; Smit & Wandel 

2006). Ecological resilience focuses on learning from the crisis, while engineering resilience focuses 

on stability (Carpenter et al. 2001; Sikula et al. 2015). The main differences between these two 

approaches, and studies associated with each, are presented in Table 2.3. 
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current study; the main objective is to examine the organisational contributors to cyber resilience. As 

this study is undertaken in an organisational context, it is first necessary to examine the meaning of 

resiliency in organisations without being limited to the cyber area, and before reviewing the cyber 

resilience literature. Accordingly, the next section reviews the resilience literature in an organisational 

context. 

 

2.4 Resilience in an organisational context 

Being resilient brings a broad range of benefits to organisations (Burnard & Bhamra 2011; Dalziell & 

McManus 2004; McManus et al. 2008; Somers 2009). However, the meaning of organisational 

resilience lacks clarity, as is demonstrated by the following example. In some studies, organisational 

resilience is regarded as emergency management, even though the two concepts are significantly 

different (McManus et al. 2008). Therefore, it is first necessary to develop a clear understanding of the 

meaning of organisational resilience. 

 

One of the first references to organisational resilience was provided by Holling (1973). He suggested 

that organisational resilience refers to the ability to reduce threats in a business environment (Coiera 

2007; Millett 1998). Other researchers then started to define the concept of organisational resilience. 

For instance, Vogus and Sutcliffe (2007) believed that organisational resilience is a process of adapting 

to change to demonstrate positive results (Linkov, Eisenberg, Plourde et al. 2013). Behavioural, 

managerial and procedural characteristics of organisational resilience are observed as helpful to build a 

resilient organisation (Mallak 1999; Patterson et al. 2007; Vogus & Sutcliffe 2007). Therefore, a review 

of the characteristics of a resilient organisation will provide a broad view of what a resilient organisation 

looks like, while also pointing to which organisational elements contribute to developing resilience in 

an organisation. The characteristics are now discussed. 

 

2.4.1 Characteristics of a resilient organisation 

A group of studies refers to the operational activities of an organisation as enablers to develop a resilient 

organisation and help employees overcome a crisis (Lee, Vargo & Seville 2013). The operational 

activities that strengthen organisational resilience are referred to as operational resilience. Operational 

resilience has been explained as the capacity of an organisation to provide clients with comprehensive 

services (Allen & Davis 2010). The operational characteristic of organisational resilience is also 

relevant to the continuity of operations planning, in which organisations with a more comprehensive 

continuity of operations planning are able to strengthen resilience (Somers 2009). The average transition 

time taken to respond to unpredictable situations has been suggested by Amalberti (2006) as a standard 

measure to evaluate the resilience of any organisation. Another operational approach to organisational 
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resilience is to follow the best practices and standards in the relevant area that assist organisations to 

achieve the resilience objectives (Somers 2009; Thebeau II et al. 2014). Building redundancy of systems 

and services (Hu, Li & Holloway 2008) and seeking external agencies to evaluate the sufficiency of 

services and procedures through achieving relevant organisational accreditation (Somers 2009) are 

other contributors to organisational resilience. Another operational characteristic of a resilient 

organisation is increasing the adaptive capability (Erol, Sauser & Mansouri 2010; Gallopín 2006), 

which refers to the capacity to adjust to changes in the business environment and learn from past events 

(Patterson et al. 2007). Adaptive capability has received attention in studies that applied the high 

reliability organisation theory (Bierly & Spender 1995; Bourrier 2011) and normal accident theory 

(Perrow 2011). In the latter studies, organisational resilience not only includes adaptive capability but 

also situational awareness and the ability to manage keystone vulnerabilities in complex situations 

(Seville et al. 2008). 

 

While many researchers view operational procedures as important contributors to organisational 

resilience, additional studies discuss the significance of other behavioural and organisational elements 

in developing organisational resilience. For instance, Lee, Vargo and Seville (2013) believed that 

leaders play the most central role in creating a resilient culture in an organisation. However, it has been 

argued that culture cannot be developed by leaders alone (Van Gorder 2013). Other organisational 

members also foster a resilient culture by sharing their professional experience with their colleagues 

(Powell 2013). As employees are able to influence organisational resilience through multitasking 

characteristics and goal-directed solution-seeking skills (Mallak 1998), organisations seek to hire staff 

members who have a passion for their job (Kavanagh 2011). Training programs that help employees to 

understand the meaning of resilience can also be useful (Kavanagh 2011). Decentralised organisations 

have greater potential to be resilient, because hierarchical and bureaucratic organisations with a high 

degree of official procedures stifle creativity among staff members. Conversely, non-bureaucratic 

structures encourage flexibility and hasten organisational reactions in unstable situations (Somers 

2009). The operational, behavioural and organisational characteristics of a resilient organisation 

identified in research studies have been collated in Table 2.4. 
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 cognitive—using information and physical domains for decision-making 

 social—making relationships and interactions between organisational members (Linkov, 

Eisenberg, Bates et al. 2013). 

 

The view of resilience presented by Linkov, Eisenberg, Bates et al. (2013) covers the activities during 

an event management cycle together with all four domains of an organisation. Although some of the 

steps of event management applied by Linkov, Eisenberg, Bates et al. (2013) are used in other studies 

(e.g., the planning and adaptation stages used by Burnard, Bhamra and Tsinopoulos (2018)), the 

approach adopted by Linkov, Eisenberg, Bates et al. (2013) is different to that of other resilience 

researchers. Other resilience models usually devote attention to only one or two organisational domains. 

For example, Sahebjamnia, Torabi and Mansouri (2015) examined the recovery stage while ignoring 

the interconnections between the domains of an organisation (Linkov, Eisenberg, Bates et al. 2013). 

However, Linkov, Eisenberg, Bates et al.’s (2013) resilience model considers four activities of event 

management across all organisational domains so that each organisational domain receives similar 

attention when handling a vulnerable situation and none of them is underestimated. Linkov, Eisenberg, 

Bates et al.’s (2013) Matrix is shown in Figure 2.2. 
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While the BSI/Cranfield study suggested that organisations need to follow both approaches, other 

researchers, including Weick (2001) argued that flexibility is more helpful than rigidity for responding 

to threats (Weick 2001). As stated earlier, the focus of the current study is on organisational cyber 

resilience. No known research has investigated organisational preference for flexible or consistent 

approaches in cyber resilience strategies. Since an understanding of how a dominance of one or other 

of the approaches is expected to assist organisations to guide their decision-making for cyber incidents, 

this study will examine the adopted approach in the organisational cyber resilience environment. 

 

This chapter has so far examined current relevant knowledge of resilience in an organisational context 

and reviewed relevant frameworks. However, as mentioned earlier, use of best practices and standards 

are recommended in several studies as contributing to organisational resilience (Somers 2009; Thebeau 

II et al. 2014). Therefore, a review of organisational resilience standards is presented next. 

 

2.4.2 Organisational resilience standards 

The ASIS SPC 1-2009 standard is an organisational resilience standard developed by the American 

National Standards Institute (2009). The ASIS sets out the resilience requirements for organisations in 

a flow chart diagram that aims to develop an organisational resilience management system. The flow 

chart appears in Figure 2.3. 
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Figure 2.3: Organisational resilience management system flow diagram developed by the American 
National Standards Institute (2009). 

 

While the ASIS SPC focuses on organisational resilience requirements, BS 65000: 2014 is a British 

standard that provides guidance on the foundations of a resilient organisation. This latter standard 

suggests that resilience needs to consider all business aspects while examining external organisational 

networks (BSI 2014). Many of the organisational resilience elements discussed by researchers and 

referred to in Section 2.4.1 (Characteristics of a resilient organisation) received attention from the BS 

65000 standard, including the importance of communication among employees, developing a cyber 
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organisations of following these standards to develop their level of organisational resilience (Somers 

2009; Thebeau II et al. 2014). 

 

2.5 Conclusion 

This chapter has reviewed the broader resilience and organisational resilience concepts, and has collated 

and reviewed characteristics of organisational resilience identified from the literature. In addition, the 

two engineering and ecological resilience approaches were introduced, along with flexibility and 

consistency resilience thinking. A discussion of some primary frameworks, studies and standards to 

develop organisational resilience was also provided. Two studies are particularly relevant for this 

research—flexibility and consistency resilience thinking argued by Denyer (2017) and the Resilience 

Matrix by Linkov, Eisenberg, Bates et al. (2013). As stated, the scope of this study is limited to 

organisational aspects of cyber resilience. The next chapter reviews this narrower concept. 
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 Cyber resilience 
 

3.1 Introduction 

This chapter reviews the current literature on organisational cyber resilience. Section 3.2 explains 

organisational challenges in cyberspace. Section 3.3 examines the differences between cybersecurity 

and cyber resilience, while Section 3.4 investigates the meaning of cyber resilience. In Section 3.5, 

relevant frameworks and models of organisational cyber resilience are reviewed along with the 

organisational factors and strategies identified in the literature as strengthening the cyber resilience of 

organisations. As cyber resilience and cybersecurity are complementary fields and the two areas are 

sometimes confused, a brief illustrative discussion of the organisational cybersecurity literature is 

presented in Section 3.6. Sections 3.7 and 3.8 set out this study’s research questions and its theoretical 

foundation, while the conclusion is presented in Section 3.9. Figure 3.1 depicts the structure of this 

chapter diagrammatically. 
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Figure 3.1: Diagrammatic structure of Chapter 3. 

 

3.2 Organisations in cyberspace 

Almost all organisations now use IT and the internet for their daily activities. As many potential 

cyberthreats exist in the internet and cyberspace (Williams & Manheke 2010), the strong relationship 
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between organisational procedures and information systems has led to cyber vulnerabilities (Caralli et 

al. 2010; Hult & Sivanesan 2014). Organisations need to consider appropriate factors and strategies in 

their decision-making process to handle cybersecurity problems (Carías et al. 2019; Trim, Jones & Brear 

2009). This research seeks to identify organisational factors and strategies that influence organisations 

when they deal with cyber crises. However, before commencing the literature review, an explanation 

about the two terms, organisational factors and strategies, is necessary since they are keywords in this 

research. 

 

This study uses the term organisational factor to refer to a range of features and characteristics of an 

organisation that influence the workplace, including organisational structure, policies, social 

relationships and communication, decision-making process, employees’ knowledge and skills, cultural 

issues and other elements (Goodman & Haisley 2007). However, the strategies of an organisation are 

the patterns of decision-making from which business goals and objectives are determined, and the 

policies that are developed to achieve those goals (Andrews 1999; Chandler 1962). Additionally, cyber 

strategies direct organisations to select suitable measures to deal with cyber crisis. Cybersecurity 

strategies can also coordinate other organisational measures and elements to fulfil an organisation’s 

security aim during adverse events (Park & Ruighaver 2008) and protect organisations against cyber 

attack in a cost-effective way (González, González & Preciado 2013). A relationship exists between 

strategies and organisational factors (e.g., strategies and culture (May 2003), strategies and policies 

(Doherty & Fulford 2006) and strategies and the management perspective (Park & Ruighaver 2008)). 

Therefore, strategies and organisational factors in a cyber environment are not independent concepts. 

Instead, the interconnection between them, as observed in the strategies’ role in enhancing the effective 

use of organisational elements (Park & Ruighaver 2008), resource allocation and external relationships 

of an organisation (Andrews 1999; Carías et al. 2019; Chandler 1962) contributes to the success of an 

organisation. 

 

Appropriate organisational factors and strategies need to be considered to assist organisations in their 

international trade and efficient customer services, because cybercriminals have become a major risk to 

business environments (Carías et al. 2019; Williams & Manheke 2010). For example, according to the 

Ponemon Institute and Accenture (2017a), based on 254 responses from Australia, France, Germany, 

Italy, Japan, the UK and the US, the average cost of a cybersecurity malware attack for a company is 

US$2.4 million. Data from an international study indicates that the average cost for a lost record per 

individual is US$141, which will vary based on the country (Ponemon Institute and Accenture (2017b). 

Organisational concern about cyber attacks has increased as information security incidents have grown 

(Identity Theft Resource Center 2015; Kleij & Leukfeldt 2019; McAfee 2014). It has been predicted 

that the cost of cybersecurity attacks worldwide will reach US$6 trillion per year by 2021, a 

considerable increase on US$3 trillion in 2015 (Cybersecurity Ventures 2017). Complex and 
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unpredictable cyber incidents have a negative effect on the management of organisations (Ponemon 

Institute and Accenture 2017a). Many best practice standards and principles exist to reduce threats and 

improve cybersecurity, including the ISO/IEC 2000 series and National Institute of Standards and 

Technology (NIST; Vugrin & Turgeon 2013). However, cybersecurity guidelines are insufficient to 

resolve these problems (Balakrishnan, Mishra & Bhatt 2018; Hult & Sivanesan 2014; Yano et al. 2015). 

Organisational factors and strategies for the cyber resilience of organisations need to be designed to 

help organisations overcome cybersecurity threats (Maurer & Taylor 2019; Tisdale 2016; Yano et al. 

2015). 

 

The discipline of cyber resilience has emerged in recent years (Bindiya 2016; Carayannis et al. 2019; 

Kleij & Leukfeldt 2019; Vugrin & Turgeon 2013), as cyber scholars recognised that cybersecurity 

programs without resilience cannot minimise cyber dangers (Bindiya 2016; Kleij & Leukfeldt 2019). 

However, despite the growing importance of cyber resilience, more effort has been devoted to 

examining cybersecurity rather than cyber resilience issues (Hult & Sivanesan 2014) so that the number 

of cyber resilience studies is limited when compared to those on cybersecurity (Chen et al. 2019; Kott 

et al. 2018). One reason for the discrepancy is that some researchers presume that cybersecurity and 

cyber resilience have the same meaning (Linkov & Kott 2018; Nicholas 2016). Although the two 

disciplines are complementary and share similarities in technical assumptions, they are not the same 

(Nicholas 2016). 

 

The focus of the present study is on cyber resilience. As the two terms are used interchangeably by 

some studies, it is important to first distinguish between cyber resilience and cybersecurity before 

justifying the cyber resilience focus of this study. The next section examines this issue. 

 

3.3 Cybersecurity versus cyber resilience 

Cybersecurity is the state in which a system is secured (Whitman & Mattord 2019). Researchers view 

cybersecurity as the procedures that protect software and hardware systems (Craigen, Diakun-Thibault 

& Purse 2014). Cybersecurity has been defined as a set of policies, strategies and programs to defend 

cyber systems against cyber attackers (Craigen, Diakun-Thibault & Purse 2014), and imposes rules to 

restrict data access, minimise information risk (Antikainen 2014) and protect cyber systems from threats 

(Roege et al. 2017). The concept has its origin in the traditional assurance mission and risk management 

that emphasises restricted access control. However, as has been stated, in the current unstable business 

environment it is not possible to prevent all types of cyber attack (Balakrishnan, Mishra & Bhatt 2018; 

Chen et al. 2019) and ensure the safety of all access points to an organisation. 
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Economic Forum 2012; Yano et al. 2015). A similar view was noted by other researchers when they 

characterised a cyber-resilient system as including planning, support and adaptation to change (Heeks 

& Ospina 2018; Yano et al. 2015), to prepare systems and organisations for cybersecurity risks (Linkov 

& Kott 2018; Roege et al. 2017). 

 

Some researchers believe that cyber resilience strategy is based on the system’s ability to return to its 

original state after an adverse event (Bhamra, Dani & Burnard 2011; Williams & Manheke 2010). Such 

a system can still continue to fulfil essential functions even with reduced performance (Rogers, Apeh 

& Richardson 2016; Tiirmaa-Klaar 2016) because, as stated earlier, cyber resilience researchers accept 

some failure in a cyber system. From their perspective, cyber resilience is a continuous communication 

between an adverse event and a system reaction (Chandler 2014; Evans & Reid 2014; Kaufmann 2015). 

Therefore, a cyber-resilient system not only focuses on providing protection against cybercrimes 

(Roege et al. 2017), but also considers the threat response before, during and after the incident (Roege 

et al. 2017; Rogers, Apeh & Richardson 2016). 

 

Another characteristic of cyber resilience is that it is multidisciplinary (Chang 2016; Dor & Elovici 

2016; Tisdale 2016; Wood 2004) and includes the technical, personal, organisational and procedural 

elements of a system (Linkov & Kott 2018). According to Petersen (2018) and Moorthy et al. (2005), 

technical issues refer to the technological development of an object, while organisational issues cover 

broader elements, including managerial and cultural issues, interpersonal relationships among 

employees, decision-making processes, problem-solving methods, team working procedures and other 

areas. In a successful cyber-resilient organisation, all technical, organisational, procedural and human 

issues need consideration to adapt to the changing environment and recover from cyber attacks (Carías 

et al. 2019; Tisdale 2016). Management support, people, process and technology were also identified 

as four success factors in cyber resilience implementation (Balakrishnan, Mishra & Bhatt 2018). 

Further, the results of 10 years’ research demonstrated that the majority of cyber incidents occurred due 

to human errors rather than technical problems (Giampiero & Pescaroli 2019; Stolfo et al. 2008). The 

previous claim was confirmed in other research that 90 per cent of the failure in cyber systems arose 

from organisational and behavioural elements, while only 10 per cent of problems were caused by 

technical issues (Dor & Elovici 2016). A recent relevant study investigated two extreme case scenarios, 

in which the company in the first scenario only invested in technological improvement of cyber 

resilience, whereas in the second one scenario, the organisation focused on cyber resilience training. 

The investment only on technical elements of cybersecurity led to a short-term cyber resilience 

improvement, while the cyber resilience training contributed to long-term enhancement in cyber 

resilience (Carias et al. 2018). 
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Although the importance of behavioural and non-technical issues in business information systems has 

been identified in multiple publications (Anderson & Choobineh 2008; Bednar & Katos 2009; Dor & 

Elovici 2016; Furnell & Clarke 2012; Kayworth & Whitten 2012; Sadok & Bednar 2017), numerous 

studies in the cyber area have considered only the technical elements (Carayannis et al. 2019; Carías et 

al. 2019; Hakkestad & Rynningsjö 2019; Huang & Pearlson 2019; Kleij & Leukfeldt 2019). Only 

limited studies have investigated the organisational enablers of cyber resilience (Aoyama et al. 2015; 

Giampiero & Pescaroli 2019; Huang & Pearlson 2019). Consequently, more understanding about the 

non-technical aspects of cyber resilience is required to help organisations enhance their cyber resilience 

(Balakrishnan, Mishra & Bhatt 2018; Hakkestad & Rynningsjö 2019). This study will examine the 

organisational factors and strategies of a cyber-resilient organisation to contribute to the gap identified 

in the literature. 

 

This research investigates how to strengthen cyber resilience in organisations. Reviewing available 

frameworks and models in the area will reveal the perspectives of past researchers on the components 

of a cyber-resilient organisation. These models may help inform the current project about the 

organisational factors and strategies required for cyber resilience in organisations. The models are 

reviewed in the next section. 

 

3.5 Frameworks and models of cyber resilience 

While this study does not aim to investigate technical aspects of cyber resilience, it is first useful to 

examine two examples of technical cyber resilience studies before investigating organisational cyber 

resilience frameworks. Reviewing example technical cyber resilience studies will assist in 

communicating to readers what is excluded from the scope of this study. 

 

3.5.1 Cyber resilience—technical approaches 

Cyber resilience from a technical perspective has received attention from many academic researchers. 

For example, Tran et al. (2016) proposed the Cyber resilience recovery model, which incorporated the 

Susceptible-Infected-Quarantined-Recovered Framework into the NIST SP 800-61 model. Tran et al.’s 

(2016) study used the NIST recovery life cycle of preparation, detection, recovery and post-incident 

actions while emphasising parametric and mathematical aspects of cyber resilience (Tran et al. 2016). 

 

In another study, Thebeau II et al. (2014) evaluated the cyber resilience of the cloud using their proposed 

software behaviour encryption technique. Cloud computing is a method to store and assess information 

in internet space (Griffith 2016), and software behaviour encryption is a technical approach to evaluate 
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a system’s capability to prevent cyber attacks. In the Thebeau II et al. (2014) study, the calculation of 

measures for the attack surface were found to contribute to cyber resilience (Thebeau II et al. 2014). 

 

The two research study examples considered technical aspects of a system, including server tools and 

system architecture. They emphasised physical characteristics of services to enhance resiliency. Non-

technical and human factors, such as management influence, communication among employees and 

other behavioural issues were not examined. A lack of studies motivated the thesis researcher to 

investigate organisational factors of cyber resilience. The remainder of the chapter examines 

frameworks and models in organisational cyber resilience identified from the fragmented literature. 

 

3.5.2 Cyber resilience—organisational approaches 

A limited number of academic publications on organisational cyber resilience supporting the argument 

presented by Björck et al. (2015) that organisational cyber resilience research among academics is still 

in an early stage. Due to the small quantity of academic literature published on cyber resilience, both 

academic and practitioner resources were used to identify the existing knowledge. 

 

Academic researchers and practitioners differ in the approach taken to theory and practice (Austin & 

Bartunek 2012; Bansal et al. 2012). From a practitioner viewpoint, conducting a literature review is not 

required to phrase research questions (Nielsen 2010; Shapiro, Kirkman & Courtney 2007), whereas 

reviewing the literature is essential in academic research. Additionally, academic researchers usually 

spend more time in answering research questions when compared to practitioners (Bansal et al. 2012; 

Zaccaro & Banks 2004), are more focused on theory and research methodologies and often display less 

interest in the practical application of their work (McNatt, Glassman & Glassman 2010). In contrast, 

the practical implications are highlighted more in practitioner studies (Bartunek & Rynes 2014). 

 

Despite the differences between academic and practitioner research, significant findings emerge when 

both viewpoints are adopted (McCall & Bobko 1990). Integrating the two research perspectives 

improves efficiency and has potential value for both groups (Avenier & Cajaiba 2012; Rynes, Bartunek 

& Daft 2001). This current research benefits from use of both kinds of resources, particularly as 

academic research is limited. 

 

This following section is divided into three. First, the organisational cyber resilience studies undertaken 

by academic researchers are investigated. The practitioner viewpoint of the same area is then reviewed 

and, finally, the organisational factors and strategies that strengthen cyber resilience are presented, as 

identified from both academic and practitioner publications. 
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Organisational cyber resilience—academic research perspectives 

 

The development of academic frameworks for non-technical cyber resilience (to deal with cybersecurity 

problems) began in 2013 when Linkov, Eisenberg, Plourde et al. (2013) tailored their Resilience Matrix 

to the cyber system. As indicated in Chapter 2, Linkov, Eisenberg, Bates et al. (2013) developed a 

Resilience Matrix that integrated disaster resilience as proposed by the NCW with the event 

management phases advanced by NAS. Linkov, Eisenberg, Plourde et al.’s (2013) Cyber Resilience 

Matrix is similar to their Resilience Matrix. Metrics are located in every cell of the former matrix to 

evaluate the system capacity to deal with cyberthreats throughout the event management stages and 

organisational domains. The aim of the combined metrics is to inform the extent to which a system is 

cyber resilient. The cells of the Cyber Resilience Matrix containing the metrics are shown in Table 3.3. 
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The evaluation tools provided by Hult and Sivanesan (2014) and Ferdinand (2015) were designed to 

help organisations to better understand their cyber resilience. However, the aim of the tools was not to 

identify the organisational factors and strategies of cyber resilience. 

 

In 2016, Gisladottir et al. calculated system resilience by applying a different approach to those used in 

the studies discussed above. This study focused on the absorption and recovery phases of resilience 

with an emphasis on organisational regulations. Gisladottir et al. (2016) assumed that an organisation 

establishes a network connecting the employees who follow rules, so that resilience is a function of 

rules. They suggested that since regulations help reduce cyberthreats, organisational regulations 

influence the level of cyber resilience. However, if the number of rules exceeds a threshold, employees 

lose motivation to follow them, as they prioritise performing their job rather than adhering to rules that 

strengthen security (Gisladottir et al. 2016). Based on the latter findings, over-regulation reduces cyber 

resilience. Therefore, choosing an appropriate number of regulations decreases cyber risks arising from 

human and behavioural elements and increases cyber resilience (Gisladottir et al. 2016). Consequently, 

establishing an appropriate number of relevant regulations in organisations may be considered a cyber 

resilience strategy. 

 

Another non-technical cyber resilience study focused on the recovery stage of cyber resilience, 

proposing a framework of the main steps required for recovery during cyber attack (Roege et al. 2017). 

Those steps were regular maintenance work (to handle typical issues and reduce known threats), 

supporting activities (to strengthen the response) and the emergency response and recovery plan (to 

deal with known and unknown threats) (Roege et al. 2017). Although the latter research sought to help 

organisations deal with adverse cyber events, it considered only the recovery aspect of a cyber resilience 

strategy with no attention devoted to the other cyber resilience stages (i.e., planning, adaptation and 

absorption). The importance of the recovery processes in cyber resilience was also emphasised by 

Conklin and Shoemaker (2017), who examined other cyber resilience operational issues, namely asset 

categorisation, risk management, emergency response activities and learning from the past experience. 

Conklin and Shoemaker’s (2017) research provided a guideline to build a cyber-resilient organisation. 

However, their research focused on procedural elements, while excluding other organisational and 

managerial components, communication between staff members and cyber awareness programs. 

 

Later, academic research sought to identify approaches to improve cyber resilience (Linkov & Kott 

2018). The approaches identified were managing system components complexity, using additional and 

redundant resources, availability of experts to handle adverse situations, organising staff training 

programs for human resources and defining roles and responsibilities of employees. In Linkov and 

Kott’s (2018) research, emphasis was placed on system design and structure, while non-technological 

elements of an organisation were less obvious. Lykou, Anagnostopoulou and Gritzalis (2018) conducted 
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As can be observed, while academic studies have investigated non-technical aspects of cyber resilience, 

no research has been found that comprehensively identified the organisational factors or strategies of 

cyber resilience. For example, while Conklin and Shoemaker (2017) examined procedures for cyber 

resilience, the broader organisational elements, such as leadership role and cyber resilience training, 

were not investigated. Roege et al. (2017) contributed to a better understanding of the recovery stage of 

cyber resilience, but other aspects of cyber resilience did not receive attention. While having an 

appropriate number of regulations was intended to be a cyber resilience strategy, Gisladottir et al. (2016) 

did not focus on other organisational factors or strategies of cyber resilience. Hult and Sivanesan (2014), 

Ferdinand (2015) and Balakrishnan, Mishra and Bhatt (2018) all considered evaluation tools for cyber 

resilience assessment, while the organisational factors or strategies for developing a cyber-resilient 

organisation were not investigated. The review of the academic literature above demonstrates that no 

academic study has examined the organisational factors and strategies of cyber resilience in a structured 

framework. The next section reviews practitioner’ studies on organisational cyber resilience. 

 

Organisational cyber resilience—practitioner perspectives 

Organisational cyber resilience first received attention from practitioners in 2012 when the World 

Economic Forum set out the advantages of cyber resilience (Ahmad, Johnson & Storer 2015). Other 

practitioners then emphasised this issue to help organisations to deal with cyberthreats. The review 

revealed three groups of practitioner publications that considered cyber resilience in an organisational 

context: 

‐ Group 1—studies that developed evaluation tools for cyber resilience assessment in 

organisations 

‐ Group 2—studies that investigated the maturity level of organisations in cyber resilience 

‐ Group 3—studies that suggested recommendations, guidelines and best practices to improve 

the efficiency of cyber resilience in organisations (most practitioners’ publications could be 

categorised into Group 3). 

 

Each group of studies is examined below. 

 

‐ Group 1: Evaluation tools for cyber resilience 

Group 1 practitioner publications aimed to provide organisations with measuring tools to evaluate the 

level of cyber resilience. The World Economic Forum developed the C-Suite Executive Checklist, 

which seems the first practitioner-developed assessment tool (World Economic Forum 2012), and was 

designed to assist organisations to evaluate their level of cyber resilience. The areas for evaluation with 

associated items appear in Table 3.6. Each item refers to a question on cyber resilience to be answered 

by chief executives; for example, the first item in Table 3.6 aims to evaluate the responsibility of the 

chief executive team to monitor cyber risk procedures in their organisation. 
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operations and procedures and protecting organisations from internal and external cyberthreats. The 

next section introduces the Group 3 practitioner studies that provide recommendations and best 

practices for cyber resilience in organisations. 

 

‐ Group 3: Recommendations and best practices to improve cyber resilience 

Practitioner recommendations and guidelines for cyber resilience aim to help organisations deal with 

cyberthreats more effectively. Rance (2014) proposed five guidelines for cyber-resilient organisations, 

stating that cyber resilience starts with senior managers and needs to be a topic of discussion in their 

regular meetings. Risk management procedures and establishing cyber resilience standards also 

received attention as cyber resilience strategies in the same guideline. Another cyber resilience 

guideline designed for financial market infrastructures was developed by the Committee on Payments 

and Market Infrastructures (CPMI) in 2014. The latter guideline focused on more aspects of 

organisational cyber resilience compared to that of Rance (2014), including governance, protection, 

detection, response, recovery, training and awareness programs (CPMI 2014). The CPMI’s guideline 

was later used by the Australian Securities and Investments Commission (ASIC) in 2015 to develop a 

cyber resilience health check comprising 26 questions to be answered by organisations to enhance their 

cyber resilience. The health check covers different cyber resilience areas such as identification, 

protection, detection, respond to and recovery from cybersecurity risks. However, its focus was on risk 

management, and no framework was developed to address organisational factors or strategies of cyber 

resilience. 

 

In another practitioner study, ASIC identified 11 good practices for cyber resilience (2016). While the 

good practices covered similar areas proposed by Rance (2014), CPMI (2014) and ASIC (2015), asset 

management and third-party risk management were added (ASIC 2016). ASIC published a second cyber 

resilience good practice guideline in 2016, emphasising that organisations need to update cyber 

resilience programs regularly to adjust to the unstable cyber environment (Price 2016). The adjustment 

and adaptation aspects of cyber resilience received more attention in the latter guideline compared to 

ASIC’s (2016) previous best practice guidelines. 

 

A report published by RAND Corporation, a non-profit organisation from the US, examined the benefits 

of using cyber resilience to reduce the cost of cyberthreats (Davis et al. 2016). This report provided best 

practices for preparing backups and documentation from data and information in organisational systems 

(Davis et al. 2016). Table 3.10 provides a more detailed description of RAND Corporation’s best 

practices. The RAND Corporation’s report proposed that organisations can improve their cyber 

resilience by following three primary activities and their associated sub-activities. 
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Like the RAND Corporation report, the SCRAM model paid attention to cyber resilience procedures, 

with no emphasis on the managerial or employee role. The American International Group (AIG) in 

2017 suggested several cyber resilience steps for organisations. Procedures and risk assessment 

activities were the only organisational elements identified, while other factors were not included (AIG 

2017). Recently, and similar to Rance’s (2014) report, Maurer and Taylor (2019) proposed 

recommendations to senior managers for considering risk management updates to security procedures, 

but less attention was given to other organisational issues in cyber resilience. 

 

Practitioners continue to develop guidelines and publish recommendations on organisational cyber 

resilience, but this research has not been able to identify a structured model that addresses the 

organisational factors/strategies of cyber resilience. As noted, while the practitioner guidelines and best 

practice models reviewed above did not aim to examine organisational factors and strategies of cyber 

resilience, some organisational elements were identified in them. The organisational factors/strategies 

of cyber resilience revealed in the three groups of practitioner publications, together with those derived 

from the academic publications, informed this research project. The organisational factors and strategies 

found in the academic and practitioner publications are discussed in the next section. 

 

Organisational factors and strategies for cyber resilience identified from the literature 

The organisational factors and strategies for cyber resilience identified in the review of academic and 

practitioner resources are collated below. 

 

1) Management and leadership role (Alina, Cerasela & Gabriela 2017; Aoyama et al. 2015; ANAO 

2016; ASIC 2015; Balakrishnan, Mishra & Bhatt 2018; Bindiya 2016; CPMI 2014; Dalton, Van Vuuren 

& Westcott 2017; Huang & Pearlson 2019; Hult & Sivanesan 2014; Ingram & Martin 2017; Jalali & 

Kaiser 2018; Maurer & Taylor 2019; Moura & Hutchison 2019; Rance 2014; Sarkar, Wingreen & Cragg 

2013; World Economic Forum 2012, 2016). As the CPMI (2014) maintained, senior managers play a 

fundamental role in broadening knowledge of cyber resilience across an organisation (ANAO 2016), 

while also requiring an understanding of threats in, and effective strategies for, cyber resilience (Hult 

& Sivanesan 2014). Dalton, Van Vuuren and Westcott (2017) and Rance (2014) believed that if senior 

managers undervalue cyber resilience, other staff will adopt this viewpoint in the long-term. Senior 

managers must also consider investment and financial support for cyber resilience (Rance 2014; 

Tiirmaa-Klaar 2016). 

 

2) Align cybersecurity strategy with business strategy (ANAO 2016; ASIC 2015; CPMI 2014; Davis 

2015; Lykou, Anagnostopoulou & Gritzalis 2018; Maurer & Taylor 2019; North & Pascoe 2016). In a 

cyber-resilient organisation, cyber resilience governance processes, policies and structures should be 

aligned with the business governance approaches (CPMI 2014). 
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3) Develop a security culture (ANAO 2016; Choras et al. 2015; CPMI 2014; Giampiero & Pescaroli 

2019; Huang & Pearlson 2019; Hult & Sivanesan 2014; Maurer & Taylor 2019; North & Pascoe 2016; 

Sarkar, Wingreen & Cragg 2013; World Economic Forum 2016). A security culture should be a part of 

business culture in a cyber-resilient organisation (Hult & Sivanesan 2014). A security culture is 

influenced by strategic and business decisions, and helps senior managers and employees to be informed 

of the importance of cybersecurity (CPMI 2014). 

 

4) Integrate the cyber mission (Bodeau & Graubart 2016b; Ferdinand 2015; Hult & Sivanesan 2014; 

Ingram & Martin 2017; Jakobson 2013; Jalali & Kaiser 2018; Noel, Bodeau & McQuaid 2017). 

Integrating the cyber mission with the business mission helps organisations to achieve greater 

performance when dealing with cybersecurity problems (Hult & Sivanesan 2014). 

 

5) Cyber agility (Hult & Sivanesan 2014). Cyber agility refers to the organisational ability to work in 

unstable conditions and maintain functionality for resilient solutions. It indicates the capability of a 

business to align its security posture to the changes that occur during adverse events (Hult & Sivanesan 

2014). 

 

6) Business continuity management (Alina, Cerasela & Gabriela 2017; ASIC 2016; Balakrishnan, 

Mishra & Bhatt 2018; Boyes 2015; Carias et al. 2018; Creese 2019; Heeks & Ospina 2018; 

Miloslavskaya & Tolstaya 2017; Sarkar, Wingreen & Cragg 2013). A business continuity process 

encourages the development of cyber resilience strategies and is helpful for vulnerability assessment in 

an organisation (ASIC 2016). 

 

7) Consider interconnections and interdependencies between people, procedures and technologies 

(Balakrishnan, Mishra & Bhatt 2018; CPMI 2014; Dalton, Van Vuuren & Westcott 2017; Ferdinand 

2015; Hult & Sivanesan 2014; Linkov & Kott 2018; Rance 2014; World Economic Forum 2012). Since 

cyber resilience is influenced by people, procedures and technology, a balance should be maintained 

between these elements (Rance 2014). Further, the interdependencies between these three elements 

should be considered (CPMI 2014; Ferdinand 2015). 

 

8) Share information to create security awareness and a learning environment (Aoyama et al. 

2015; ASIC 2016; Balakrishnan, Mishra & Bhatt 2018; Bindiya 2016; Dalton, Van Vuuren & Westcott 

2017; Davis 2015; Davis et al. 2016; De Maggio et al. 2018; Ferdinand 2015; Giampiero & Pescaroli 

2019; Hult & Sivanesan 2014; Lykou, Anagnostopoulou & Gritzalis 2018; Mutemwa, Mtsweni & 

Mkhonto 2017; Putranti 2017). A learning environment should be encouraged (Ferdinand 2015) 

through face-to-face interactions or other types of virtual communications (Davis 2015). Encouraging 
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an organisational learning atmosphere accelerates incident handling and lessens the possibility of 

repeated failure from cyber attacks (Rance 2014). 

 

9) Improve external communication (ASIC 2015; Balakrishnan, Mishra & Bhatt 2018; Choras et al. 

2015; Davis et al. 2016; Hakkestad & Rynningsjö 2019; Lykou, Anagnostopoulou & Gritzalis 2018; 

Mathew 2019; McCarthy 2015; Sarkar, Wingreen & Cragg 2013). Organisations should establish 

communication with third parties (ASIC 2015) to share information about potential cyber dangers 

(McCarthy 2015) and develop resilience to cyberthreats (ASIC 2015; Shafqat & Masood 2016). 

 

10) Manage valuable assets (ASIC 2015, 2016; Balakrishnan, Mishra & Bhatt 2018; Bodeau & 

Graubart 2016b; Carías et al. 2019; Dalton, Van Vuuren & Westcott 2017; Davis et al. 2016; Ingram & 

Martin 2017; Murugesan 2019). Organisations need to develop an asset management program and 

control access to resources; for example, one access management solution is to backup data to improve 

cyber resilience (Davis et al. 2016; Dewar 2017). 

 

11) Maintain cyber resilience fluency (ANAO 2016; ASIC 2015, 2016; Choras et al. 2015; Price 

2016). Cyber resilience fluency refers to the organisational ability to keep up-to-date on the latest cyber 

risks. To improve cyber resilience fluency, organisations may benefit from communication with 

external parties (ASIC 2015; Rance 2014). 

 

12) Monitoring (ASIC 2015, 2016; Balakrishnan, Mishra & Bhatt 2018; CPMI 2014; Ferdinand 2015; 

Kleij & Leukfeldt 2019; Lykou, Anagnostopoulou & Gritzalis 2018; Sarkar, Wingreen & Cragg 2013; 

World Economic Forum 2016). Regular monitoring procedures help organisations understand their 

cyber strengths and weaknesses and reduce cyberthreats (ANAO 2016; Sarkar, Wingreen & Cragg 

2013). 

 

13) Assurance procedures (ASIC 2016; Balakrishnan, Mishra & Bhatt 2018; Maurer & Taylor 2019; 

Price 2016; Yano et al. 2015). Assurance processes for cyber resilience refer to security testing 

programs to ensure the efficiency of business operations and technology infrastructure (ASIC 2016; 

Price 2016). Test and evaluation policy is an example of assurance procedures (Joiner 2017), and 

consists of several system test scenarios, including simulated cyber attack (Rogers, Apeh & Richardson 

2016). Another example of an assurance procedure is cyberwar gaming. Cyberwar gaming is a computer 

technique that uses cyber attack simulation to evaluate system vulnerability (Dalton, Van Vuuren & 

Westcott 2017; World Economic Forum 2016), assisting organisations to learn from the simulated 

incident (Hult & Sivanesan 2014). 
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14) Align cyber risk management with business risk management (ASIC 2015, 2016; CPMI 2014; 

Maurer & Taylor 2019; World Economic Forum 2012). Cyber risk management programs should be 

integrated with the enterprise-wide risk policy (ASIC 2015; World Economic Forum 2012) to consider 

an organisation’s business requirements (CPMI 2014). 

 

15) Focus on capability strength rather than only on risk (Bodeau & Graubart 2016b; Dalton, Van 

Vuuren & Westcott 2017; Hult & Sivanesan 2014). Organisations need to evaluate their resilience 

ability instead of being limited to risk assessment programs (Hult & Sivanesan 2014). To do so, 

potential cyberthreats should be identified and reviewed regularly at the top level of an organisation 

(Dalton, Van Vuuren & Westcott 2017). 

 

16) Identifying third parties (Balakrishnan, Mishra & Bhatt 2018; Lykou, Anagnostopoulou & 

Gritzalis 2018; World Economic Forum 2016) and evaluating their associated risk (ASIC 2015, 2016; 

Putranti 2017). Since third-party services and outsourcing systems may pose a risk to organisations, 

their associated risks should be evaluated (Putranti 2017). 

 

17) Establishing security standards and best practices (ASIC 2015, 2016; CPMI 2014; Davis et al. 

2016; Linkov, Eisenberg, Plourde et al. 2013; Lykou, Anagnostopoulou & Gritzalis 2018; Mathew 

2019; Rance 2014; World Economic Forum 2016). Applying security standards, including the 

AXELOS Cyber Resilience Best Practice Guide, ISO/IEC 27001, ITIL, ISO 31000, SANS Institute 

critical security controls (Rance 2014) and the NIST Cybersecurity framework (ASIC 2015; Rance 

2014) is recommended by multiple studies. However, an organisation is unlikely to follow all the steps 

of a standard or best practice because the steps need to be aligned with the business requirements. 

 

18) Response planning (Alina, Cerasela & Gabriela 2017; ASIC 2015, 2016; Balakrishnan, Mishra & 

Bhatt 2018; Bindiya 2016; Bodeau & Graubart 2016a; Carías et al. 2019; Jansen 2018; Maurer & Taylor 

2019; World Economic Forum 2016). Response procedures should consider physical, information, 

cognitive and social domains of a system as identified by Linkov, Eisenberg, Bates et al. (2013). These 

procedures need to be reviewed regularly to ensure the response planning is appropriate (ASIC 2015, 

2016; Linkov, Eisenberg, Bates et al. 2013). 

 

19) Recovery planning (ASIC 2015, 2016; Balakrishnan, Mishra & Bhatt 2018; Bindiya 2016; Bodeau 

& Graubart 2016a; Carías et al. 2019; CPMI 2014; Dalton, Van Vuuren & Westcott 2017; Jansen 2018; 

Maurer & Taylor 2019; Sarkar, Wingreen & Cragg 2013; World Economic Forum 2016). During a 

cybersecurity incident, recovery procedures are necessary to minimise the effects of adverse events 

(ASIC 2015, 2016; CPMI 2014). The recovery plan should be considered in the physical, information, 

cognitive and social domains of a system (Linkov, Eisenberg, Bates et al. 2013; Linkov & Kott 2018). 
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20) Staff collaboration (Aoyama et al. 2015; ANAO 2016; ASIC 2016; Balakrishnan, Mishra & Bhatt 

2018; Hult & Sivanesan 2014; Kleij & Leukfeldt 2019; Rance 2014; World Economic Forum 2016). 

Staff members should be aware of their role in cyber crisis management (Rance 2014) and establish 

technical controls in a collaborative environment (ANAO 2016). However, cyber resilience must be 

supported by senior managers (Rance 2014). 

 

21) Training programs (Aoyama et al. 2015; ANAO 2016; ASIC 2016; Carias et al. 2018; Carías et 

al. 2019; Choras et al. 2015; Dalton, Van Vuuren & Westcott 2017; Ferdinand 2015; Giampiero & 

Pescaroli 2019; Huang & Pearlson 2019; Hult & Sivanesan 2014; Linkov & Kott 2018; Lykou, 

Anagnostopoulou & Gritzalis 2018; Murugesan 2019; Rance 2014; Shabut, Lwin & Hossain 2016; 

World Economic Forum 2016). Ongoing training programs enhance the knowledge of staff members 

in cyber resilience (Ferdinand 2015). In addition, adopting new training methods helps organisations to 

evaluate existing training procedures and overcome weaknesses (Algozzine & Hancock 2016). 

 

22) Optimise regulations (Gisladottir et al. 2016). Having an appropriate number of regulations in an 

organisation reduces cyberthreats and increases the level of cyber resilience (Gisladottir et al. 2016), 

since both over- and under-regulating pose risks to organisations. Under-regulation increases a system’s 

vulnerability, as the system is open to a cyber attacker. In contrast, over-regulation decreases the 

possibility of cyber hackers, but increases the risk from human elements. Employees may disregard the 

regulations, as they may not be able to perform their jobs (Gisladottir et al. 2016). 

 

23) Document cyber resilience procedures (Davis et al. 2016; Ingram & Martin 2017; Shapiro, 

Kirkman & Courtney 2007; World Economic Forum 2016). All cyber resilience procedures and 

standards and other information related to software and hardware suppliers need to be documented and 

recorded (Davis et al. 2016). 

 

24) Eliminate single points of failure (SPOFs) (Davis et al. 2016, p. 23). A limited number of SPOFs 

should exist in a system design (Walker 2016). According to Balakrishnan, Mishra and Bhatt (2018), 

SPOFs can be reduced by redundancy in systems and services. 

 

25) Encourage diversity in systems and organisations (Bindiya 2016; Bodeau & Graubart 2016b; 

Davis et al. 2016; Dewar 2017; Linkov & Kott 2018; Putranti 2017). Diversity in systems and 

organisations refers to having alternative software architecture or multiple service providers (Davis et 

al. 2016). Organisations need to find other available options for their services so that if the primary 

system cannot operate well in a crisis, a redundant system will continue to perform (Dewar 2017). 
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26) Identify potential cyber risks in an organisation (Bindiya 2016; Bodeau & Graubart 2016a; 

Dalton, Van Vuuren & Westcott 2017; Hiller & Russell 2015; Ingram & Martin 2017; Maurer & Taylor 

2019; Murugesan 2019; World Economic Forum 2015; Yano et al. 2015). Employing techniques to 

identify potential cyber risks will help organisations to develop their resiliency in the cyber area. 

 

From the list above, it can be observed that several of the organisational factors or strategies for cyber 

resilience are the same as the characteristics and components of a resilient organisation (see Chapter 2, 

Section 2.4.1). Commonalities include the importance of the leadership role, developing a plan for 

response and recovery, risk management and cultural issues, staff collaboration, agility and business 

continuity management. The overlap indicates that some of the requirements for an organisation to be 

resilient are the same as those for an organisation to be cyber resilient. In the following section, the 

practitioner and academic studies that were discussed in the previous section have been collated into a 

table. 

 

3.5.3 Collated organisational cyber resilience frameworks/studies 

The issues that influence cyber resilience have been identified from the literature and presented in the 

preceding section. The frameworks, models and studies of organisationally oriented cyber resilience 

examined in the literature review are collated in Table 3.12 and categorised by their orientation. The 

table reduces the previous lengthy review of the literature into a concise, categorised and readily 

referenced format. Note that the two technically oriented studies used for illustrative purposes in the 

literature review have not been included in Table 3.12. 
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Research Question 3: Which strategies should be adopted by organisations when engaging in cyber 

resilience? 

 

The theoretical foundation of the study is presented in the following section. 

 

3.8 Theoretical foundation 

In research, theory seeks to establish patterns for real-life situations and assign a meaning to discovered 

findings (Babbie & Wagenaar 2011). Therefore, a theoretical foundation is required to direct this study 

and answer the research questions. This current research will be conducted in an organisational 

environment to identify and prioritise the organisational factors and strategies that contribute to cyber 

resilience. As discussed in Chapter 2, the organisational resilience study by BSI and Cranfield (Denyer 

2017) claimed that an organisation’s decision to be flexible or consistent will lead to different strategic 

decisions being made. To address Research Question 3, this research will employ the organisational 

resilience perspective of Denyer (2017) to examine which approach contributes to cyber resilience. 

 

While the assessed literature contained no academic model of the organisational factors and strategies 

of cyber resilience, the approach taken in the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et 

al. 2013) to communicate the meaning of cyber resilience is comprehensive compared to other studies. 

The Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013) includes activities both before 

(i.e., planning) and during/after (i.e., absorption, recovery and adaptation) cyber crisis across different 

management stages. Other researchers targeted only one or two aspects of the cyber resilience concept. 

To illustrate, although Roege et al. (2017) discussed the importance of all stages of cyber resilience 

(i.e., planning, absorption, recovery and adaptation), their developed algorithm focused only on the 

emergency response and recovery aspect of cyber resilience. Another example is found in the cyber 

resilience evaluation tools developed by Hult and Sivanesan (2014) and Ferdinand (2015) in which the 

planning phase was emphasised more than other cyber resilience stages. However, as resilience is not 

a one-dimensional concept, other elements must be taken into account to grasp its full meaning (Ford 

2012). 

 

The Cyber Resilience Matrix also considers four comprehensive organisational domains (i.e., physical, 

information, cognitive and social) and so is not limited to one domain. The wide perspective adopted 

by the Matrix was not observed in other research studies in the area. Linkov, Eisenberg, Plourde et al.’s 

(2013) Cyber Resilience Matrix does not aim to identify organisational factors or strategies of cyber 

resilience, but aims to develop resilience metrics for cyber systems and to facilitate decision-making 

for cyber resource allocation. Despite the different aim of the Matrix, the multifaceted meaning of cyber 
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resilience captured by it will be used in this study to both direct understanding of organisational cyber 

resilience and provide the theoretical guide for this research project. 

 

The fragmented and disconnected research on organisational cyber resilience (Balakrishnan, Mishra & 

Bhatt 2018; Conklin & Shoemaker 2017; Ferdinand 2015; Gisladottir et al. 2016; Hult & Sivanesan 

2014; Roege et al. 2017) provided another motivation to use the Linkov, Eisenberg, Plourde et al.’s 

(2013) Cyber Resilience Matrix to guide the investigation. This research will contribute to the very 

limited theoretical foundation in organisational cyber resilience by developing a framework of 

organisational cyber resilience. To avoid piecemeal theory development in this new field, the researcher 

will start from and be guided by Linkov, Eisenberg, Plourde et al.’s (2013) Cyber Resilience Matrix for 

this project’s theory development. The theoretical direction of this research will be considered further 

in Chapter 4. 

 

3.9 Conclusion 

Chapter 3 has presented the results of a literature review on cyber resilience in an organisational context 

to guide managerial decision-making during cyber crisis. The differences between cyber resilience and 

cybersecurity were explained. The review of the literature revealed a limited number of academic 

publications that were available on organisational cyber resilience, while additional discussion was 

found in practitioner studies. This finding, combined with the recency of research into organisational 

cyber resilience, motivated the researcher to consider both academic and practitioner publications. 

Chapter 3 identified 26 organisational factors that strengthen cyber resilience from the fragmented 

literature. The three research questions for this research, developed from the literature review, were 

then stated, followed by a discussion of the study’s theoretical foundation. Chapter 4 examines the 

methodology for this study. 
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 Methodology 
 

4.1 Introduction 

This chapter reviews the methodological aspects of this study. Section 4.2 explains the research design, 

while sampling and data collection techniques are discussed in Sections 4.3 and 4.4, respectively. 

Section 4.5 presents the data analysis method before a review of validity and reliability issues is 

provided in Section 4.6. Section 4.7 then discusses the ethical considerations. The chapter concludes in 

Section 4.8. Figure 4.1 illustrates the structure of this chapter. 

 

Figure 4.1: Diagrammatic structure of Chapter 4. 
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This study seeks to identify and prioritise the organisational factors and strategies of cyber resilience in 

large organisations. The research design of the study is now discussed. 

 

4.2 Research design 

The setting of this study is the new field of cyber resilience, an area that has received attention from 

cyber scholars (Bindiya 2016; Vugrin & Turgeon 2013) and reflects the increasing concern about 

cybersecurity from business, government and other communities. This study largely applies the 

interpretivism paradigm within a case study method, using qualitative data supported by some 

quantitative data sources. The next section discusses this approach. 

 

4.2.1 Epistemology and research method of the study 

An interpretivism paradigm is adopted as the epistemological foundation of this research. Interpretivism 

requires a researcher to explore a phenomenon and develop a deep understanding of the area (Burrell 

& Morgan 1979). A characteristic of interpretivism is that it usually counts on first-hand, detailed 

information obtained through engaging in discussion with people about their experience (Burrell & 

Morgan 1979; Neuman 2014). A lack of understanding of organisational cyber resilience and the 

insufficiency of studies available in the area led the researcher to seek experienced people’s 

perspectives, an approach that is aligned with the interpretivist paradigm. Another feature of the 

interpretivist paradigm is that it allows researchers to assign meaning to the data obtained, and interpret 

the informants’ perspective to apply to the context of an academic study (Burrell & Morgan 1979). The 

interpretivist paradigm is useful for this research, since it assists the researcher give meaning to the data, 

interpret the findings to understand the organisational factors and strategies of cyber resilience and to 

answer the research questions. 

 

The present study adopts a case study method, allowing for a deep understanding of a topic where 

limited information is available (Berg 2004). Case studies enable a systematic investigation of events 

in real-life while seeking a comprehensive explanation (Merriam 2009). Since no conceptual framework 

of the organisational factors and strategies for cyber resilience exists, people’s experiences and 

perspectives are gathered in real cases, consistent with Merriam’s (2009) and Luck, Jackson and Usher’s 

(2006) advice. The approach is relevant for this study, as case studies usually focus on individuals, 

organisations and events (Yin 2013) when obtaining information about a contemporary phenomenon 

(Algozzine & Hancock 2016). In the current research, the case study method largely used the experience 

of professionals about cyber incidents. The researcher had no control over behavioural and 

organisational issues in this study, which is characteristic of the case study method (Algozzine & 
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Hancock 2016; Anderson et al. 2005; Yin 2013). The researcher worked to minimise her influence on 

participant perspectives during data collection, an issue that will be discussed in Section 4.6.  

 

Some scholars believe that case studies are particularly useful for interpretive research (Cohen, Manion 

& Morrison 2002), a view that aligns with the epistemology of this study. The case study approach is 

appropriate for studies in which how and why inquiries appear in the research questions (Polit & Beck 

2008; Yin 2013, 2014). 

 

This study used the qualitative method to obtain the primary data sources with some additional 

qualitative and quantitative data used as secondary sources. The qualitative method was suitable for the 

initial stage of data collection to seek an understanding of concepts about which limited information 

exists. It was not possible to measure concepts or identify relationships between elements in this study, 

since no pre-identified model for organisational factors and strategies of cyber resilience was available. 

This study aligned with the qualitative method in which the nature of the data does not allow the 

researcher to measure a structured and well-defined concept (Creswell 2009; Merriam 1998; Spector 

2004). An assumption that underlies the qualitative method is that data are usually collected by the 

researcher rather than through scientific instruments, including the survey questionnaire (Creswell 

2009; Merriam 2009). It was not possible to develop a quantitative instrument for this study because no 

pre-identified organisational cyber resilience model was available to guide the instrument’s 

development. No hypotheses were used for this research, as hypotheses usually cannot be developed 

before data analysis (Neuman 2014; Robsοn 1993). For the reasons provided above, use of qualitative 

research methods to collect the primary data source was appropriate for this research. 

 

The results of primary qualitative data analyses were supported by secondary quantitative and 

qualitative data from the case study for data triangulation. Use of multiple data sources helped to 

strengthen the research findings. While both qualitative and quantitative methods are practical for case 

studies (Algozzine & Hancock 2016; Hatch 2002; Yin 2013), as discussed, the qualitative method was 

used primarily for this research to investigate a phenomenon about which limited information exists. 

The data collection instruments will be discussed further in Section 4.4. The case study organisations 

are introduced in the next section. 

 

Case study organisations 

 

The assumption underpinning case study selection is that valuable information can be collected from a 

case (Patton 2002). In the present study, universities were selected as the case study organisations for a 

variety of reasons. First, universities are large and important organisations that provide education and 

academic services, while storing diverse information regarding students, academic and professional 
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staff, research and other issues. The stored information must be retained securely and efficiently 

(Yilmaz & Yalman 2016), partly because universities are favoured targets for cyber hackers and others. 

University databases store large amounts of personal and other confidential information, including bank 

account details and costly research data (Gee 2013). In addition, universities use websites through which 

students, graduates and staff may insert personal information and banking account numbers for 

registrations and payments. Website transactions pose a risk to universities and their users’ information 

since potential cyber attackers exist in the internet and cyberspace (Harris & Hammargren 2016; 

Wagstaff & Sottile 2015). To illustrate, in 2014, universities and other educational institutions reported 

10 per cent of the total security breaches in the world (Savage Knox 2016). Only the healthcare and 

retail sectors experienced more cybersecurity incidents with 37 per cent and 11 per cent, respectively, 

worldwide (Symantec 2015). The education sector is among the top five sectors breached by cyber 

incidents across the world (Symantec 2015). 

 

Diverse types of cyber attacks were reported by 550 universities worldwide between 2006 and 2013 

(Wagstaff & Sottile 2015). Credit card information and security data stolen from students at the 

University of Connecticut, Washington State University and John Hopkins University in the US provide 

examples of cyber attack victims (Wagstaff & Sottile 2015; Wood et al. 2016). The massive data breach 

at the Australian National University in November 2018 is another example of cyber attack in which 

cyber hackers gained access to 19 years of staff and student data (Borys 2019). With sensitive 

information being stored in university databases and the increasing frequency of cyber attacks, 

cybersecurity experts in universities have gained experience in dealing with cybercrimes. Consequently, 

access to the shared experiences of university cybersecurity experts enabled the current researcher to 

obtain diverse information about cyber resilience in organisations and the strategies adopted to deal 

with cyberthreats. 

 

Second, universities are challenged to establish control over cyber issues due to the open atmosphere in 

which data are exchanged between staff, students and others. Many staff members and students are 

permitted to bring personal computers and laptops to the university environment to connect to network 

resources (Wagstaff & Sottile 2015). A culture of data sharing highlights the complexity of the 

university environment and makes it difficult for IT professionals to maintain control over the flow of 

information (Donald & Black Strutt 2015). Consequently, securing universities from cyber breach may 

be more difficult when compared to other large organisations (Wagstaff & Sottile 2015). Such 

challenges lead universities to seek practical solutions to cope with their environmental uncertainties. 

It was anticipated that the cybersecurity challenges of universities, alongside diverse cybersecurity 

solutions in use in these organisations, would provide an in-depth setting within which to examine 

organisational factors and strategies of cyber resilience. 
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Third, cyber attacks are costly for universities. The educational sector had the fourth highest financial 

loss incurred for each cyber attack with an estimated US$200 per incident in 2017, after services 

(US$223), financial (US$4,245) and health (US$380) industries. These results were obtained form 11 

countries and two regional areas (i.e., the US, the UK, Germany, Australia, France, Brazil, Japan, Italy, 

India, Canada, South Africa, the Middle East [the United Arab Emirates and Saudi Arabia] and the 

ASEAN region [i.e., Singapore, Indonesia, the Philippines and Malaysia]) (Ponemon Institute and 

Accenture 2017b). The enormous cost of cyber breaches motivates universities to improve their 

understanding of cybersecurity and cyber resilience (Savage Knox 2016). It is recognised that 

universities are large and complex organisations, with different local, national and international third-

party relationships that must manage large numbers of often naïve student clients and diverse groups of 

staff members with conflicting business and research aims. The background outlined above motivated 

this researcher to conduct the study using universities as case study organisations, as they are large and 

complex organisations that operate in challenging, digitally based environments. 

 

In an interpretive paradigm, the preferred number of case studies for a research study is small (Holloway 

1997). Yin (2009) suggested that case studies selected for less experienced researchers should be simple 

and straightforward because a large number of case studies complicate data analysis. However, no ideal 

number of case studies was proposed. In this research, two universities were selected as case studies for 

multiple reasons. 

 

Differences between Australian universities prompted the researcher to broaden the scope of the study 

beyond a single case study and use two case studies. Diversities in the universities chosen were designed 

to allow the researcher to observe any common patterns while also providing contrasting data for the 

study. Access to the two universities and their willingness to participate in the current research project 

also influenced the researcher to select two universities, and the particular universities, as case study 

settings. The two universities had variations in their size, number of administrative and academic staff, 

total enrolment and geographical locations. C1 was set in a smaller university, while C2 was based in a 

larger university, with more students and staff members. Table 4.1 collates the major differences 

between these universities using statistics from the universities’ 2017 annual reports. 
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different. All activities relevant to cyber and IT issues must comply with the business requirements of 

each organisation (Bunker 2012). Additionally, as cybersecurity and cyber resilience are 

multidisciplinary topics, they should be considered at the broad business level. Sometimes the business 

and cybersecurity goals of an organisation conflict (Tisdale 2016). To avoid this conflict, business 

managers need to develop an understanding of cybersecurity and resilience, prioritise organisational 

aims, accept their responsibility for enhancing cybersecurity and, in some cases, make decisions on 

cyber resilience problems (Tisdale 2016). Cyber resilience is ultimately a business issue; to accomplish 

the cybersecurity mission, cyber resilience must be removed from IT silos to be governed by business 

managers (Sharma 2015). Since cyber resilience is not an IT issue alone (Rothrock, Kaplan & Van Der 

Oord 2018) and a holistic view was wanted, the researcher of this current study sought the perspective 

of business managers and IT group members. 

 

A total of 39 interviews were conducted in this study. Thirty-one participants at three levels (i.e., senior 

managers, middle managers and operational staff) from the university IT departments were invited for 

interview as study participants, with participants having prior experience in the areas of cybersecurity 

and/or cyber resilience. Also, as explained earlier, because the views of business managers were 

important for this research, eight interviews in total were also conducted with business managers from 

the two universities. Determining the data collection procedure is part of a research project. The process 

is now explained. 

 

4.4 Data collection 

As indicated in Chapter 3, the current study aimed to answer three research questions: 

1) What are the organisational factors that contribute to cyber resilience? 

2) How can the organisational factors that contribute to cyber resilience be prioritised? 

3) Which strategies should be adopted by organisations when engaging in cyber resilience? 

 

In this study, prior to data collection, ethics approval was sought and obtained (see Section 4.7). Several 

data collection techniques were used to answer the three research questions, for multiple reasons. First, 

applying different data gathering instruments helps to triangulate data (Yin 2009), and provides 

researchers with a better understanding of a topic (Myers 2009). Second, the present study adopted the 

interpretivist approach, in which diverse data sources are often used to answer the research questions, 

including field research or face-to-face interviews (Neuman 2014). Third, this study was undertaken 

using a case study context. Advocates of the case study approach encourage researchers to apply a broad 

range of data collection methods (Mounton 2001; Myers 2009; Ritchie et al. 2013) for flexibility 

(Cavaye 1996). As use of suitable data sources helps acquire knowledge on a topic (Babbie & Wagenaar 

2011; Brinkman & Kvale 2015; Creswell 2007; Gubrium & Holstein 2006; Neuman 2014; Rubin & 
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Rubin 2011; Yin 2013), the researcher of this study was motivated to adopt several data collection 

methods to answer the research questions. The data collection instruments that were used in this 

research included primary qualitative and secondary sources (additional qualitative with some 

quantitative data), and are discussed in Sections 4.4.1 and 4.4.2, respectively. 

 

4.4.1 Primary data source (qualitative data)—semi-structured interviews 

Both qualitative methods and case studies often use the interview technique as a primary source of data 

gathering (Myers & Newman 2007; Yin 2009). Semi-structured interviews were used in this case-based 

study, since the organisational factors and strategies of cyber resilience need to be broadly investigated. 

This study did not follow the structured or unstructured interview approach because these methods may 

increase the risk of not obtaining the required information (Rabionet 2011). Unstructured interviews 

have been criticised for inconsistency, since the researcher may not ask pre-identified inquiries that lead 

participants to answer the research questions (Creswell 2007; Turner III 2010). A further risk of 

unstructured interviews is that follow-up questions may be based solely on interactions between the 

interviewer and participants, without considering all aspects of the topic (Creswell 2007; Turner III 

2010). In contrast, although interview questions are restricted to pre-recorded queries in a structured 

interview (Patton 2002), the lack of flexibility is a disadvantage (Turner III 2010). The drawbacks of 

structured and unstructured interview techniques motivated this researcher to adopt the semi-structured 

interview method in this study. As this type of interview method is not limited to questions designed by 

the researcher at an early stage, it provided opportunity for the interviewer to ask additional information 

about cyber resilience during the interview. 

 

As recommended by Bakar (2013) and Patton (2002), in the current study, some initial open-ended 

questions were asked to direct interviewees’ attention to organisational cyber resilience. Open-ended 

questions also helped the interviewer to structure the topic of discussion. Follow-up questions were then 

asked during interactions between the interviewer and interviewee, with the researcher providing the 

participants with opportunity to discuss new issues. The interview process was piloted to ensure both 

the efficiency and effectiveness of the interview questions, and to improve the interview guidelines 

before commencing the interview process. The interview pilot is discussed in the following section. 

 

Interview pilot study 

 

The pilot study aimed to help the researcher assess the validity of interview questions (Chenail 2011; 

Hill et al. 2005; Jacob & Furgerson 2012; Neuman 2014) and understand whether the interview 

questions were appropriate to investigate the organisational factors and strategies of cyber resilience. 

During a pilot study, researchers pre-test interview questions to reduce the risk of data collection 
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instrument failure (Chenail 2011; Hill et al. 2005; Jacob & Furgerson 2012). Following ethics approval, 

three researchers evaluated the interview questions during the pilot stage for this study. Suggestions 

provided by the researchers were implemented to ensure the questions were easier to understand. The 

interview structure was also revised based on their recommendations. The validity of the interview 

questions was then evaluated and any potential biases identified. Some keywords used in the interview 

were also explained by the researcher following decisions made due to the pilot study. 

 

The interview questions for this study were in two sections. The first section asked demographic 

questions about the interviewees’ job description and educational qualifications, while the second 

section sought information about issues and strategies that strengthened cyber resilience in the 

university. The interview questions for business managers (see Appendix F) were tailored for this group 

so that two questions that were less relevant to the business managers’ role were removed and three 

additional questions were added. The interview questions for the IT group are outlined in Appendix H. 

Information about the interview process is provided in the next section. 

 

Interview process 

 

As stated in Section 4.3, two cyber resilience professionals from C1U provided initial assistance in 

providing introductions to potential interviewees. The practitioners also assisted the researcher to recruit 

participants from C2U using a similar approach. After receiving each participant’s response with their 

willingness to be interviewed, the researcher scheduled a date and time for the interview. Thirty-one 

interviews were conducted through face-to-face meetings, while eight were conducted by Skype. 

 

A calm atmosphere during a research interview assists in obtaining honest responses to interview 

questions (Neuman 2014; Ritchie et al. 2013; Singer, Hippler & Schwarz 1992). The current study 

aimed to provide a calm and friendly environment for interviewees, since such an environment also 

helps participants to feel comfortable with the interviewee (Boyce & Neale 2006). The researcher also 

gave participants sufficient time to express their opinions, as is recommended (Hammersley & Atkinson 

1995; Ritchie et al. 2013). 

 

The researcher followed recommendations for effective research interviews, using the following 

approach. Prior to each interview, an information sheet (see Appendix C) was emailed to participants 

to provide them with information about the research goals and interview process. At the beginning of 

the interview, the researcher introduced herself and made informal conversation to relax the 

interviewees (Hill et al. 2005; Jacob & Furgerson 2012; McNamara 2009; Rabionet 2011). The 

researcher then asked permission to record the conversation. Based on the interview protocol, the 

interviewer explained the interview’s aims and objectives, described its format and emphasised the 
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anonymity of the participants’ personal information (Turner III 2010). The interview commenced after 

the consent form was signed (Othman 2016) in the face-to-face interviews (see Appendix D). Signed 

consent forms were received by email for the Skype-based interviews. Although each interview was 

planned to take between 30 and 45 minutes to avoid interviewee boredom (Hill et al. 2005; Jacob & 

Furgerson 2012), several interviews lasted longer due to interviewee interest in the topic. The researcher 

provided participants with her contact information at the end of the interview in case the interviewee 

wanted to communicate any information that had been forgotten, as recommended by Jacob and 

Furgerson (2012) and McNamara (2009). Many studies suggest that interviews should be coupled with 

other data collection instruments to triangulate data (Babbie & Wagenaar 2011; Turner III 2010), as 

was undertaken in the current study and explained in the next subsection. 

 

4.4.2 Secondary data sources (additional qualitative and quantitative data) 

This study supplemented interview data with additional data sources, including documents, use of 

cybersecurity protection tools and cybersecurity incident management procedures, as discussed in the 

following sections. Note that cybersecurity protection tools and cybersecurity incident management 

procedures were only available from C1U, as C2U did not grant access to these sources of secondary 

data to the researcher. 

 

Documents 

 

Documents, either public or private, provide the researcher with more information about a topic (Babbie 

& Wagenaar 2011; Brinkman & Kvale 2015; Creswell 2009; Gubrium & Holstein 2006; Neuman 2014; 

Rubin & Rubin 2011; Yin 2013). The current study collected both private and public documents as the 

additional qualitative data source. Private documents refer to documents that are not publicly available, 

while public data are published for public knowledge. De-identified private documents relating to data 

breach response procedures were accessed by the researcher for C1U. The accessed public documents 

included cybersecurity policies and procedures available from the websites of C1U and C2U, as well 

as other governmental documents and procedures used by the two universities to develop their security 

policies. Investigation of the available documents from the case studies helped the researcher to identify 

which strategies or organisational factors received more attention to improve the universities’ level of 

cyber resilience. This information was used to triangulate the organisational factors or strategies 

identified from the primary data source. 

 

Cybersecurity protection tools 
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Cybersecurity protection tools assist organisations to strengthen their cybersecurity and prevent cyber 

attacks. C1U used two main sources of protection tools, data logs (i.e., quantitative source of data) and 

technical policies (i.e., additional qualitative data), to minimise cyber incidents. Log data are important 

sources of security information reporting the day-to-day activity of each system (Densham 2015; Sahoo 

et al. 2012). Technical policies refer to the technical controls embedded into systems and services that 

control the access and usage of organisational data. Investigating these sources assisted the researcher 

to understand the strategies that are implemented at C1U to handle cybersecurity problems. Note that 

log data report on implementations, as distinct from interviewee accounts. 

 

This study examined the structure of C1U data logs to identify the type of information recorded by the 

university and how this information is usually protected. Log data trace the history of actions from users 

and third parties (Densham 2015) to identify malicious issues, security incidents and their sources. Each 

data log is made up of data records, each of which is composed of several fields, while each field stores 

information about a system event. As data logs identify the nature of security breaches and provide 

organisations with evidence of what has happened in their systems, they play an essential role in the 

cybersecurity of organisations (Sahoo et al. 2012). Consequently, log data analysis is useful for 

cybersecurity professionals and researchers to detect and prevent security issues (Sahoo et al. 2012). 

 

Organisational responses to cyber incidents in C1U were investigated during data record analysis. This 

information assisted the researcher to identify elements that influence cyber resilience in an 

organisation. 

 

Cybersecurity incident management procedures 

 

This study also examined a number of cybersecurity incident cases, using both qualitative and 

quantitative resources, in conjunction with investigating the university’s response to the situation. 

Several meetings were held with the security manager and security specialist from C1U to obtain 

information on recent cybersecurity breaches. The information identified staff roles with responsibility 

for cybersecurity, the approaches used and the major steps executed when the cyber incident occurred. 

This information helped identify the factors that influence cyber resilience and the actions taken to deal 

with the problem. This collective information is referred to as cybersecurity incident management 

procedures in this thesis, and aimed to identify existing patterns followed by C1U during cyberthreats. 

The next section discusses the data analysis method used in this research.  

 







78 

& Humphreys 2006) using word frequencies. However, the software goes beyond word counting to 

investigate the systematic structure of co-occurring words to identify concepts (Conrad 2011; Rooney, 

McKenna & Barker 2011; Stockwell et al. 2009) using statistical properties of data (Jones & Diment 

2010). Concepts are groups of common, relevant words. Leximancer uses algorithms to consider how 

likely words are associated in a chunk of textual data (Rooney 2005) and word interrelationships. The 

associations are presented in a thesaurus (Conrad 2011) while the co-occurrence of the concepts is 

visualised in a concept map. The concept map reports the results of a Leximancer analysis in which a 

number of related concepts are clustered into themes. Each theme uses the name of the most frequently 

occurring concept (Caspersz, Olaru & Smith 2012; Liesch et al. 2011).  

 

In a Leximancer concept map, concepts are shown by dots while themes are indicated by a circle. 

Themes displayed in warmer colours, such as red or orange, and concepts with larger dots are the most 

important. Changing the theme size enabled the researcher to explore the data and identify the most 

appropriate size to display the analysis results. If the theme size is broadened, each theme contains more 

concepts and the number of themes decreases (Cretchley, Rooney & Gallois 2010; Rooney, McKenna 

& Barker 2011). The relationships between the themes and concepts go beyond a simple data 

categorisation and allow patterns to be observed that may not be apparent from manual coding 

(Cockcroft & Stelmaszewska 2010). Leximancer analysis is not limited to the textual level. A higher 

level of analysis is also performed that has theoretical implications, because Leximancer indicates the 

potential relationships between concepts and themes that guide the data analysis (Rooney 2005; 

Todhunter 2009). Leximancer reports information from analysis in three levels. First, the most frequent 

words are identified as concepts. Second, the relationships between the concepts are identified. Third, 

similar concepts that sit close together are grouped into one theme and visualised in a concept map. The 

interpretation of Leximancer output occurs after reading the transcripts (Indulska, Hovorka & Recker 

2012; Stockwell et al. 2009). 

 

The main advantage of Leximancer over other qualitative data analysis software, including NVivo is 

its reliability, because this automated software involves minimal manual intervention. In contrast, 

NVivo is researcher driven, with some manual handling of data (Sotiriadou, Brouwers & Le 2014). As 

Leximancer enables possible concepts to emerge from the raw data (Indulska, Hovorka & Recker 2012; 

Smith & Humphreys 2006), it was appropriate for this study, as there were no pre-identified 

organisational factors or strategies of cyber resilience. Leximancer analysis allowed the data to speak 

for themselves without any manual coding. Leximancer was used in the current research to understand 

the organisational factors and strategies of cyber resilience by performing multiple analyses at both the 

concept and theme levels to explore the textual data and investigate the story behind each concept and 

theme. To understand the meaning carried by each concept, relevant transcripts from the thesaurus tab 

of Leximancer were retrieved by clicking on each concept in the Leximancer concepts list in this tab. 
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Several meetings were held with Leximancer’s creator, Dr. Andrew Smith, following a review of this 

study’s goals and research questions, after which decisions were made by the researcher on the best 

method of analysis for this research. Analysis was carried out at the theme level in which each theme 

represents organisational factors or strategies for developing cyber resilience. Themes enabled this 

researcher to better explore the organisational factors and strategies of cyber resilience, because 

investigating the text excerpts associated with each theme revealed organisational factors or strategies 

of cyber resilience, while concepts did not. 

 

The interview questions were excluded from the transcripts. As Leximancer analysis uses word 

frequency and location, retaining the interview questions in the transcripts may have affected the results. 

Short answers to questions that contained limited meaning were expanded, drawing upon the interview 

questions. For example: 

Interviewer: What organisational factors do you think have an impact on cyber resilience? 

Interviewee: Management support I guess. 

This response was rewritten as: 

Management support [is one of the organisational factors that has an impact on cyber 

resilience], I guess.  

No other changes were made to the transcript data. The Leximancer configuration settings were not 

changed from the default settings following advice received from Leximancer’s creator. 

 

As discussed in Chapter 3, while no academic model of organisational factors and strategies of cyber 

resilience was found in the literature review, the definition of cyber resilience provided by Linkov, 

Eisenberg, Plourde et al. (2013) was used to examine Leximancer’s data analysis results to identify how 

organisational cyber resilience is understood by the case studies’ participants. As stated, the meaning 

of cyber resilience embedded into the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013) 

is comprehensive when compared to other relevant academic studies. Accordingly, the organisational 

factors and strategies of cyber resilience identified in the Leximancer analysis were then analysed using 

Linkov et al.’s (2013b) Cyber Resilience Matrix. The steps taken for the latter analysis are presented in 

the next section. 

 

Analysis of Leximancer results using Linkov et al.’s (2013b) Cyber Resilience Matrix 

 

Linkov, Eisenberg, Plourde et al. (2013) claimed that the available cyber resilience literature usually 

considered one operational domain of an organisation (i.e., physical, information, cognitive or social), 

while the interconnections between these domains did not receive attention. However, in real-world 

organisations, a combination of all the domains is important. Further, Linkov, Eisenberg, Plourde et al. 
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(2013) believed that resilience should be defined as the organisational procedures both before (i.e., 

planning) and after (i.e., absorption, recovery and adaptation) cyber crisis during an event management 

cycle. As discussed in Chapter 3, Section 3.8, even though the definition of cyber resilience embedded 

in Linkov et al.’s (2013b) Matrix does not aim to identify the organisational factors and strategies of 

cyber resilience, it provided parameters that could be used for this research about how the cyber 

resilience concept is perceived by C1U and C2U. Therefore, an additional analysis was carried out on 

the Leximancer results to investigate if it was possible to locate the factors and strategies identified in 

the case studies into cells of the Linkov et al.’s (2013b) Matrix. 

 

To classify each cyber resilience organisational factor or strategy from the Leximancer analysis into 

cell(s) of the Cyber Resilience Matrix, the Matrix metrics were first investigated to identify the meaning 

that best matched the cyber resilience organisational factor or strategy. For example, as will be discussed 

in Chapter 7, one identified strategy from the Leximancer analysis results refers to the importance of 

asset management in organisations. This strategy aligns with the metric, categorise assets based on 

sensitivity, in the plan/prepare for information cell of the Cyber Resilience Matrix, since it refers to 

managing organisational assets and resources to protect valuable and sensitive information. 

Consequently, this strategy was located into the plan/prepare for information cell. In some cases, one 

organisational factor or strategy of cyber resilience may be matched to more than one metric of the 

Matrix. In these instances, the organisational factor or strategy of cyber resilience would be categorised 

into all relevant cells. Some organisational factors and strategies of cyber resilience were not identified 

with any of the cell metrics. Such items were ignored. Note that as the aim of this study was not to 

examine different metrics of the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013), 

investigation only identified whether an organisational factor or strategy of cyber resilience could be 

located into a cell. A detailed analysis of the Cyber Resilience Matrix metrics is outside the scope of 

this research study. 

 

While the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013) was not designed to 

investigate organisational factors and strategies of cyber resilience, the components of cyber resilience 

from the Matrix were used to guide the theoretical foundation of this research. Further, as indicated in 

Section 3.6, this study examined whether the flexibility resilience thinking or the consistency 

approach (Denyer 2017) is applied by C1U and C2U in their cyber resilience solutions. Organisational 

preferences for adopting an ecological or engineering resilience approach during cyber crisis were 

also investigated (Holling 1996). As the theoretical underpinning of the cyber resilience field is 

limited and disconnected, this researcher examined the utility of applying existing theoretical thinking 

to this study, rather than contributing to further piecemeal theoretical development. The next section 

explains the steps taken for analysing the secondary data sources. 
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4.5.2 Analysis of secondary data sources 

This study used additional data sources to support the interview data, namely documents, cybersecurity 

incident cases and data logs. As noted in Section 4.4.2, the two latter sources were only available for 

C1U. Analysis of each source of secondary data is reviewed next. 

 

Document analysis 

 

The public and private documents that were used in the current research project contained cybersecurity 

guidelines and instructions. These documents were investigated to determine whether other 

organisational factors and strategies of cyber resilience identified from the interview data analysis could 

be supported in them. The contents of the documents were first reviewed before the content of the 

policies was compared with the organisational factors and strategies for cyber resilience identified from 

the primary data. Results of this analysis for C1U and C2U are presented in tables in Chapters 5 and 6, 

respectively. The tables link any supported organisational factors/strategies of cyber resilience with the 

relevant document. Note that as most of these documents are publicly available through the case studies’ 

websites, limited information about the content of each document is provided in this thesis to protect 

the identity of the two universities. 

 

Analysis of cybersecurity protection tools 

As stated in Section 4.4.2, two main sources of cybersecurity protection tools were investigated in this 

research. A brief review of the analysis method for these protection tools are presented as follows: 

 

Analysis of data log structure 

 

In C1U, data logs for the university network, web server and mail gateway were examined because they 

are commonly used to identify potential cybersecurity risks. The following steps were adopted to 

analyse the format of the data logs: 

 

1) The researcher answered the following main question and three sub-questions: 

- What information is usually stored in this data log? 

 Sub-question: What happened? 

 Sub-question: By whom? 

 Sub-question: What actions are taken to solve the issue? 

2) For each data log, the researcher investigated the (Field name) column (see Appendix A 

[Glossary] and Appendix E for more detail). 

3) The (description) column that is relevant to (Field name) was also examined. 
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An extra column, manual code, was added to each data log table. After following the steps above to 

identify the meaning of each data log table field, the meaning was recorded in the manual code column. 

All generated codes were then evaluated by a second researcher to ensure the accuracy of codes. In 

Chapter 5, a mapping table (Table 5.26) lists the organisational factors and strategies of cyber resilience 

that were found to be supported by the data log structures. 

 

Analysis of technical policies 

 

As preparation for analysis of the technical policies, a meeting was conducted with C1U’s ICT security 

manager to understand the aim of each policy to minimise cybersecurity risks. Based on the content and 

aim of the technical policies, the organisational factors and strategies obtained from the primary data 

were then reviewed to identify which were supported by the policies. 

 

Analysis of cybersecurity incident management procedures 

 

Chapter 5 (Section 5.4.3) provides reference to multiple sources of cybersecurity incidents that exist in 

C1U. Several examples of these incidents were also investigated together with the relevant responses 

from C1U. These identified incidents and responses assisted the researcher to analyse the procedures 

implemented by C1U to deal with cybersecurity incidents. Identification of these procedures enabled 

the associated actions taken to be compared with the organisational factors and strategies (identified 

from the interview analyses), providing triangulation of the study results. The study’s approach to 

reliability and validity are discussed in the next section. 

 

4.6 Reliability and validity 

The quality of a research project is evaluated through assessing its validity and reliability (Altheide & 

Johnson 1994; Cavana, Delahaye & Sekaran 2001). Reliability refers to consistency and stability in 

which the same results will be produced if the same research is carried out by another researcher (Ritchie 

et al. 2013). This study adopted several approaches to achieve research reliability, consistent with 

recommended guidelines (Creswell 2013; Ritchie et al. 2013). As discussed, during the interview the 

researcher sought to improve the study’s reliability by creating a calm atmosphere to assist respondents 

to share their experiences and respond to questions more readily (Lewis & Ritchie 2003). To increase 

reliability, any issue that was not clear for respondents was explained during the interviews to ensure 

they understood the research objectives and procedures correctly (Kirk & Miller 1986). 
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Validity relates to the accuracy and acceptability of research (Neuman 2014). To assess validity, a 

researcher needs to ensure the accuracy of results (Creswell 2013). This study employed multiple 

sources of secondary data (i.e., documents, cybersecurity protection tools and cybersecurity incident 

management procedures) to enable data triangulation and investigation of support for the interview 

findings. In addition, as recommended by Creswell (2009) and Lincoln and Guba (2000), the member 

check technique was adopted to confirm research validity. To undertake member checking, the 

researcher asked questions during the interviews such as ‘What does this mean?’ when participants 

responded to the interview questions. Interviewees were asked to explain their answers in more detail 

to enable the researcher to confirm if her understanding was correct. The interviewer also improved 

validity by reducing her effect on interviewees by avoiding expressing her view in a way that led the 

participants to give particular answers (Tran 2013). Additionally, the semi-structured interview 

questions were reviewed and evaluated by three experienced researchers familiar with the study aims 

during the interview pilot study for the appropriateness of the questions and interview structure. The 

validity and suitability of the language used were also assessed as part of the interview pilot, and any 

potential biases were corrected (Chenail 2011; Hill et al. 2005; Jacob & Furgerson 2012; Neuman 2014). 

The sampling phase is another factor for validity assessment (Ritchie et al. 2013; Rubin 2011) in which 

the case study selection needs to be justified (Rubin 2011). Justification for the case study selection was 

provided in Section 4.2.2. Assistance was also provided from two cyber resilience professionals to 

recruit the most appropriate participants for this study (see Section 4.3). 

 

Automated software analysis was also used to enhance both validity and reliability. Leximancer analysis 

has been shown to have intercoder reliability and stability (Cretchley et al. 2010; Rooney 2005; Rynes 

& Gephart Jr 2004). Past studies of Leximancer have confirmed that similar patterns of themes and 

concepts are achieved from analysis of the same data by different researchers (Indulska, Hovorka & 

Recker 2012; McKenna & Waddell 2006; Rooney 2005; Smith & Humphreys 2006). The results of 

Leximancer analysis contain less bias from human error than does manual coding (Chen & Bouvain 

2009). A higher level of trustworthiness is obtained when compared to performing the same analysis 

using a non-automated technique (Chen & Bouvain 2009). This study employed a manual coding 

technique to interpret the secondary data sources, after which all manually generated codes were 

evaluated by a second researcher to avoid drift in the codification procedures. 

 

4.7 Ethics 

This study was approved by the Tasmanian Social Sciences Human Research Ethics Committee 

(Reference number H0016827; see Appendix J). Approval was sought and obtained before commencing 

the data gathering process. Prior to obtaining ethics approval, the researcher met with senior cyber 

resilience professionals from C1U to obtain initial agreement regarding data access (see Section 4.3). 
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At the beginning of each interview, a consent form was provided to interviewees for signing after the 

researcher had clarified that any information obtained would be used only for the research objectives. 

Ethical issues were also referred to in an information sheet provided to all study participants (see 

Appendix C). In this study, all participants were provided the opportunity to ask questions prior to the 

interview to avoid misunderstandings. The researcher sought permission to record the conversations 

during interviews. 

 

4.8 Conclusion 

This chapter reviewed the research methodology of the study. The project’s research design was 

presented in the first section, with an explanation of and justification for the adopted case study method. 

Then discussion took place of the qualitative approach used for the two case studies, supplemented by 

quantitative data methods for triangulation. The two case studies were introduced before an explanation 

of the rationale for the research methods was provided. The chapter then outlined the semi-structured 

interview technique used before discussing the secondary data collection sources. An explanation of the 

data analysis procedures was provided next. Finally, the chapter discussed the reliability, validity and 

ethical considerations of the research study. 
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 Case Study One 

Analysis, results and discussion 

 

5.1 Introduction 

This chapter analyses, presents and then discusses the results of Case Study One (C1) set in University 

One. The structure of the chapter is as follows. C1 is introduced in Section 5.2. The C1U primary 

(interview) data are then investigated in Section 5.3. Section 5.4 discusses the secondary data, while 

parallels between the findings of the primary and secondary data are considered in Section 5.5. The 

chapter concludes in Section 5.6. Figure 5.1 depicts the structure of this chapter diagrammatically. 

 

Figure 5.1: Diagrammatic structure of Chapter 5. 



86 

5.2 Introducing Case Study One 

C1 is set in an Australian university that has fewer than 40,000 students and 5,000 staff members. C1U 

has multiple campuses, colleges and schools in two Australian states, and has offshore programs in 

other nations. C1U offers undergraduate, graduate coursework and graduate research programs for 

local, national and international students. It offers a wide range of online courses, as well as face-to-

face teaching programs. Since there are only 43 universities in Australia, limited information on C1U 

is provided to avoid disclosing its identity. The next section presents and discusses the primary data 

source. 

 

5.3 Primary data 

This section introduces interviews as the primary data source for C1U. First, Section 5.3.1 presents 

participant demographic information. Then Section 5.3.2 considers the first and second research 

questions of this study, both relating to the organisational factors of cyber resilience in C1U. Section 

5.3.3 then focuses on the third research question, strategies for cyber resilience, as observed in C1U. 

The organisational factors and strategies of cyber resilience for C1U, presented in Sections 5.3.2 and 

5.3.3, are categorised into the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013) in 

Section 5.3.4.  

 

5.3.1 Demographic information 

As discussed in Section 4.3, the interviewees were selected from both business and IT groups. The 

diverse range of participants provided a broad perspective on organisational cyber resilience. A total of 

19 participants were interviewed from C1U, comprised of five business managers and 14 IT staff (four 

senior IT management staff, four middle level IT managers and six IT operational staff). Demographic 

information for the participants is presented in Table 5.1. Participants were codified so that C1 

represents Case Study One and P is a participant (e.g., P1 refers to participant 1). The respondent job 

title is not provided to preserve anonymity. As a former employee of C1U, C1P8 was also interviewed 

because her previous position and job experience were relevant. All participants are referred to as 

female in this study to help ensure anonymity. Possible differences between male and female 

interviewees will not be examined, as the decision to preserve anonymity was considered more 

important and relevant than an investigation of potential differences between male and female views. 
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Table 5.1: Participant demographic information, University One, Case Study One. 

Participant group Interviewee code/interview date  Work experience (years) 

Business manager group C1P15/20-06-2018 28 

C1P16/15-06-2018 20 

C1P17/14-06-2018 22 

C1P18/20-08-2018 22 

C1P19/11-12-2017 11 

IT group 

 

Senior managers  C1P1/09-01-2018 20 

C1P2/01-06-2018 20 

C1P3/27-09-2017 34 

C1P4/17-01-2018 13 

Middle managers C1P5/04-01-2018 15 

C1P6/03-01-2018 21 

C1P7/18-01-2018 26 

C1P8/17-04-2018 15 

Operational staff C1P9/03-01-2018 9 

C1P10/03-10-2017 15 

C1P11/04-01-2018 30 

C1P12/12-01-2018 13 

C1P13/12-01-2018 13 

C1P14/03-01-2018 5 

 

As displayed in Table 5.1, the interview process for C1U took 11 months (September 2017 to August 

2018). Diverse work experience is observed among participants, ranging from five years to 34 years. 

Section 5.3.2 presents the results of the organisational factors of cyber resilience from analysis of the 

C1U interview transcripts when all the data were combined using the Leximancer software. 

 

5.3.2 Organisational factors of cyber resilience 

Two sets of interview questions were used for the business and IT groups at C1U. Some interview 

questions were used to identify organisational factors of cyber resilience while others investigated 

strategies for cyber resilience (see Tables 4.2–4.4). The organisational factors of cyber resilience are 

presented next. 
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Analysis results for organisational factors of cyber resilience—combined data from C1U 

 

From Leximancer’s concept map, 11 themes were identified as shown in Figure 5.2. 

 

Figure 5.2: Concept map for organisational factors of cyber resilience, University One, Case Study 
One. 

 

Figure 5.2 shows the themes that emerged from C1U analysis of the organisational factors of cyber 

resilience: ‘Delegating’, ‘People’, ‘Awareness’, ‘Policies’, ‘Ownership’, ‘Reputation’, ‘Resources’, 

‘Role’, ‘Satisfaction’, ‘Government’ and ‘Dependencies’. Following the discussion presented in 

Section 4.5.1, each theme (bubble) was regarded as an organisational factor of cyber resilience. In 

Figure 5.2, the bubbles with hot colours (i.e., red and orange), representing the themes ‘Delegating’ and 

‘People’, point to the most important themes. Leximancer refers to the number of text blocks relevant 

to each theme as a hit (see Figure 5.3). Therefore, ranked themes can be identified based on hit numbers 

in which a theme with the highest hit number indicates the most important theme in a Leximancer 

concept map. 
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Figure 5.3: Ranked themes for organisational factors of cyber resilience, University One, Case Study 
One. 

 

As can be observed from Figure 5.3, ‘Delegating’ and ‘People’ were the most important themes while 

‘Government’ and ‘Dependencies’ were the least. To understand the meaning of each theme, the 

relevant transcripts were investigated by clicking on each group of concepts (using the Synopsis Tab in 

the Leximancer software) associated with each theme (see Section 4.5.1). In the following pages, each 

theme is investigated in more detail by reference to passages from participant transcripts. 

 

Theme ‘Delegating’: The most highly ranked theme, ‘Delegating’ had 299 hits. Clicking on transcripts 

of this theme showed this theme refers to two different organisational factors of cyber resilience (see 

example participant transcript passages in Table 5.2). 
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Table 5.2: Participant transcript excerpts for theme ‘Delegating’, University One, Case Study One. 

Participants 
from C1U 

Participant transcript excerpts for theme ‘Delegating’ Identified 
organisational factor 

C1P4 We tend to delegate a lot of decision-making and trying to do things down to team 
members [sic]. The reason we do that is if something does happen, we don’t have to 
wait an hour, or two hours or three hours for the CIO [chief information officer] to 
make a decision about what needs to be done … So, we tend to expect … the frontline 
staff or the employees … [will] make decisions and act quickly. 

a) Delegate decisions 
to skilled employees 
during recovery 

C1P6 In the central point of management, it should be something like the involvement of the 
technical staff for decision-making [during cyber crisis], and obviously at the time of 
the risk. Because sometimes they [employees] know better than others [managers]. 

C1P1 Lots of time we ask our employees to make decisions [during security adverse 
events]. 

C1P7 Probably all normal issues about the management of the company form a part of cyber 
resilience. For example … leadership forms a part of this. If your managers or leaders 
show that they care about that and value that, so that definitely has an impact. 

b) Importance of 
senior executive role 
in valuing cyber 
resilience 

C1P9 If there is a push from the business at the senior management level to make sure that 
everything is done securely across the board, perhaps not just in IT, then that’s going 
to have the big impact on it [cyber resilience]. So, it needs to come from the senior 
manager of the business. 

C1P3 Senior executives here in this university should have an appreciation of how important 
cyber resilience is … So, when a senior level [manager] accepts how important cyber 
resilience is, because of that, we can engage with the operational team and have the 
practical conversation on how to maintain the systems and keep them safe from cyber 
attacks. 

 

Theme ‘People’: The theme with the second highest hits (n=247) was ‘People’. Interviewees’ 

comments for the ‘People’ theme suggest that having cybersecurity-skilled professionals across the 

organisation and an awareness of their identity is an important factor in improving cyber resilience (see 

example transcript passages in Table 5.3). 
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Table 5.3: Participant transcript excerpts for theme ‘People’, University One, Case Study One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘People’ Identified 
organisational factor 

C1P9 In different cyber crises, we could have advice coming from other people [employees 
in the organisation] who are aware of the situation. They might be from different 
departments. They might be professional but we don’t know them. 

Have a complete list of 
cybersecurity experts 
across university 

C1P3 For cyber-related issues, we are looking for different experts in different departments 
[of the organisation] … and we will pull [those] staff out … to come and consult us on 
putting something appropriate together for the organisation that doesn’t have just an 
IT focus, but has a business focus … so, it might be helpful [for cyber resilience] if we 
could have a list of those people. 

 

Theme ‘Awareness’: The next highest ranked theme from respondent transcripts was ‘Awareness’ 

with 180 hits. This theme emphasises the importance of raising cyber resilience awareness among 

employees, as indicated from the example transcript data extracts in Table 5.4. 

 

Table 5. 4: Participant transcript excerpts for theme ‘Awareness’, University One, Case Study One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘Awareness’ Identified 
organisational factor 

C1P3 One [aspect that is important for cyber resilience] is the awareness of the employees 
… [on] how to use [the] system and information appropriately, and also how they look 
after the systems [against] an attack coming in. 

Raise cyber resilience 
awareness among 
employees  

C1P7 So, maybe it [cyber resilience awareness] needs to be highlighted more among 
employees. Managers are actually trying to implement a new process for [increasing 
employees’ awareness]. 

C1P16 Security of information and the employees’ awareness about keeping the information 
in a secured way … have the knowledge that you’re gonna [sic] treat whatever 
[information the] university has in a confidential way. 

C1P18 To me, one issue is making sure that people are aware or should be aware [of cyber 
resilience]. So, it’s always around, trying to make sure that more people are aware of 
these things [cyber resilience issues]. 

 

Theme ‘Policies’: With 173 hits, the theme ‘Policies’ reflects C1U’s importance of having simplified 

cybersecurity policies that are readily understood by employees (see Table 5.5). 
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Table 5.5: Participant transcript excerpts for theme ‘Policies’, University One, Case Study One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘Policies’ Identified 
organisational factor 

C1P14 In this organisation [motivating the employees to follow cybersecurity policies] is 
very frustrating, because they [employees] don’t follow [policies]. These issues are 
hard and complex to put in place. So, we have to make them [cybersecurity policies] 
simpler and easier. 

Aim for ‘simplified’ 
cybersecurity policies 

C1P1 I’ve seen an example [of a complicated cybersecurity policy] when I was in my last 
job at University of … there was something like 65 pages of security policy, where 
that CIO [chief information officer] had just grab[bed] policies from everywhere 
around the country and combined them into a big document … I’m sure no one read 
them, the 65 pages! You need to have short and simple policies. 

C1P4 Having more structure … about not over [doing] policy or over documenting, but 
having … core and simple policies that support what the university wants around 
cyber resilience, can help to improve cyber resilience. 

C1P17 Probably some easy and simple policies. Because I think in lots of businesses, staff is 
busy … The policies should be easy and simple for them [sic]. 

C1P19 They [employees] know roughly what the policy is, but they do not consider them. It’s 
good if they go through cybersecurity policies and read them. So, these policies 
should be easy to understand. 

 

Theme ‘Ownership’: The next major ranked theme is ‘Ownership’ (157 hits). Respondents believed 

that it is important to give employees a sense of ownership, as this mindset encourages employees to 

protect their organisation, since they also protect their own assets and information. Example transcript 

passages for this theme are provided in Table 5.6. 

 

Table 5.6: Participant transcript excerpts for theme ‘Ownership’, University One, Case Study One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘Ownership’ Identified 
organisational factor 

C1P18 There is an individual responsibility … that we need to maintain that company 
resilience and sustainability, to ensure that we are here for the long-term, we belong to 
this organisation, this is our organisation … we protect our own assets here. 

Give employees a 
sense of ownership in 
the organisation  

C1P8 [Employees should believe that] they are the owner of the organisation, and they are 
protecting their own personal information or their own financial information. If you 
get that mindset going, eventually you will lead to protecting the corporate’s assets as 
well. And that’s the goal. 

 

Theme ‘Reputation’: Reputation is the sixth most highly ranked theme (148 hits). This theme refers 

to the importance of building a reputation as a cyber-resilient organisation. Interviewees believed that 

this image of the organisation helped staff members to take cyber resilience more seriously. From their 
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perspective, viewing their organisation as cyber resilient has a psychological influence on employees 

(see example transcript passages in Table 5.7). 

 

Table 5.7: Participant transcript excerpts for theme ‘Reputation’, University One, Case Study One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘Reputation’ Identified 
organisational factor 

C1P16 And I guess the last principle is how frequently do you think those individuals 
[employees] in that organisation also take it seriously … I think if you make that 
reputation [that your organisation is a cyber-resilient organisation], then employees 
would take it [cyber resilience] seriously. 

Build a reputation as a 
cyber-resilient 
organisation 

C1P17 So, we need confidence that data can’t be hacked and no one can look at other 
students’ personal information and also other students’ results. But also probably, 
more important is that … employees know that [this organisation] has strong 
cybersecurity. 

 

Theme ‘Resources’: Resourcing is the next highest ranked theme (102 hits). A number of participants 

viewed the need for cybersecurity budget allocation as an important factor for cyber resilience. They 

suggested that the organisation needs adequate financial support for cybersecurity resources, including 

physical tools, financial resources and IT expertise. This argument is observed in the example 

interviewee extracts shown in Table 5.8. 

 

Table 5.8: Participant transcript excerpts for theme ‘Resources’, University One, Case Study One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘Resources’ Identified 
organisational factor 

C1P9 As a person in a technical role, if you want systems to be resilient, you may have more 
budget [to buy] tools, may have the money all the time to make that happen. 

More budget 
allocation for 
cybersecurity 

C1P18 And I guess if you take a capital process, is always trying to make sure we have an 
appropriate process that can measure and allocate budgets appropriately.  

C1P4 To improve cyber resilience, organisations need more money and financial resources. 
Always an internal problem with the IT department is that the business always wants 
this much, but we only have this much. They want a large number of projects, but then 
we get a small amount of money. So we need more. 

C1P2 You need to have access to those cybersecurity resources, and it requires you to have 
more budget [for cyber resilience] … to have more financial support. 

 

Theme ‘Role’: With 75 hits in the Leximancer interviews analysis, the theme ‘Role’ was the next most 

highly ranked. This theme refers to the importance of mitigating potential cybersecurity risk as an 

organisational factor of cyber resilience, and is examined in the example excerpts in Table 5.9. 
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Table 5.9: Participant transcript excerpts for theme ‘Role’, University One, Case Study One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘Role’ Identified 
organisational factor 

C1P6 You don’t have the cyber crisis if you can realise what the potential risk is. Mitigate potential 
cybersecurity risk 

C1P18 To me, it’s always around trying to make sure that you are aware of potential cyber 
risks and threats … and there is an understanding of the risk. 

C1P17 So, for example, when an invoice needs to [be paid], in our finance system, we have 
different steps … and everything should be approved all through by email to mitigate 
all [cybersecurity] risks. 

C1P16 Another issue is that you need to close down any future [cybersecurity] risk … So, 
you do things in a way that sometimes might be slower than you want, but you do it in 
a way that you don’t have further compromised systems. So, you reduce any further 
exposure that you might have to data breaches. 

 

Theme ‘Satisfaction’: The next important theme is ‘Satisfaction’ (53 hits). Related transcripts referred 

to the importance of employee satisfaction for developing cyber resiliency in an organisation, as is 

illustrated in the example interview extracts in Table 5.10. 

 

Table 5.10: Participant transcript excerpts for theme ‘Satisfaction’, University One, Case Study One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘Satisfaction’ Identified 
organisational factor 

C1P17 In my group, we’ve all got passion and [are] passionate about doing the right 
work. We certainly enjoy our jobs, and we love our jobs. So, cyber resilience is really 
important to us because we are happy here. 

Employee satisfaction 

C1P7  If you’ve got an organisation where employees are not satisfied with their jobs, cyber 
resilience is probably going to be one of the last issues on their mind. So, actually 
having a satisfied work place has to be a big part of employees caring about the 
company and doing the right work by the company. 

C1P16 [I]f you have unhappy employees, they could potentially be the ones that impact 
[negatively] on cyber resilience. 

C1P12 When an attack or a compromise that has impact [occurs] … if employees are happy 
[at their workplace], they help their organisations [to handle cybersecurity problems] I 
think. 

 

Theme ‘Government’: The second last theme from the ranked analysis results is ‘Government’ (21 

hits). The transcript data for theme ‘Government’ did not refer to any organisational factor of cyber 

resilience. Consequently, this theme was ignored from further analysis. 
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Theme ‘Dependencies’: With only 15 hits, dependencies is the last ranked theme identified in the 

analysis. The theme refers to the importance of reducing single person dependencies in the organisation. 

If a cyber system is dependent on one staff member, in a cyber crisis where that person is not available, 

no one is able to handle the situation. Example transcript data passages supporting this theme are 

provided in Table 5.11. 

 

Table 5.11: Participant transcript excerpts for theme ‘Dependencies’, University One, Case Study 
One. 

Participants 
from C1U 

Participants transcript excerpt for theme ‘Dependencies’ Identified 
organisational factor 

C1P4 [A]nother [factor for cyber resilience] is within our employees themselves … it’s an 
internal problem within IT and it’s single person dependencies, where only one person 
has to drive a particular system. And if that person is sick and something goes wrong, 
then [we’ve] just got problems. 

Reduce single person 
dependencies 

C1P10 We have a great team for the cloud systems here and when it comes to crisis, they 
know what exactly they need to do. It’s not only one person, but they are also a team. 
They should be a team, we don’t have only one key person [to mitigate cyber crisis]. 
This [key person dependency] is not going to work. 

 

Table 5.12 lists the identified organisational factors of cyber resilience from the ranked hits in the C1U 

transcript analysis. A code was assigned for each organisational factor of cyber resilience in the Code 

column, where C1 represents Case Study One and F refers to an organisational factor of cyber resilience 

(e.g., F1 is the first organisational factor of cyber resilience). 
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Table 5.12: Organisational factors of cyber resilience from ranked themes, University One, Case 
Study One. 

Theme rank Organisational factor of cyber resilience—C1U Code 

1 Delegate decisions to skilled employees during recovery C1F1 

Importance of senior executive role in valuing cyber resilience C1F2 

2 Have a complete list of cybersecurity professionals across university C1F3 

3 Raise cyber resilience awareness among employees C1F4 

4 Aim for ‘simplified’ cybersecurity policies C1F5 

5 Give employees the sense of ownership in the organisation C1F6 

6 Build a reputation as a cyber-resilient organisation C1F7 

7 More budget allocation for cybersecurity C1F8 

8 Mitigate potential cybersecurity risk C1F9 

9 Employee satisfaction C1F10 

10 Reduce single person dependencies  C1F11 

A discussion of the organisational factors of cyber resilience now follows. 

 

Discussion on organisational factors of cyber resilience—combined data from C1U 

 

As shown in the previous section, the Leximancer analysis revealed 11 themes after the ‘Government’ 

theme was removed from the results. The 10 remaining themes are now discussed. 

 

The senior executive role in valuing cybersecurity was found to be one the most important 

organisational factors of cyber resilience (see the theme ‘Delegating’/(a)). As discussed in Section 3.5.2, 

the managerial role during cyber crisis has received attention in multiple studies (Alina, Cerasela & 

Gabriela 2017; ASIC 2015; Bindiya 2016; Dalton, Van Vuuren & Westcott 2017; Hult & Sivanesan 

2014; Ingram & Martin 2017; Jalali & Kaiser 2018; Rance 2014; World Economic Forum 2016). 

Therefore, this result confirms the finding from past studies that managers have an important role to 

play in enhancing cyber resilience. However, although the managerial role was highlighted by interview 

participants, it appears that they recognised this factor more as an enabler for fostering a security culture 

across organisations, as reflected in C1P3’s interview extract previously provided in the theme 

‘Delegating’/(b). While the importance of the senior management role in developing cyber resilience in 



97 

organisations has been raised in the literature (Hult & Sivanesan 2014), it was not raised by respondents. 

C1U may find it useful to consider the senior management role of designing effective cyber resilience 

strategies to be another managerial responsibility. 

 

The importance of senior level managers for increasing the level of cyber resilience was mentioned by 

several participants. However, C1U appears to favour a flat organisational structure and decentralised 

decision-making process during cyber incidents. As was shown in the theme ‘Delegating’/(a), one of 

the most important organisational factors of cyber resilience identified from analysis is delegating 

decisions to skilled employees during recovery. For employees to make sound decisions in hazardous 

situations, it may benefit C1U to organise further staff training. 

 

The transcripts showed that C1U is aware of the value of identifying cyber resilience experts in the 

organisation who are able to help during cyber crisis (see the theme ‘People’). It may benefit C1U to 

identify employees with strong cybersecurity knowledge by developing a profile of employee expertise 

on cybersecurity and cyber resilience across all departments. 

 

While the interview analysis from C1U suggests that raising cybersecurity awareness among employees 

is an organisational factor to strengthen cyber resilience, the means of its implementation is less 

highlighted. Practical ways to raise awareness may be through collaboration in joint groups to discuss 

cyberthreats, face-to-face interactions within different groups of staff members or organising 

information sharing sessions with other institutions and business corporations, as suggested by ASIC 

(2016). 

 

Giving employees a sense of ownership in the organisation is one of the organisational factors of cyber 

resilience arising from the C1U interviews (see the theme ‘Ownership’). However, no solution was 

suggested by participants on how to develop such a feeling among employees. It may be helpful for 

C1U to organise communication between managers and staff members to ask employees to express 

views on their job tasks, and identify how they view their responsibilities as contributors to a cyber-

resilient organisation. Making employee voices heard in the organisation may assist them to gain a 

sense of ownership. 

 

C1U participants believe that having an organisational reputation as cyber resilient has a psychological 

effect on employees, which eventually influences the level of cyber resilience. Discussion in C1U may 

identify ways through which such a reputation can be established. 

 

Employee satisfaction is another organisational factor of cyber resilience that received attention from 

participants. From the results of data analysis, it appears that more satisfied staff members potentially 
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create more resiliency for their organisations in cyberspace. Investigation of practical ways to develop 

employee satisfaction may benefit C1U. 

 

Surprisingly, the necessity of aligning cybersecurity risk with the organisational business risk did not 

receive attention from participants, although it was identified by different scholars (see Section 3.5.2) 

as a cyber resilience organisational factor by different scholars (ASIC 2015, 2016; CPMI 2014; World 

Economic Forum 2012). Increasing staff awareness of the need to align cybersecurity risk with business 

risk may assist C1U to strengthen its cyber resilience as well. 

 

More budget allocation for cybersecurity emerged from analysis as an organisational factor of cyber 

resilience. This finding is consistent with the importance of resourcing for cyber resilience identified 

by Dalton, Van Vuuren and Westcott (2017). Interviewee analysis suggests that C1U would benefit 

from more budget allocation for cyber resilience improvements. Discussion of C1U’s cyber resilience 

budget requirements at a broad organisational level may be helpful. 

 

The next section investigates the strategies for cyber resilience in C1U. These strategies were derived 

from results of the Leximancer analysis of all interviews. 

 

5.3.3 Strategies for cyber resilience—combined data from University One, Case Study 
One 

In this section, responses to the interview questions relevant to strategies for cyber resilience (see 

Tables 4.2–4.4) are investigated. The results of analysis for the C1U combined data are reviewed 

below. 

 

Analysis results for strategies for cyber resilience 

Nine themes emerged from the Leximancer concept map after analysis, as shown in Figure 5.4. 
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Figure 5.4: Concept map for strategies for cyber resilience, University One, Case Study One. 

 

Figure 5.4 identifies the themes for strategies as ‘Update’, ‘Policies’, ‘Proactive’, ‘Risk’, ‘Systems’, 

‘Team’, ‘Communication’, ‘Redundancy’ and ‘Procedures’ from analysis of all the C1U interviews. 

The most important themes ranked by the frequency of their hits appear in Figure 5.5. 

 

Figure 5.5: Ranked themes of strategies for cyber resilience, University One, Case Study One. 

 

To identify the meaning of each theme, the relevant transcript data were reviewed by clicking on each 

theme in the Synopsis Tab of the Leximancer software. Each theme is discussed next. 

 

Theme ‘Update’: The most important theme from the respondent data, with 340 hits, is ‘Update’. The 

interviewees discussed the importance of establishing long-term policies with regular updates as a 
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strategy for cyber resilience. Participants pointed to a need for periodic policy reviews to comply with 

the changing organisational requirements, as is illustrated in the example transcript passages in Table 

5.13. 

 

Table 5.13: Participant transcript excerpts for theme ‘Update’, University One, Case Study One. 

C1U 
participant 

Participant transcript excerpts for theme ‘Update’ Identified strategy 

C1P3 

 

I prefer long-term [cybersecurity] policies with regular reviews. So, we’ve got policies 
that are between 3 and 5 years but would have an annual or biannual review … So, I 
like long-term policies with regular reviews. 3 or 5 years and every year annual review. 

Have long-term 
cybersecurity 
policies with regular 
updates 

C1P13 [Cybersecurity] policies should be long-term and should usually have, like, a review 
cycle. The way that a policy can be perfect all the time is finding the balance between 
having policies that are valid and serve the university’s needs and obligations at the 
same time. I would think that the annual review cycle is probably the right sort of 
balance [for long-term policies]. 

 

Theme ‘Policies’: The next important theme from the interviews (with 265 hits) is again related to 

policies. This theme encompassed two different strategies of cyber resilience, which are reviewed in 

Table 5.14 using example interview passages. 
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Table 5.14: Participant transcript excerpts for theme ‘Policies’, University One, Case Study One. 

C1U 
participant 

Participant transcript excerpts for theme ‘Policies’ Identified strategy 

C1P17 I think you only read the cyber [security] policy [without remembering them], you read a 
lot of [cybersecurity] policies, but you [as an employee] usually forget [because there are 
a lot of policies]. 

a) Have a limited 
number of policies  

C1P16 We should shape this up in a way that staff can actually read them [cybersecurity 
policies], and understand them, and not feel overloaded by them. 

C1P2 I think probably no more than six policies … Because if there are too many policies, 
employees don’t read them at all. 

C1P5 I’m very much in favour of changing the configurations [how different components of a 
software are arranged], upgrades and keeping things modern [for cyber resilience 
improvement], that’s also from the architecture [how different components of a software 
interact] perspective. We’ve got plenty of examples of that here at the university where 
we’ve re-architectured systems fairly drastically. For example, students’ management 
finance systems. They get fairly regularly updated. 

b) Adopt 
configuration and 
change 
management for 
organisational 
systems 

C1P1 I think good change management is essential. So, putting the systems in a non-steady 
state, and then applying any changes and having tested those [systems] properly. 

C1P13 Like all business, we should be in a cycle of continuity improvement. It’s also 
appropriate during any kind of incident to look at what could have been done to prevent it 
happening [again]. So, I think we should … make changes to the systems and services to 
improve the resilience. 

 

Theme ‘Proactive’: Another major theme in the concept map is ‘Proactive’ (256 hits). The importance 

of developing proactivity in the organisation has been identified from this theme as a strategy for cyber 

resilience. One of the solutions suggested by participants to enhance proactivity is using ethical hacking 

techniques (e.g., penetration tests; see Appendix A [Glossary]). Example supporting transcription 

excerpts for this theme appear in Table 5.15. 
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Table 5.15: Participant transcript excerpts for theme ‘Proactive’, University One, Case Study One. 

C1U 
participant 

Participant transcript excerpts for theme ‘Proactive’ Identified strategy 

C1P1 We try to be proactive, we do take a lot of steps from the ethical hacking that goes on in 
here. We guide them [ethical hackers] to watch systems that we think have the most 
exposure to the external world, like financial systems, customer information accounts, 
passwords. We should think from the perspective of hackers. 

Enhance 
proactivity 

C1P4 We actually pay for external companies to come in and try an attack on our systems. And 
that’s a very important element … of our systems. We try to do software penetration tests 
every year.  

C1P5 Probably feels like sometimes we are a little bit more reactive than proactive. We need to 
be proactive. There is always something new coming in … We do penetration tests here. 

 

Theme ‘Risk’: The next highest ranked theme from the transcripts was ‘Risk’ (205 hits). The theme 

emphasises the importance of having a recognised role for cybersecurity risk in the organisation, and 

undertaking root cause analysis for cyber crises to identify the cause of the cybersecurity problems (see 

Table 5.16). 
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Table 5.16: Participant transcript excerpts for theme ‘Risk’, University One, Case Study One. 

C1U 
participant 

Participant transcript excerpts for theme ‘Risk’ Identified strategy 

C1P7 Hav[e] … someone accountable for [reducing risks], because if there is someone 
accountable … then it potentially gets … recognition that it [cybersecurity risk] needs to 
be minimised. 

a) Have an 
accountable/ 
recognised role for 
cybersecurity risk 

C1P7 We have a person whose responsibility is [to manage security issues], the security 
manager. She will be the first person that looks at it, and she should mitigate those 
[cybersecurity] risks. 

C1P18 Understanding that [cybersecurity] risk and understanding how to mitigate it. So, from a 
technical perspective, we’ve got the expertise sitting in the role of CIO and they are 
responsible [to mitigate that cyber risk]. 

C1P9 They [risk-related issues] may not necessarily all be relevant to us [IT department] or 
high priority for us, but there is a sort of checklists we can go through. There should be 
an auditing risk panel and we can report to them … they are responsible for that 
[cybersecurity risk]. 

C1P11 After the cyber crisis, being aware of what the problem is to start with … finding a work 
around to mitigate the issue, and finding the reason … is important. 

b) Root cause 
analysis 

C1P1 So, you don’t want to do any of that work until … you make sure of the evidence [of 
what happened]. If it’s a breach of a university system where maybe that hacker is using 
that [system] to financial damage, again you don’t just recover it [the system] from 
backup… Instead, you wanna get the evidence and make sure it doesn’t happen again. 

C1P2 And we’ve had a few compromises last week, that made a lot of people’s accounts [go] 
down, which then put the university at risk. They [compromised accounts] have been 
blacklisted now … So, looking at why that happened. Is it an educational issue? Is it an 
actual technical issue? So, we’ve got to remediate. Is it a training issue for our 
staff? Have they configured things correctly? 

 

Theme ‘Systems’: The ‘Systems’ theme (183 hits) pointed to the importance of two diverse strategies 

for cyber resilience, namely access management and asset management, as observed in the example 

transcript segments shown in Table 5.17. 
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Table 5.17: Participant transcript excerpts for theme ‘Systems’, University One, Case Study One. 

C1U 
participant 

Participant transcript excerpts for theme ‘Systems’ Identified strategy 

C1P3 We have [a] cybersecurity mechanism which goes through how to gain access to 
information, [it explains] what your responsibility is to get access to the information. 

a) Access 
management 

C1P9 From strategies that we currently have [and should be considered for cyber resilience], I 
think one of the major ones … is a new firewall policy [to prevent unauthorised access], 
that is having everything separated into their own level subnets (see Appendix A 
[Glossary]) and then we have a separation between them and everything else. I think 
that’s one of our most successful ones, even if it is not fully implemented. 

C1P6 We are trying to put tools in place, but we need to do a review of the environment on a 
regular basis, particularly around privilege access management. So, privilege 
management (see Appendix A [Glossary]) … I call it employment verifications (see 
Appendix A [Glossary]). 

C1P7 Our information and assets are our key to so many works, if we don’t protect that it can 
have an impact, not just on the company but on the individual. I think companies always 
have a social requirement to actually do this [asset management] on behalf of both their 
staff and their customers to protect that data and that asset … it’s not just an initial 
impact, it’s the social impact. 

b) Asset 
management 

C1P6 What I mean [by asset management] is the computer environment profile, or an inventory 
and inventory management. It is one of key standards, what you manage, what’s in that 
environment, they are very important. 

 

Theme ‘Team’: The next theme ranked by hits that emerged from the Leximancer analysis was ‘Team’ 

(165 hits). Participants stated that it is important to have a recovery team in the organisation with the 

responsibility is to deal with a cyber crisis quickly for both minor or major cyber incidents (see Table 

5.18). 
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Table 5.18: Participant transcript excerpts for theme ‘Team’, University One, Case Study One. 

C1U 
participant 

Participant transcript excerpts for theme ‘Team’ Identified strategy 

C1P3 Here, occasionally somebody clicks on a link and something [a cyber incident] happens. 
So, what to control is first [priority], IT disaster recovery, with our team. That’s an 
important issue in most organisations that they should have a dedicated team to recover 
everything quickly. 

Have a recovery/ 
response team to 
deal with cyber 
crisis 

C1P16 We had a cyber crisis ten days ago. Our recruitment provider got hacked. Three and a 
half thousand … people who applied for jobs with us had potential for their private 
information to be hacked by an external party. So, in dealing with that case, it’s about 
having a team to communicate with people and to offer them solutions. 

C1P12 As an example, what we had was the Cryptolocker [a type of cyber attack] that … as a 
team, we had to go through backups and restore … files. 

C1P4 Actually, when we run a large organisation like this university, I can’t remember how 
many incident tickets we get a day. It’s a lot. You need a dedicated team to build 
processes and systems to deal with the faults. We have a service team here [as an 
example]. So, when students find any problem, they go to our service desk and then those 
guys try to solve the problems … then, those incident tickets are being sent to the right 
team to get fixed. They are a recovery team. 

 

Theme ‘Communication’: With 132 hits, the theme ‘Communication’ refers to the importance of 

considering cybersecurity issues arising from the organisation’s external communications. Table 5.19 

reveals that from the interviewees’ perspective, external organisations can influence the cyber resilience 

of the organisation. 

 

Table 5.19: Participant transcript excerpts for theme ‘Communication’, University One, Case Study 
One. 

C1U 
participant 

Participant transcript excerpts for theme ‘Communication’ Identified strategy 

C1P10 We should be careful about the external relationships as well … we had some cyber 
incidents a couple of years ago, that happened through our vendors. 

Consider 
cybersecurity issues 
arising from 
external 
relationships 

C1P3 This university is very external community facing [i.e., has relationships with many 
external organisations] because we provide services to other entities such as the state 
government, federal government, and … community groups. I think when it comes to 
cyber resilience, we also need to look at what we are providing or contributing to the 
outside of university environment … they [external organisations] could have a cyber 
attack that could impact on us, so we need to have a look at what is our relationships 
outside of the university and country [sic].  

 

Theme ‘Redundancy’: Redundancy is the next important theme with 106 hits. Analysis of the 

interview transcripts revealed the importance of having redundant services in organisations as a strategy 
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for cyber resilience. Redundant services enable organisations to replace their systems with an alternative 

when primary services are not available in a cyber crisis. This view is indicated in the C1U example 

transcript passages in Table 5.20. 

 

Table 5.20: Participant transcript excerpts for theme ‘Redundancy’, University One, Case Study One. 

C1U 
participant 

Participants transcript excerpt for theme ‘Redundancy’ Identified strategy 

C1P19 I think a business needs to make a decision around how much redundancy [in their 
systems and services] they want, because it is necessary. 

Have redundant 
services in 
organisations 

C1P4 We have a completely separate data centre which is virtually a complete copy of this data 
centre over there. If we do lose … [the] data centre, we access those operations. 

C1P8 There were a couple of cyber attacks on a web server … It was identified that there was a 
misconfigured application on a web server and that attack was able to manipulate the 
website and shut it down. So, with that incident, the server was decommissioned, and a 
new server was provided. 

 

Theme ‘Procedures’: The last theme from Leximancer’s concept map for C1U is ‘Procedures’ with 

27 hits. The 'Procedures’ theme refers to continuity of the organisation’s functioning despite a cyber 

crisis. Transcript analysis related to this theme highlighted discussion on fast recovery of core systems 

as a strategy for cyber resilience. Table 5.21 provides some example transcript passages for the theme. 

 

Table 5.21: Participant transcript excerpts for theme ‘Procedures’, University One, Case Study One. 

C1U 
participant 

Participant transcript excerpts for theme ‘Procedures’ Identified strategy 

C1P18 In a crisis, we always just need to solve. And basically, we act to solve especially for 
important systems. So, in a different scenario, in a crisis scenario, we act to solve the 
problem and do recovery of those systems. 

Fast recovery of 
core systems 

C1P3 My suggestion to improve the level of cyber resilience … enabling the business to 
continue. At present … if … an event happens, the first response is how IT can bring 
back the most important systems quickly. It’s about … pre-planning and how much the 
core systems can wait. For different … system[s] it’s different. A finance system might 
be able to wait more than a student service management system. So the business area has 
to have a plan in place.  

C1P4 That is kind of the worst-case scenario in a corporation’s infrastructure … for a data 
centre if you have something like a fire, and we actually had it last year. So, we shut 
down everything very quickly and all the electric files were isolated. 

 

As evident from discussion of the themes that emerged during analysis of the C1U interview data for 

all participant groups, 12 strategies (from nine themes) were identified for cyber-resilient organisations. 
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Table 5.22 collates the strategies. A code was assigned for each cyber resilience strategy in the Code 

column so that C1 represents Case Study One and S is a strategy for cyber resilience (e.g., S1 refers to 

the first organisational factor of cyber resilience). 

 

Table 5.22: Strategies for cyber resilience, University One, Case Study One. 

Cyber resilience strategies—C1U Code 

Have long-term cybersecurity policies with regular updates C1S1 

Have a limited number of policies C1S2 

Adopt configuration management and change management for organisational systems C1S3 

Enhance proactivity  C1S4 

Have an accountable/recognised role to manage cybersecurity risk C1S5 

Develop root cause analyses for cyber crisis C1S6 

Asset management C1S7 

Access management C1S8 

Have a recovery/response team to deal with cyber crisis C1S9 

Consider cybersecurity issues arising from external relationships C1S10 

Have redundant services  C1S11 

Fast recovery of core systems C1S12 

 

Discussion of the strategies for cyber resilience identified in the C1U data analysis is presented in the 

following section. 

 

Discussion on strategies for cyber resilience 

 

Further discussion of the 12 strategies for cyber resilience identified in the C1U interviews from all 

participants is now presented (see Table 5.22). As stated in Section 3.5.2, establishing an appropriate 

number of policies and regulations enhances resiliency, while both under- and over-regulation increases 

vulnerability and decreases resilience in an organisation (Gisladottir et al. 2016). Having an appropriate 

number of cyber resilience policies was discussed by participants (see the theme ‘Update’/(a)), but the 

focus on a limited number of cybersecurity policies suggests that C1U favours principles-based policies. 

Burgemeestre, Hulstijn and Tan (2009) refer to two different approaches in regulatory systems. In the 
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principles-based approach, the regulations are formulated based on high-level guidelines, while in the 

rules-based approach, detailed prescriptions are provided to stakeholders on how to behave. 

Transcription data from C1U participants indicated that general and broad cybersecurity guidelines are 

more useful than establishing detailed cybersecurity policies. However, although participants believed 

that ‘a fewer number of broad cybersecurity policies makes it easier for employees to read and 

understand those policies’, general guidelines may not produce practical solutions during cyber crisis. 

Although not stated by participants, having detailed (rules-based) procedures accompany high-level 

(principles-based) cybersecurity policies may provide more comprehensive but readily understood 

guidelines for cyber crisis scenarios. 

 

Adopting configuration and change management for organisational systems is another strategy for 

cyber resilience discussed by C1U interviewees (see the theme ‘Update’/(b)) that has been referred to 

in prior publications (ASIC 2016). From the participants’ view, staying current with the changing 

security landscape assists organisations to develop cyber resilience and protects their business 

information. Configuration management procedures help organisations and managers to investigate the 

availability of organisational assets (ASIC 2016). Asset management is another strategy for cyber 

resilience mentioned by participants (see the theme ‘Systems’/(b)). 

 

Another strategy for cyber resilience discussed by C1U participants was enhancing proactivity through 

conducting ethical hacking programs (see the theme ‘Proactive’). As the number of cyber incidents 

grow, organisations need to increase their awareness of potential vulnerabilities in their systems. As 

discussed in Section 3.5.2, ethical hacking is similar to ‘cyberwar gaming’ in which simulated system 

phishing attacks (see Appendix A [Glossary]) enhance awareness of cyber resiliency levels (Dalton, 

Van Vuuren & Westcott 2017; Hult & Sivanesan 2014). However, analysis of the participant transcripts 

suggest that C1U may need to develop further proactivity mechanisms. This is supported by C1P5’s 

comments (see the theme ‘Proactive’): ‘Probably feels like sometimes we are a little bit more reactive 

than proactive. We need to be [more] proactive’. 

 

As C1U communicates with third parties, the security issues of external organisations are important as 

a strategy for cyber resilience (see the theme ‘Communication’). However, the important role of 

external organisations to improve cybersecurity awareness is not highlighted in the C1U participant 

transcript analysis. Multiple studies suggest that organisations should promote cooperation with other 

external parties to share information and knowledge on any potential cyber attack, and to also learn 

from external parties’ past experience in dealing with cyber crisis (ASIC 2015; Choras et al. 2015; 

Davis et al. 2016; McCarthy 2015). Therefore, paying attention to knowledge sharing with stakeholders 

and other third parties may increase an organisation’s level of cyber resilience. 
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Redundancy in systems and services is another strategy for cyber resilience identified from C1U 

interviewee transcript analysis (see the theme ‘Redundancy’). This issue has also received attention 

from cyber resilience scholars, as promoting diversity in systems and applications influences cyber 

resilience (Balakrishnan, Mishra & Bhatt 2018; Bindiya 2016; Bodeau & Graubart 2016b; Davis et al. 

2016; Dewar 2017; Putranti 2017; Shrobe 2011). 

 

Analysis of data from C1U participant groups suggests that C1U favours an engineering resilience 

approach over ecological resilience, as the main focus is on fast recovery after cyber crisis and return 

to the steady state of systems. This issue appeared as ‘delegate decisions to skilled employees during 

recovery’ in the list of organisational factors of cyber resilience derived from analysis of C1U interviews 

(see the theme ‘Delegating’/(a)). It also appeared as ‘have a recovery/response team to deal with cyber 

crisis’ in the strategies for cyber resilience identified from the C1U interviews (see the theme ‘Team’). 

Another strategy that supports this resilience approach from C1U is ‘fast recovery of core systems’ as 

shown in the theme ‘Procedures’. However, ecological resilience scholars believe that each system may 

be in a different state of resilience and that it is not necessary to return to the former state after crisis. 

Learning from adverse events is encouraged in ecological resilience thinking (Holling 1973; Ludwig, 

Walker & Holling 1997). The ecological resilience learning mindset was not observed among the 

participant interviews. Favouring continual system functioning is not surprising in an organisation like 

C1U, which seeks to maintain the functionality of a large business with many educational systems. 

Consequently, fast recovery is emphasised more than adjustability. C1U may benefit from adopting 

further procedures to learn from past incidents and enhance ecological resilience thinking. The ideal 

resilience system is one that includes both engineering and ecological resilience thinking (Sikula et al. 

2015). 

 

The role of students in creating a cyber-resilient organisation and decreasing vulnerability in the 

university environment was not referred to by C1U interviewees. However, since a major role of 

universities is providing services to student clients, the potential of students to reduce cyber risks by 

considering their cybersecurity behaviours should not be underestimated. 

 

While the importance of having a recognised role for cybersecurity risk management was mentioned 

by participants from C1U, it was not clear whose responsibility it is to perform such a role. It may be 

helpful for this issue to be investigated further in the C1U. 

 

As discussed in Section 4.5.1, the identified organisational factors and strategies of cyber resilience are 

next classified into cells of the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013) to 

analyse how cyber resilience is perceived by C1U participants. 
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absorption, recovery and adaptation refer to post-cyber incidents. As demonstrated in Table 5.23, most 

organisational factors and strategies found from the primary C1U data can be categorised into the 

planning stage of event management (see Section 2.4.2). Therefore, activities ‘before’ cyber problems 

have received most attention. It may benefit C1U to consider activities taken after cyber incidents as 

well, since cyber resilience includes actions taken both ‘before’ and ‘after’ cyber problems. 

Examination of activities taken ‘after’ a cyber crisis (using Linkov et al.’s (2013b) Cyber Resilience 

Matrix), revealed that C1U did consider the absorption and recovery stages in some domains. Least 

emphasis was placed on the adaptation stage in the participant data analysis. However, adaptation 

aspects of cyber resilience relate to the learning process after cybersecurity incidents (Linkov, 

Eisenberg, Plourde et al. 2013). More attention to this aspect of cyber resilience may enhance cyber 

resiliency at C1U. 

 

Table 5.23 shows that three organisational factors of cyber resilience, ‘Give staff members the sense of 

ownership in the organisation’, ‘Build a reputation as a cyber-resilient organisation’ and ‘Employee 

satisfaction’ could not be located into the Matrix (Linkov, Eisenberg, Plourde et al. 2013). As these 

apparently important aspects of cyber resilience development in organisations did not appear among 

the metrics of the Cyber Resilience Matrix, the omission of these behavioural characteristics, and 

possibly all behavioural elements, appears to be a limitation of the Matrix. Discussion of C1’s primary 

data analysis for all participant groups now concludes. Analysis of C1U’s secondary data sources 

appears in the following section. 

 

5.4 Secondary data 

As discussed in Section 4.4.2, the C1U interview data were supplemented by secondary data to enable 

triangulation. Three sources of secondary data are used in this study, namely documents, cybersecurity 

protection tools and cybersecurity incident management procedures at C1U. These secondary data help 

the researcher to investigate C1U’s implication practices in dealing with cyber crisis. In contrast, the 

C1U interview analysis examined reviews reported by participants. Investigation of the secondary data 

provides an opportunity to examine whether the identified factors and strategies from the interview data 

were supported by CIU’s existing procedures. The secondary data sources are examined in the 

following sections. 

 

5.4.1 Documents—analysis, results and discussion 

Document sources for C1U comprised cybersecurity policies and a non-public document entitled Cyber 

Security Response Procedures. Cybersecurity policies at C1U helped the researcher to understand its 

directives for cybersecurity management by examining whether the organisational factors and strategies 
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enhance user awareness about using C1U’s services securely. Including more organisational and non-

technological aspects of cyber resilience in these policies may benefit C1U, as will be discussed in 

Section 5.5. 

 

Another cybersecurity document obtained from C1U was the Cyber Security Response Procedure, 

which includes a flowchart of the steps taken to respond to a crisis. Investigating CIU’s Cyber Security 

Response Procedure flowchart was useful, as it provided the procedures followed during adverse events 

(see Figure 5.6). 

 

Figure 5.6: Flowchart of the Cyber Security Response Procedure, University One, Case Study One. 
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Some steps from the Cyber Security Response Procedure shown in Figure 5.6 confirmed a number of 

the organisational factors and strategies identified in C1U’s primary interview data. For example, the 

step Immediately notify the ICT security manager of the suspected data breach corroborates that Having 

an accountable/recognised role for cybersecurity risk is important for C1U. Therefore, the latter 

strategy for cyber resilience, codified as S5, is confirmed. Table 5.25 lists the supported organisational 

factors and strategies of cyber resilience, alongside the relevant steps from the Cyber Security Response 

Procedure. 

 

Table 5.25: Support for organisational factors/strategies of cyber resilience from University One, Case 
Study One, from Cyber Security Response Procedure steps. 

Cyber Security Response Procedure steps Supported organisational 

factors/strategies of cyber resilience 

Immediately notify the ICT security manager of the suspected data breach C1F9 

Make a record of the type of information affected C1F9 

ICT security manager—coordination of response C1S5 and C1S12 

Contain the breach—take the necessary steps to contain the breach C1S12 

Assess the breach—identify information involved  C1F9 

Assess the breach—cause and extent of breach C1S6 

Reporting and escalation—notify CIO and deputy CIO C1F2 

Notification—notification process enacting following risk management C1F9 

Crisis management and response team C1S9 

Post-incident review—investigate cause C1S6 

Post-incident review—update data breach response plan, policies and procedures C1S1 

 

While Tables 5.24 and 5.25 reveal that many of the identified organisational factors and strategies of 

cyber resilience were confirmed by document analysis in C1U, several organisational factors and 

strategies were not. Because of the nature of these documents, some of the behavioural findings from 

primary data, including Employee satisfaction and Delegate decisions to skilled employees during 

recovery, could not be investigated. The next source of secondary data investigated in this study are 

C1’s cybersecurity protection tools. 
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5.4.2 Investigating cybersecurity protection tools—analysis, results and discussion 

Cybersecurity protection tools are important for organisations, because they help protect against cyber 

attacks. Investigating the cybersecurity protection tools used by C1U allowed the researcher to identify 

whether the findings from the primary interview data could be confirmed by the tools in use, enabling 

triangulation of the study results. Data logs and technical policies are two important cybersecurity 

protection tools used by C1U in its cyber services. The following sections examine each of these tools 

in turn. 

 

Data logs 

 

Data logs help C1U investigate events that occur in their systems and services to identify malicious 

activity. The three types of data logs that are most used at C1U to investigate security incidents are 

network data logs, web server data logs and mail gateway data logs (see Appendix A [Glossary]). 

Information examined in each data log revealed how C1U used the data logs to protect its security. 

 

This study used a protocol developed for data log analysis (see Section 4.5.2) in which a code 

summarising the field content was added to each C1U data log field (see Appendix E). These codes 

helped the researcher to identify the type of information stored in different fields of a database log. 

When investigating each data log structure, the codes assigned to the database log fields were compared 

with the organisational factors and strategies of cyber resilience previously identified from the C1U 

interview analysis. For example, in the Threat log [a type of network log], one of the fields is [severity 

associated with the threat] (see Appendix E). The values of this field (i.e., low, medium, high and 

critical) vary according to the security threat and identify the risk associated with the security event. 

The researcher of this study codified this field as Risk management (code=Risk management); this 

information helps C1U to investigate and handle the cybersecurity risk. The researcher assigned a code 

that then indicated C1U’s view of the risk associated with each cyberthreat. 

 

The strategy identified from the primary data analysis mitigate potential cybersecurity risk [C1F9] is 

supported by this field. Another example is observed in the Traffic log [another type of network log] 

with its data field, [Session end reason] (see Appendix E). This field shows that the reason for any 

cybersecurity problem occurring in the Traffic log is stored in C1U’s database. The assigned code for 

this field is [Reason for the event]. The code and its associated field lend support for the cyber resilience 

strategy identified from analysis of the primary data, Developing root cause analyses for cyber crisis 

[C1S6]. All the codes assigned to the different data log fields are listed in Table 5.26, as are any support 

of codes identified in the primary data analysis. 
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Table 5.26: Manual codes identified from data log with supported organisational factors/strategies of 
cyber resilience, University One, Case Study One. 

 Code assigned to data log fields Supported organisational factors/strategies 

of cyber resilience 

Reason for the event C1S6 

Severity of the event C1F9 

Actions taken to deal with the event C1S12 

The existing relationship with other objects/systems C1S10 

Person responsible for undertaking the action C1S5 

The user who has access to the log C1S8 

Changes into the system to solve the problem C1S3 

Event type/event time/source of the event/results of 

the event/results of the actions 

No organisational factor/strategy of cyber 

resilience was supported by these items 

 

As shown in Table 5.26, seven organisational factors and strategies of cyber resilience are supported by 

the information stored in data logs at C1U. During a meeting, a C1U senior manager advised that these 

data records are sometimes used to restore data when data are damaged or lost in a cyber incident. 

Therefore, the strategy for cyber resilience Have redundant services [C1S11] is also supported by this 

source of secondary data. The next cybersecurity protection tool investigated at C1U are the technical 

policies implemented in its services and systems. The following section discusses C1U’s technical 

policies. 

 

Technical policies 

 

This section introduces C1U’s internal technical policies and rules embedded into its systems and 

services to increase cybersecurity. Examination of the policies help evaluate whether the organisational 

factors and strategies of cyber resilience identified in the primary data analysis can be corroborated. 

Based on the content and aim of these technical policies, the organisational factors and strategies 

obtained from primary data will be reviewed to identify which organisational factors or strategies of 

cyber resilience are supported by the policies. 
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To undertake the policy analysis, as stated in Section 4.5.2, a meeting was conducted with a C1U senior 

manager to clarify the aim of each technical policy and how each policy minimises cybersecurity risk. 

The content of these policies was then investigated, and the main content of each was recorded in Table 

5.27. Any organisational factor and strategy supported by the meaning of the policy content is shown 

by the code/s in brackets beside the relevant content. 

Table 5.27: Key technical policy content with supported organisational factors/strategies of cyber 
resilience in bold, University One, Case Study One. 

Technical policy Key technical policy content; supported organisational factors/strategies of cyber resilience in 

bold  

Antispoofing Aims to identify spoof emails (see Appendix A [Glossary]) and email senders whose addresses are 

not trusted [support for C1S10]/deal with fake email addresses [support for C1F9 and C1S4] 

Attachment 

protection 

Aims to ensure attachments are safe before arrival at receiver [support for C1S10, C1F9 and C1S4] 

Auto allow Using ‘Auto allow database’ [support for C1F8] (see Appendix A [Glossary]), this policy helps 

prevent spam emails from reaching user inboxes [support for C1S8] 

AV (anti-virus) scan 

on release 

Aims to send notifications to C1U’s systems asking for re-detecting and re-scanning systems to detect 

hidden malware or viruses in software [support for C1F8, C1S4 and C1F9] 

Blocked senders Aims to block some email addresses from entering C1U systems using email blacklist of 

compromised email accounts [support for C1S7, C1S4, C1F9 and C1S10] 

Content 

examination 

Aims to investigate email messages content, including text and figures to ensure security [support 

for C1S7, C1S4, C1F9 and C1S10] 

Greylisting Aims to prevent spams from invading email addresses (see Appendix A [Glossary]) [support for 

C1S4, C1F9, C1S8 and C1S10]  

Impersonation 

protection 

Aims to detect suspicious email content in which no attachment or URL exists in message [support 

for C1S4, C1F9, C1S8 and C1S10] to protect C1 from impersonation attacks (see Appendix A 

[Glossary]) 

Permitted senders Aims to successfully deliver messages that come from trusted zones [support for C1S4 and C1S10] 

Secure delivery Aims to establish secure connection between different servers [support for C1F8] to ensure secure 

delivery of data between users [support for C1F9] 

Spam scanning Aims to identify spam email or malware attack [support for C1S4 and C1F9] 

Suspected malware Aims to detect some zero-day malware attacks (see Appendix A [Glossary]) [support for C1S4 and 

C1F9] 

URL protection Using system configuration [support for C1S3], a list of URLs prevents malicious activities 

[support for C1S4, C1F9 and C1S10] originating from these URLs or websites 

Table 5.27 shows that the technical policies implemented by C1U and discussed above support several 

organisational factors and strategies of cyber resilience identified from C1U’s primary data analysis. 
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Another source of secondary data used in this study is the cybersecurity incident management 

procedures at C1U, which is examined in the following section. 

 

5.4.3 Investigating cybersecurity incident management procedures—analysis, results 
and discussion 

Investigation of C1U’s cybersecurity incident management procedures will enable the associated 

actions taken to be compared with the organisational factors and strategies (identified from primary 

data analysis). In particular, the ways in which C1U is informed of cybersecurity incidents were 

examined alongside the actions taken to solve these problems. While the results revealed that C1U is 

notified of cybersecurity incidents by different resources, the cybersecurity team usually identifies 

security incidents through seven mechanisms. The mechanisms are: scanning data logs by security team 

members or the system architect server (see Appendix A [Glossary])/receiving reports from the proxy 

server (see Appendix A [Glossary])/receiving suspicious emails from external email 

addresses/receiving incident tickets (see Appendix A [Glossary]) from the Student Service 

Desk/receiving notification from the Mimecast system (see Appendix A [Glossary])/receiving 

notification from Auscert (see Appendix A [Glossary])/receiving notification from Have I Been Pwned 

(see Appendix A [Glossary]). 

 

In the following section, one example is provided from each cybersecurity incident reporting resource 

along with C1U’s response to address the problem. As the aim of secondary data analysis was to 

investigate for confirmatory support of the primary data analysis results, each example also identifies 

any supported organisational factors and strategies of cyber resilience. 

 

Scanning data logs: On occasions, C1U scans all system ports to locate vulnerable areas or suspicious 

issues [supporting C1S4 and C1S4]. One example revealed a large amount of traffic from an IP 

address [x.xxx.9.25] in the firewall log. The data log indicated that 100 gigabytes of data were created 

on 30th April 2018 with 298,471 records inserted over one minute and nine seconds. Appendix G lists 

the first 20 records for this IP address (see Appendix A [Glossary]) over the period. In Appendix G, the 

field (SourceAdd) refers to the external IP address that attempted to enter C1U’s domain. The (Domain) 

and (DestinationAdd) fields indicate C1U’s domains and IP addresses targeted by the cyber attack. 

(Source Port) points to the source of the IP address [x.xxx.9.25] that tried to enter C1U’s ports 

(Destination ports), while the (Action) column shows the attempts were unsuccessful. The data log also 

reveals the source country of the IP address. This one example firewall log indicates that one source 

(from one IP address) made 298,471 attempts to access to multiple domains and ports of C1U. 

Response from C1U: Staff from the C1U [supporting C1F9 and C1S9] first searched the WhoIs 

Lookup website (see Appendix A [Glossary]) to find information on the source IP address [supporting 
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C1S6]. The search results are presented in Appendix I, which shows information about the service 

provider of the IP address. As the intruding organisation held a range of IP addresses from the same 

service provider, C1U blocked the entire intruder’s IP address range [supporting C1F9] to prevent 

these IP addresses entering C1U’s domains. 

 

Receiving reports from proxy server: C1U set up an automatic proxy server (see Appendix A 

[Glossary]) report [supporting C1F8] that is generated and sent to C1U’s ICT security team when a 

UserID logs into the proxy server where the relevant addresses come from more than one country 

[supporting C1F9, C1S8 and C1S10]. As an example, the report shown in Table 5.28 from the proxy 

server was sent to ICT security in January 2018 for [UserID=Nedxxxxx]. 

 

Table 5.28: Example proxy server report from University One, Case Study One. 

Record Date/time Session identifier Country IP address 

1 2018-01-17 00:32:09 NP7FLzZ3ObJw8Zb COUN1 xx.xxx.199.69 

2 2018-01-17 00:44:17 NP7FLzZ3ObJw8Zb COUN1 xx.xxx.188.69 

3 2018-01-17 01:00:43 FZJUhPmCQjYVpR3 COUN2 xxx.xxx.86.174 

4 2018-01-17 23:43:12 1r165reZXLLgRQn COUN1 xx.xx.197.40 

5 2018-01-17 23:43:13 1r165reZXLLgRQn COUN1 xx.xx.87.40 

Note: Countries and IP addresses have been concealed for anonymity. 

The report in Table 5.28 indicates that over a short period, [UserID= Nedxxxxx] logged into the proxy 

server from different locations with different IP addresses. The first two records of Table 5.28 reveal 

that the user accessed the same session identifier through different IP addresses within 12 minutes. 

Additionally, records 2 and 3 show that during a 16-minute period, the user logged in from two different 

countries, COUN1and COUN2. In reality, the user used a virtual private network server (see Appendix 

A [Glossary]) that enabled her to create a secure connection to the C1U server [supporting C1S6] and 

did not move between the two countries. A virtual private network has a feature that enables users to 

appear connected to a server in another country. 

 

Response from C1U: ICT security staff from C1U responded [supporting C1S5 and C1S9] to the 

example security incident above by blocking [UserID=Nedxxxxx]. 

 

Receiving suspicious emails from external email address: A malicious email was sent to the ICT 

security team’s email address from someone named [Toxxxxx] [supporting C1S10]. The email content 
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was as follows: (Hi Team, I need a temporary staff email to work on, Can you arrange an account for 

me? My current email has been scammed). 

 

Response from C1U: C1U usernames were reviewed to find that no username of [Toxxxxx] existed 

[supporting C1F9]. The ICT security group blocked [supporting C1F9 and C1S9] the username 

[Toxxxxx], adding it to the Reference Page (see Appendix A [Glossary]) [supporting C1S2]. Any 

future email from the same username will be blocked [supporting C1F9]. The ICT security group also 

reported the [Toxxxxx] username to Auscert (See Appendix A [Glossary]) to have it blocked more 

widely to reduce future effects on people external to C1U. 

 

Receiving incident tickets (see Appendix A [Glossary]) from Student Service Desk: A C1U user 

contacted the Student Service Desk explaining she had received a scam telephone call from someone 

saying they were from Microsoft. The user had been told the caller had installed software on the user’s 

machine. 

 

Response from C1U: The Student Service Desk asked the user to change their password [supporting 

C1S12]. The following incident information was then recorded into a security incident ticket by the 

Student Service Desk: (Student Service Desk IT staff member who recorded the incident/compromised 

user information/incident time/incident priority and urgency [supporting C1F9]). The incident ticket 

was then assigned to the ICT security department [supporting C1S9 and C1S5] and the password was 

reset [supporting C1S3]. The ICT security team also reviewed the incident to identify any unusual 

access to the user’s account [supporting C1S8]. Security advice was provided to the user to reduce 

future security problems. 

 

Receiving notification from the Mimecast system (see Appendix A [Glossary]): An automatic 

notification generated from the Mimecast system [supporting C1F8] and sent to the ICT security team 

[supporting C1S9] referred to a large volume of email sent from a C1U account. The notification shows 

that during one hour, 9,930 emails were sent from a user account. The subject of the emails was: [Offer 

acceptance]/[Thank you for your offer]/[Welcome to the University … C1U]. 

 

Response from C1U: As the account was compromised [supporting C1S6 and C1F9], the ICT 

security team [supporting C1S9] performed the following steps: (User account was disabled 

[supporting C1S8]/a random password was set/access to Outlook Web Application (see Appendix A 

[Glossary]) were disabled/the Student Service Desk team was informed). The student account owner 

contacted the ICT security team asking why the account was blocked. The ICT security team explained 

that the account was compromised and issued a new temporary password. Notably, the ICT security 

team also usually referred to technical solutions in a Reference Page, set up by C1U, (see Appendix A 
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[Glossary]) that provided instructions [supporting C1S12] on how to manage large volume emails sent 

from a user account. 

 

Receiving notification from Auscert (see Appendix A [Glossary]): C1U receives daily reports from 

Auscert [supporting C1F8] with vulnerabilities and cyber incident notifications about C1U’s systems 

[supporting C1S4 and C1F9]. The following report is an example of Auscert’s advice regarding 

vulnerabilities for particular systems, IP ranges and/or domains: ‘The servers under your control are 

potentially vulnerable to the --- attack [the name of cyber attack was removed for confidentiality 

purposes]. This attack may lead to decryption of HTTPS (see Appendix A [Glossary]) connections 

between clients and servers.’ Information with the IP address, port and host name of the vulnerable 

systems were also attached to the report, along with technical advice for system/application 

configurations [supporting C1S3] to resolve the problem. 

 

Response from C1U: The ICT security team at C1U followed the advice and took the appropriate 

actions [supporting C1S4 and C1F9]. 

 

Receiving notification from Have I Been Pwned (see Appendix A [Glossary]): C1U subscribes to 

the (Have I Been Pwned) [supporting C1F8] website, which provides alerts regarding compromised 

email accounts [supporting C1S10]. Recently, a notification received by C1U’s ICT security mailbox 

mentioning that four emails that had been pwned in a VNG data breach (see Appendix A [Glossary]). 

However, the email addresses have not been provided to preserve anonymity. The compromised data 

included dates of birth, email addresses, genders, IP addresses, marital statuses, names, occupations, 

passwords, phone numbers, physical addresses and usernames. 

 

Response from C1U: After receiving the notifications, ICT security staff [supporting C1S5] evaluated 

the severity of the incidents and C1U’s associated risk [supporting C1F9] before taking appropriate 

action. The ICT security team emailed account holders [supporting C1S9], informing them of their 

compromised accounts. The emails also explained that users need to change all their passwords if the 

same email address and password are used across multiple systems [supporting C1F4 and C1S12]. 

Users were also advised not to use their C1U accounts to visit websites unrelated to their studies 

purposes, as they put the university at risk. 

 

The secondary data sources from C1U investigated previously are now collated in the next section and 

compared against the cyber resilience organisational factors and strategies identified from the primary 

data analysis. 
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resilient organisation and Aim for ‘simplified’ cybersecurity policies, may require use of another data 

gathering technique to investigate corroboration, such as seeking employee opinions. 

 

Although interview participants suggested compilation of a Complete list of cybersecurity experts (from 

both IT and non-IT staff members) across C1U, the secondary data analysis did not indicate the 

existence of such a list. Consequently, the last-named factor was not supported by the C1U secondary 

data. 

 

5.6 Conclusion 

This chapter reports on analysis of interview data obtained from all C1U participants. The themes that 

emerged from interview analysis identified 11 organisational factors, and 12 strategies relevant to cyber 

resilience. Awareness of the ecological resilience perspective, in addition to the engineering resilience 

perspective used at C1U, may help develop its cyber resilience. Based on analysis using the Cyber 

Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013; see Table 5.23), C1U may strengthen its 

cyber resilience by greater consideration of activities in the absorption, recovery and adaptation phases 

after a cyber incident. Interview analysis suggested that non-technological cyber resilience elements, 

including employee satisfaction and sense of ownership may increase an organisation’s cyber resilience. 

Organisational factors and strategies of cyber resilience identified from analysis of C1U’s interviews 

were also found in its secondary data, strengthening the findings through triangulation. Five factors to 

strengthen cyber resilience found through analysis of the primary interview data were not corroborated 

in analysis of the secondary data. The lack of confirmation for at least two of the five factors identified 

through analysis of the interview data may have arisen from the nature of the secondary data. Further 

investigation is needed to seek triangulation of the five factors. Chapter 6 follows next, and presents 

analysis, results and discussion for C2U. 
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 Case Study Two 

Analysis, results and discussion 

 

6.1 Introduction 

This chapter analyses, presents and discusses the results of Case Study Two (C2), which is based in 

University Two. The structure of the chapter is as follows. C2 is introduced in Section 6.2. The primary 

(interview) data from C2U are then investigated in Section 6.3, while 6.4 discusses the secondary data. 

Parallels between the findings of the primary and secondary data are examined in Section 6.5. The 

chapter concludes in Section 6.6. Figure 6.1 depicts the structure of this chapter diagrammatically. 

  

Figure 6.1: Diagrammatic structure of Chapter 6. 
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6.2 Introducing Case Study Two 

C2 is set in one of the largest universities in Australia, referred to in this thesis as C2U, and is located 

in a multicultural city. Like C1U, C2U has a range of campuses, some of which are located outside 

Australia, and colleges and faculties. With over 50,000 students and 7,000 staff members, C2U delivers 

multiple undergraduate, graduate coursework and research programs. C2U’s programs are delivered 

online and through face-to-face education to national and international students in many disciplines. As 

discussed in Chapter 5, Section 5.3.1 for C1, limited demographic information is provided on C2U to 

manage the risk of revealing its identity, since Australia has relatively few universities. The next section 

explains the primary data source collected and then analysed from C2U. 

 

6.3 Primary data 

Interviews are the primary source of data for this study. The participant characteristics are introduced 

in Section 6.3.1. Then the organisational factors of cyber resilience in C2U are investigated in Section 

6.3.2 and the strategies for cyber resilience in C2U are discussed in Section 6.3.3. Then the 

organisational factors and strategies of cyber resilience identified in C2U are categorised into the Cyber 

Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013) in Section 6.3.4.  

 

6.3.1 Demographic information 

As stated in Section 4.3, both business and IT staff were selected as participants for C2U, with 20 

interviewees in total. Three business managers were interviewed. The IT staff were also divided into 

three interviewee groups, with five IT senior managers, six IT middle level managers and six IT 

operational staff interviewed.  

 

To ensure the anonymity of the interviewees, each was referred to by code. In different codes, C2 refers 

to Case Study Two, while P represents a participant (e.g., P1 refers to participant 1). Broad interviewee 

demographic data is provided in Table 6.1 consisting of the participant group, code number, date of 

interview and work experience in years. Presentation of the analysis, results and discussion for Chapter 

6 will follow the same order adopted in Chapter 5. All interviewees were considered ‘female’ to help 

preserve their anonymity. 
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Table 6.1: Participant demographic information, University Two, Case Study Two. 

Participant group  Interviewee code Date interviewed Work experience (years) 

Business group 

 

C2P18 18-06-2018 16 

C2P19 26-06-2018 19 

C2P20 14-06-2018 9 

IT 
group 

IT senior 
manager  

C2P1 05-10-2017 16 

C2P2 12-06-2018 26 

C2P3 13-06-2018 22 

C2P4 13-06-2018 23 

C2P5 14-06-2018 21 

IT middle 
manager 

C2P6 05-10-2017 13 

C2P7 05-10-2017 21 

C2P8 06-10-2017 15 

C2P9 05-10-2017 12 

C2P10 06-10-2017 18 

C2P11 06-10-2017 14 

IT operational 
staff 

C2P12 05-10-2017 18 

C2P13 05-10-2017 15 

C2P14 05-10-2017 9 

C2P15 05-10-2017 10 

C2P16 06-10-2017 12 

C2P17 06-10-2017 15 

 

As indicated in Table 6.1, the work experience of participants ranged from nine years to 26 years, while 

the interview process took eight months (October 2017 to June 2018). Section 6.3.2 presents the analysis 

of the organisational factors of cyber resilience from the C2U interviewee data. 

 

6.3.2 Organisational factors of cyber resilience 

Two sets of interview questions were used for the business and IT groups at C2U. Some interview 

questions aimed to identify organisational factors of cyber resilience, while others investigated 

strategies for cyber resilience (see Tables 4.2–4.4). Analysis of organisational factors of cyber 

resilience are presented first, identified from all the C2U interviews. 
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Analysis results for organisational factors of cyber resilience  

 

From Leximancer’s concept map, 11 themes were identified (see Figure 6.2). 

 

Figure 6.2: Concept map for organisational factors of cyber resilience, University Two, Case Study 
Two. 

 

Consistent with the discussion in Section 4.5.1.2, each theme (or bubble) was considered an 

organisational factor of cyber resilience. As observed from Figure 6.2, themes that emerged from 

analysis of the C2U interviews as organisational factors of cyber resilience were ‘Awareness’, 

‘Security’, ‘Skills’, ‘Delegation’, ‘Policies’, ‘Educating’, ‘Crisis’, ‘Risk’, ‘Use’, ‘Diversity’ and 

‘Process’. Ranked themes based on the frequency of hits from the C2U interview transcripts are shown 

in Figure 6.3. The Hits column displays the number of text blocks relevant to each theme (Leximancer 

2018). 
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Figure 6.3: Ranked themes for organisational factors of cyber resilience, University Two, Case Study 
Two. 

 

As observed in Figure 6.3, the theme ‘Awareness’ was the most highly ranked from the data analysis 

results, while the themes ‘Use’, ‘Diversity’ and ‘Process’ were the least. The meaning of each theme is 

now investigated. 

 

Theme ‘Awareness’: The theme ‘Awareness’, with 259 hits, was the most important organisational 

factor of cyber resilience as identified from the C2U participant transcripts. The C2U data relevant to 

this theme pointed to two different organisational factors of cyber resilience. The first factor referred to 

the value of raising awareness among employees through translating it into practical advice. The second 

factor indicated the importance of the senior executive role in valuing cyber resilience. The latter idea 

was exemplified by one participant, C2P8, who stated, ‘the senior managers who make those strategic 

decisions … need to understand what cybersecurity is’. These two organisational factors of cyber 

resilience are examined further below through example passages from C2U interviews. 
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Table 6.2: Participant transcript excerpts for theme ‘Awareness’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Awareness’ Identified 
organisational factor 

C2P2 We are very targeted with our [cyber resilience] advice rather than keeping it 
generic. So, we try to do that in a way that is going to be meaningful. So, we try to 
translate it into the experience of the group that we are advising. 

[For example] … we use stories that we tell to employees and they remember stories, 
and that has an impact on their behaviour. We provide them with advice, specific and 
particular experience. 

a) Raise cyber 
resilience awareness 
among employees 
using practical advice 

C2P7 The guidance [for cyber resilience awareness] should be … in a description rather 
than … IT language … because we need to appreciate that employees have different 
learning styles … I think humanising the approach you take [for cyber resilience 
awareness] and essentially running a multi-prompt campaign … continually making 
users aware through different channels. Putting things in social media [of], say, how to 
protect yourself, having images that users can look at, to say that this is why this is not 
good. So, using images instead of words. 

C2P9 We need to acknowledge that people are different. They have different backgrounds 
and styles of learning. As an organisation, we have to understand that, and we need to 
help them [in their cyber resilience awareness]. 

C2P20 It’s really important that our employees even in the junior levels understand the 
importance of cybersecurity … and have awareness of cybersecurity. These days, [we 
have] … some kinds of the poster on boards from which our staff could know and 
understand why we should be very careful. 

C2P1 But also making them [organisations/universities] sure that their user community is 
extremely aware of their part in the process … security should be part of their everyday 
thinking as is the functionality of the group … Practically how this works, there is an 
awareness campaign [for cyber resilience] that can help them. 

C2P4 We have here the posters for cybersecurity [to increase people’s awareness]. 

C2P8 I think the senior managers who make those strategic decisions … need to understand 
what cyberthreats are … Most … senior managers don’t understand … their educational 
awareness is very important, as one of the key factors which can drive everything 
whether it’s related to the budget, related to … employees, process, and … other factors 
which will be driven by that. 

b) Importance of 
senior executive role 
in valuing cyber 
resilience 

C2P16 As an organisational factor that has an impact on cyber resilience, obviously you need 
to have good leadership, you need to have senior management that … recognises the 
value of … [cybersecurity]. 

 

Theme ‘Security’: With 241 hits, ‘Security’ was the second-most highly ranked theme that emerged 

from C2U data analysis of all groups. Interviewee discussion on this theme focused on the importance 

of creating a feeling of concern about potential cyber crisis among employees (see example transcription 

passages in Table 6.3). 
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Table 6.3: Participant transcript excerpts for theme ‘Security’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Security’ Identified 
organisational factor 

C2P3 I guess the fear of being breached and obviously exposing the organisation to risks and 
brand reputation are probably the main reasons [that motivate organisational employees 
to follow cyber resilience policies] … At an organisational level, fear of losing customer 
information is super important, but as an individual within the organisation, it should 
be important as well.  

Create concern about 
cybersecurity breaches 
among employees 

C2P9 I think employees follow cybersecurity rules more when a cyber crisis happens. For 
example, if the Cryptolocker virus was going around, a lot of employees were more 
aware and more careful because of the few incidents that happened. So, if they are 
concerned about a crisis, they might be more careful about security. 

 

Theme ‘Skills’: The third ranked theme from the concept map for C2 was ‘Skills’ with 233 hits. In this 

theme, some transcript passages referred to the importance of cybersecurity training programs for 

employees, while other passages referred to the importance of enhancing cyber resilience through 

communication with external organisations. These two organisational factors are discussed in Table 

6.4. 
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Table 6.4: Participant transcript excerpts for theme ‘Skills’, University Two, Case Study Two. 

C2 
participant 

Participant transcript excerpt for theme ‘Skills’ Identified 
organisational factor 

C2P8 Employee training is very important … because if they could improve their technical 
skills, they could quickly investigate and resolve the issue [during crisis] to make sure 
there is no impact … employees who are responsible for technologies within the 
technology department, whether … [the] network, databases or the day-to-day 
software … their training in their dominant areas are [sic] very much important. 

a) Importance of cyber 
resilience training 
programs for 
employees 

C2P11 So, their [employee] training is important, training about security technics … 
they should be able to identify different cyber issues early … being able to protect … 
[the organisation] by putting up firewalls and having them [systems] not accessible to 
attack in the first place [sic]. 

C2P5 I think there needs to be training [for cyber resilience]. Every organisation should have 
some mandatory training, I’m actually talking about how to stay safe. 

C2P2 We do spend a bit of time with our staff training them on what is appropriate behaviour 
for different types of incidents … we are helping our employees by providing good 
advice to guide their behaviour. 

C2P15 Communications are important with all stakeholders [to improve cyber resilience]. b) Enhancing cyber 
resilience through 
communication with 
external organisations 

C2P10 We have an external organisation, they look after, for example, the university’s website, 
and they also look after the social media account. So, Twitter, Facebook, Instagram … 
they manage them. If something happens in those areas, they would need to be 
responsible. 

C2P3 We need to communicate with them [external organisations] for some decisions [on 
cybersecurity issues]. 

C2P16 There are also other organisations that have relations with different faculties and 
departments of the university and they should understand that they have influence over 
our cybersecurity, so we can use their advice. 

 

Theme ‘Delegation’: The next dominant theme from respondents of C2U was ‘Delegation’, with 206 

hits. Interviewees in C2U discussed the importance of delegating decisions to employees during 

cybersecurity problems, as shown in the interview extracts displayed in Table 6.5. 
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Table 6.5: Participant transcript excerpts for theme ‘Delegation’, University Two, Case Study Two. 

C2 
participant 

Participant transcript excerpt for theme ‘Delegation’ Identified 
organisational factor 

C2P6 I think for decision-making, I would prefer … to be empowering people near the fire. I 
think it would be more effective and quicker. That would be to empower the employees 
closer to the incident who understand most about it, to make a decision quickly. 

Delegate decisions to 
skilled employees 
during recovery with 
communication to 
senior managers C2P17 I believe in empowerment and delegation [of employees] in decision-making … when 

you are not around as a manager or as the delegated person who’s supposed to take a 
decision … then employees should be empowered to take the decision at that time. 

C2P6 We [as employees] would be taking our direction from senior management when we 
are taking decisions. 

C2P16 I would suggest that probably in most cases the crisis should be managed and solved by 
the operational employees … we don’t have a very bureaucratic structure [for decisions 
in cyber crisis]. 

C2P14 Nine times of ten, the issues normally come from the technical level … So, this 
approach [empowering employees for making decisions] is good, because [during cyber 
crisis] the management believes that the employee who is giving us that information is 
the best person to do the job … they [managers] give you [employees] a free hand to 
say, go and try to do whatever it takes to stop that problem [sic].  

C2P15 I think it’s better to have the bottom–up approach for decision-making [during 
cybersecurity incidents], because the senior manager level might not have the technical 
detail. 

 

Theme ‘Policies’: The next ranked theme displayed in the Leximancer concept map (see Figure 6.1) 

was ‘Policies’, which had 175 hits. Having appropriate cybersecurity/resilience policies was an 

organisational factor of cyber resilience identified from this theme. Example transcript data are provided 

in Table 6.6. 
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Table 6.6: Participant transcript excerpts for theme ‘Policies’, University Two, Case Study Two. 

C2 
participant 

Participant transcript excerpt for theme ‘Policies’ Identified 
organisational factor 

C2P15 So, it’s good to have a cybersecurity policy and strategy, but they should be simple and 
easy to understand by people. 

Aim for “simplified” 
cybersecurity policies 

C2P20 So, I think it’s important to have policies, but policies should not be very 
complicated. They should be very easy and readable, and in a way that is understandable 
by a single employee. Because if you make policies of 19 pages or 20 pages, that would 
be boring. So, it should be very clear and to the point, that is easily readable and 
understandable. 

C2P16 The motivation for employees to follow cyber resilience rules is about a balance 
between not making the policies too complicated because people by their nature will 
resist it. 

C2P5 But for employees to be resilient and to follow it [cyber resilience policy], you should 
make it simple, and also it’s very important to link it [cyber resilience policy] back to 
them. How does it affect them? How does it affect their daily work? 

 

Theme ‘Educating’: The next theme in the C2U concept map was ‘Educating’ with 160 hits, 

highlighting the importance of educating users about cybersecurity. For this theme, ‘user’ referred to 

both university employees and students. While this factor also links to the data presented in the theme 

‘Awareness’, only the employees’ awareness was highlighted in the ‘Awareness’ theme, with no 

emphasis given to users’ awareness. Some example interview transcripts are shown in Table 6.7. 

 

Table 6.7: Participant transcript excerpts for theme ‘Educating’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Educating’ Identified 
organisational factor 

C2P1 I think users’ education is probably the key issue for the organisation to improve cyber 
resilience … The main issue is educating users and making them aware of their part in 
the process. It’s one that can increase the ability of the organisation to be more secure. 

Educate users about 
cybersecurity issues 

C2P19 Education … make them [users] understand how easy is for us to be affected by any 
form of cybersecurity [threats] within the organisation. 

C2P9 So, engagement with customers, have workshops, knowledge sharing, talk to them, all 
are helpful [to educate them]. 

C2P15 It’s about users’ education. So, during the time of cyber attacks, lots of emails are 
coming from the security team, just to make users aware. 

 

Theme ‘Crisis’: With 75 hits, the theme ‘Crisis’ was the next ranked theme shown in the concept map 

in Figure 6.1. The organisational factor of cyber resilience that emerged from this theme was the same 

as the one discussed in the theme ‘Delegation’. Both themes emphasised delegating decisions to 
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employees with communication to senior managers. The transcription data passages supporting this 

theme are displayed in Table 6.8. 

 

Table 6.8: Participant transcript excerpts for theme ‘Crisis’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Crisis’ Identified 
organisational factor 

C2P13 They [organisations] should have a technical team of staff who are skilled in the area 
and trained on cybersecurity. Then, they can make decisions, with communication to 
senior managers. 

Delegate decisions to 
skilled employees 
during recovery with 
communication to 
senior managers C2P16 I would suggest that … the crisis would be managed and solved by the operational 

employees with a degree of communication with senior management. In terms of 
decision-making around what should be done and how it should be processed, that 
would be done by the technical employees. So, we don’t have a very bureaucratic or 
very deep management structure. 

 

Theme ‘Risk’: With 47 hits, the next ranked theme from the concept map in Figure 6.1 was ‘Risk’. 

Example interview passages for this theme displayed in Table 6.9 suggest that identifying potential 

cybersecurity risks is an organisational factor of cyber resilience in C2U. 

 

Table 6.9: Participant transcript excerpts for theme ‘Risk’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Risk’ Identified 
organisational factor 

C2P15 I think the first and key skill for cyber resilience is to identify what the potential cyber 
risks are for your organisation. So, being able to identify what the potential cyber risks 
are, based on your business, can at least give you an idea on how you can mitigate that 
risk, and what measures you can put in, once you are attacked, how you can recover 
from that attack and how you can help your business continuity at the time of attack.  

Mitigate potential 
cybersecurity risk 
tailored to the type of 
business 

C2P13 The risk profile is based on the business … You know in most organisations the key 
risks would be disruption to business, data lost or IP fraud or theft, or knowing about 
cybercrime. It should be based on the [type of] business. 

 

Theme ‘Diversity’: With 23 hits, the theme ‘Diversity’ was a lower ranked theme apparent in the 

Figure 6.1 concept map. ‘Diversity’ in this theme referred to the multicultural workspace in C2U, and 

the nature of the organisation that has both academic researchers and practitioners in its environment. 

As a result of multiculturalism, a security culture is needed that encourages all people to examine 

cybersecurity in a similar way. Example interview extracts supporting this theme are provided in Table 

6.10. 
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Table 6.10: Participant transcript excerpts for theme ‘Diversity’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Diversity’ Identified 
organisational factor 

C2P9 Because this university is very multicultural and multinational, I guess from my 
experience within … international organisations, different cultures have different ways 
of looking at risks. I have found that each group of people is different. The solution for 
that is very hard, not just in the IT sector, but also in terms of planning or reporting or 
anything else in the workplace. The first step is we need to acknowledge is that people 
are different, they have different backgrounds. Then, we need to foster a culture that 
helps people to have a unified view on cybersecurity risk. 

Foster cyber resilience 
culture by managing 
workplace diversity 

C2P7 The issue that doesn’t help is an unengaged audience … which in a university setting is 
fairly prevalent. So, it’s fairly difficult to get through [to] these people. So, these are 
especially academics, and also academics doesn’t [sic] necessarily align themselves to 
their institution. They align themselves to their field of expertise. Sometimes, they do 
not consider risks … so, we need to develop that culture of cybersecurity. 

C2P10 Definitely culture [is an important organisational factor for cyber resilience] … because 
we are protecting our brand at the university, and we want students to come here. So, 
that’s the cultural factor that is very important to a well-established university such as 
here. So, I think culture is the biggest factor. 

C2P13 It [cyber resilience culture] is a very key issue … So, it’s about developing and 
building a culture that takes security seriously and realises that resilience. 

C2P16 So, probably it [cyber resilience] is much more cultural rather than technical … I think 
we have a very significant cultural problem at this university with cybersecurity … and 
I think that we really need to work very hard on those cultural issues that I’m talking 
about. 

 

Themes ‘Use’ and ‘Process’: Even though the themes ‘Use’, with 23 hits, and ‘Process’, with 22 hits, 

emerged from the analysis (and appear in the concept map in Figure 6.2), the transcript data relevant 

for these two themes did not suggest any organisational factors of cyber resilience. Consequently, a 

decision was made to withdraw these two themes from further discussion. 

 

As discussed in Section 4.5.1, the results of analysis for each theme were considered an organisational 

factor of cyber resilience. Additionally, consistent with expert advice received regarding Leximancer 

analysis, themes with the highest frequency of hits indicated the most important organisational factors 

of cyber resilience (see Figure 6.2). The theme ‘Awareness’ was the most prominent with 259 hits. 

However, through investigation of the transcript data, the themes ’Delegation’ (with 206 hits) and 

‘Crisis’ (with 75 hits) were found to both refer to the same cyber resilience organisational factor 

‘delegate decisions to skilled employees during recovery with communication to senior managers’, with 

a combined frequency of 281 hits. Consequently, the latter organisational factor of cyber resilience was 

considered the most important. The theme ‘Awareness’ became the second-most important 
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organisational factor of cyber resilience. A list of the organisational factors of cyber resilience derived 

from analysis of the C2U interviews, ranked by decreasing hit frequency, is provided in Table 6.11. A 

code was assigned for each organisational factor of cyber resilience, recorded in the Code column, 

where C2 represents Case Study Two and F refers to an organisational factor of cyber resilience (e.g., 

F1 is the first organisational factor of cyber resilience). 

 

Table 6.11: Ranked organisational factors of cyber resilience, University Two, Case Study Two. 

Rank Organisational factor of cyber resilience Code 

1 Delegate decisions to skilled employees during recovery, with communication to 

senior managers 

C2F1 

2 a) Raise cyber resilience awareness among employees using practical advice C2F2 

b) Importance of senior executive role in valuing cyber resilience C2F3 

3 Create concern about cybersecurity breaches among employees C2F4 

4 a) Importance of cyber resilience training programs for employees C2F5 

b) Enhance cyber resilience through communication with external organisations  C2F6 

5 Aim for ‘simplified’ cybersecurity policies C2F7 

6 Educate users about cybersecurity issues C2F8 

7 Mitigate potential cybersecurity risk tailored to the type of business C2F9 

8 Foster cyber resilience culture by managing workplace diversity C2F10 

 

 

Discussion of organisational factors of cyber resilience 

 

The results of the Leximancer interview analysis revealed 10 organisational factors of cyber resilience 

from C2U. These factors are now discussed. As outlined in Section 3.5.2, increasing cybersecurity 

awareness among employees as an organisational factor of cyber resilience has been referred to in 

previous studies (Balakrishnan, Mishra & Bhatt 2018; Bindiya 2016; Dalton, Van Vuuren & Westcott 

2017; Davis 2015; Davis et al. 2016; De Maggio et al. 2018; Ferdinand 2015; Huang & Pearlson 2019; 

Murugesan 2019; Mutemwa, Mtsweni & Mkhonto 2017; Putranti 2017). The same issue was 

highlighted by C2U participants when they referred to the need to raise cyber resilience awareness 

among employees using practical advice rather than by theoretical solutions (see the theme 
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‘Awareness’/(a)). Possibly associated with C2U’s multicultural nature, interviewees called for 

cybersecurity messages to be communicated in readily understood forms. Using clear practical 

approaches to raise employee cybersecurity awareness may help organisations prepare for cyber crisis 

and encourage learning from adverse events. 

 

Another organisational factor of cyber resilience that arose in both the themes ‘Delegation’ and ‘Crisis’ 

was that a flat organisational structure benefits fast decision-making during cyber crisis, increasing 

C2U’s cyber resilience. This factor parallels and confirms Linkov et al.’s (2013b) recommendation to 

follow a decentralised decision-making approach to strengthen resilience. 

 

As indicated in the theme ‘Risk’, C2U participants suggested that organisations should move beyond a 

traditional risk management approach to consider potential—and unknown—cybersecurity risks. The 

same issue was also highlighted by Linkov, Fox-Lent et al. (2014). 

 

As noted in the theme ‘Skills’/(b), C2U respondents referred to the role of external communication in 

improving cyber resilience. Interviewees took a broad perspective on cyber resilience, believing that 

external business relationships influenced cyber resiliency, as did internal organisational elements. 

Previous research discussed the value of external communication for enhancing the level of cyber 

resilience in organisations through provision of useful cybersecurity advice, as stated in Section 3.5.2 

(ASIC 2015; Balakrishnan, Mishra & Bhatt 2018; Choras et al. 2015; Davis et al. 2016; Giampiero & 

Pescaroli 2019; Lykou, Anagnostopoulou & Gritzalis 2018; McCarthy 2015; Sarkar, Wingreen & Cragg 

2013). 

 

Interviewee data presented in C2U indicates that creating concern about cyber crisis among employees 

is useful to develop cyber resilience, as shown in the theme ‘Security’. The cyber resilience 

organisational factor pointed to by this finding is supported by the protection motivation theory 

developed by Maddux and Rogers (1983). This theory examined the effect of fear on people’s 

behaviour, and has been applied in multiple information systems research studies (Anderson & Agarwal 

2010; Herath et al. 2014; Vance, Siponen & Pahnila 2012; Warkentin et al. 2016). According to this 

theory, four elements influence behaviour in dealing with an adverse event, namely the severity of the 

event, the possibility of the event, the effectiveness of advice suggested to handle the situation and self-

efficacy (Maddux & Rogers 1983). Further investigation is recommended to identify the relationship 

between components of protection motivation theory and cyber resilience enhancement in 

organisations. 

 

Another organisational factor of cyber resilience that emerged from the ‘Diversity’ theme was fostering 

cyber resilience culture by managing workplace diversity. The findings of previous studies regarding 
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the importance of developing cyber resilience culture was discussed in Section 3.5.2 (ANAO 2016; 

Balakrishnan, Mishra & Bhatt 2018; Choras et al. 2015; CPMI 2014; Hult & Sivanesan 2014; North & 

Pascoe 2016; Sarkar, Wingreen & Cragg 2013; World Economic Forum 2016). The cyber resilience 

strategies identified from C2U interviewees following the Leximancer analysis are presented in the next 

section. 

 

6.3.3 Strategies for cyber resilience 

To identify cyber resilience strategies, the C2U interview transcripts of all participant groups were 

analysed (see Tables 4.2–4.4) using Leximancer. Broad analysis results are presented in the Leximancer 

concept map depicted in Figure 6.3, while the same section continues on to discuss the themes that 

emerged and any associated cyber resilience strategies (see Section 4.5.1). 

 

Analysis results for strategies for cyber resilience 

 

Ten themes emerged from the C2U interview transcripts after analysis by Leximancer, as shown in the 

concept map in Figure 6.4. 

 

Figure 6.4: Concept map for strategies for cyber resilience, University Two, Case Study Two. 

As shown in Figure 6.4, the identified themes were ‘Business’, ‘Organisation’, ‘Policies’, ‘Systems’, 

‘Service’, ‘Aware’, ‘Rules’, ‘Backup’, ‘Procedures’ and ‘Network’. Figure 6.5 indicates the importance 

of the themes based on their ranking from analysis. 
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Figure 6.5: Ranked themes for cyber resilience strategies, University Two, Case Study Two. 

 

Investigation of the interview transcript data for each theme took place to interpret the meaning, using 

Leximancer’s Synopsis Tab. Each theme is now reviewed, using example transcript excerpts from each 

theme. 

 

Theme ‘Business’: ‘Business’ was the highest ranked theme from data analysis, with 341 hits. 

Transcript data relevant to this theme indicated the importance of fast recovery of the core systems that 

maintain the organisation’s performance. This finding is depicted in the example transcription passages 

in Table 6.12. 
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Table 6.12: Participant transcript excerpts for theme ‘Business’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Business’ Identified strategy 

C2P17 If you are not able to maintain your transactions in important systems, and you don’t 
come up fast [during crisis], then you’re losing the business, and you’re losing … [your] 
reputation, because students will not come. So, you would probably lose your 
customers. 

Fast recovery of core 
systems (after cyber 
crisis) 

C2P20 Obviously, cyber resilience is very important. We are one of the best universities in 
Australia, and it is really important for our employees to make sure that the university’s 
reputation is not damaged. So, important systems should be recovered very fast [during 
crisis]. 

C2P15 Immediately after an attack, the approach we have is to bring back the systems to enable 
business continuity, whether it’s providing the minimum capability, just to enable users 
to continue with their work. The approach of the university is that the critical systems 
must have that disaster recovery … As an example, if students come in and they can’t 
download their lecture materials … So, if those systems can be recovered to at least 
provide that minimum functionality for users to be able to do their business, and then 
try to recover the rest of the functionality. So, I think the quicker you recover, the better, 
rather than trying to recover everything which might take a longer time. 

C2P8 In some situations when a cyber attack happens, you just want to restore your systems. 

C2P10 Each time there was a response to those cyber incidents, that should be a fast recovery. 
They [IT staff] would re-image the machine … completely back to the standard image. 

C2P2 [After cyber crisis] I like to recover back as quickly as possible. That would be where I 
would put my efforts. 

 

Theme ‘Organisation’: With a frequency of 302 hits, the second-most important theme in the C2U 

Leximancer concept map in Figure 6.3 was ‘Organisation’. As discussed by interviewees, this theme 

referred to the importance of communicating with external organisations to remain current with 

cybersecurity recommendations. Relevant example transcription passages are provided in Table 6.13. 

 

Table 6.13: Participant transcript excerpts for theme ‘Organisation’, University Two, Case Study 
Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Organisation’ Identified strategy 

C2P14 Then you can resolve the crisis with the involvement of other [external] stakeholders. 
and sometimes we definitely have joint meetings to get with all the stakeholders and 
then come up with the decision for that particular problem. 

Enhance cyber 
resilience through 
communication with 
external organisations 

C2P10 I remember [for the last cybersecurity crisis] we also tried a number of actions and then 
it was my manager who actually spoke to somebody in the industry and they 
recommended a solution and that’s what we are using today. 
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Theme ‘Policies’: The theme ‘Policies’ had a frequency of 289 hits and was the next important theme 

in Figure 6.3’s C2U’s concept map. Analysis of transcript data related to theme ‘Policies’ indicated two 

different cyber resilience strategies (see Table 6.14). 

 

Table 6.14: Participant transcript excerpts for theme ‘Policies’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Policies’ Identified strategy 

C2P15 Security threats keep changing quite a lot. Whatever [cybersecurity] policy you have in 
[the] long-term [it] should be able to afford the changing nature of the IT security 
landscape. Whoever is thinking about the policies should think of the long-term, but 
also think about the short-term nature of attacks. 

a) Long-term policies 
with regular updates, 
and short-term 
procedures that are 
frequently updated 

 
C2P12 I’d say as things change, they [cybersecurity policies] need to be reviewed. I don’t think 

that the policies would end, they just need to be modified to fitting with (the) 
changing … landscape [sic]. 

C2P10 I think you need to have something [cybersecurity policy] really high level and long-
term. At the organisational level, long-term policies are the best. But specific teams … 
may have some short-term [procedures]. 

C2P13 You don’t want to have too many policies for cyber resilience. It’s not [helpful] to have 
hundreds of pages of policies. So, they are very difficult to follow. 

b) Having a limited 
number of 
cybersecurity policies 

C2P6 For me, I reckon as few [cybersecurity] policies as possible. If … [they] get too long, I 
wouldn’t read them. I think they should be easy to read, sliced and as short as 
possible. And I know my guys [staff members] wouldn’t read those policies. They 
would never have time to read it … they would never remember them. 

C2P17 A few number of [cybersecurity] policies should be sufficient. So, employees will 
follow them. 

C2P2 And we try to keep the policies very concise and try to avoid having policies where we 
didn’t believe there was any significant merit … So, I think from that perspective, 
having lots and lots of policies that are very complex and long, means that you can 
almost guarantee that almost nobody [will] read them. 

 

Theme ‘Systems’: Another important theme in the Leximancer concept map for C2U shown in Figure 

6.3 was ‘Systems’, with a frequency of 179 hits. An identified strategy with example supporting 

passages appears in Table 6.15. 
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Table 6.15: Participant transcript excerpts for theme ‘Systems’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Systems’ Identified strategy 

C2P14 With these modern security tools, I’m not saying just [sic] you are not being hacked, 
but at least you have some kinds of security standards and tools which probably might 
be very difficult for someone to crack rather than not having anything. So, I would say 
that having advanced tools and technologies in the right layer of security in the 
organisation is very important to protect yourself. 

Use modern 
cybersecurity tools 
and technologies to 
support organisational 
systems 

C2P19 A number of our support staff should ensure that all of the right systems and security 
tools are in place. It’s also the responsibility of various managers to ensure that 
employees have all the [modern cybersecurity] tools to work with … These tools help 
them to work. 

C2P2 Another aspect is the IT specific side around developing systems, they should be 
resilient to attacks … and obviously having the right infrastructure in place to be able 
to support our systems. 

 

Theme ‘Service’: The theme ‘Service’, with a frequency of 152 hits, was the next highest ranked theme 

shown in the C2U concept map in Figure 6.3. Analysis of the transcript data relevant to the theme 

‘Service’ reflected the importance of two cyber resilience strategies, enhancing proactivity and access 

management, which refers to the process of managing user access to systems and services. Example 

transcript passages for the Service theme appear in Table 6.16. 
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Table 6.16: Participant transcript excerpts for theme ‘Service’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpts for theme ‘Service’ Identified strategy 

C2P5 There are different types of actions that you can take [regarding cyber crisis]. One is 
[being] proactive. Proactive is that you have the tools, the equipment, and the alerts in 
place, that if you find something and you believe that there may be a potential breach, 
you go in front and do it … Proactive is basically, you have some tools, you already 
know that there are some malicious sites that you need to protect [from], you don’t let 
them into your systems, or you have some kinds of email filtering systems. 

a) Enhance proactivity 

 

C2P7 We try to be proactive. [For example], we implemented something called Mimecast. It 
monitors incoming emails and any email that looks bad. It also has this issue that it 
changes the URL [Uniform Resource Locator] of any link. So, if you click on the link, 
it sends [it] to Mimecast first, to check if it’s ok, and if it’s not, it stops you and it doesn’t 
send you to the site. 

C2P2 We don’t monitor large movements of data across our network. There is no alert 
mechanism to say that ten terabytes of data were just copied off this one platform, and 
I think that is probably a gap in our proactivity. If a machine was to log in from overseas 
to our storage environment and then start downloading a significant mass of data, that, 
at the moment, will not be detected until it was probably too late. So, I think that is an 
area that we could look at. I think rather than copying [being] prevented, if it was alerted 
[monitored], then we could validate it. By being alerted to it, you have an opportunity 
to investigate and determine whether it is legitimate, then you could prevent it. 

C2P8 [An] understanding of how we access information these days and what sort of 
information that is, is very important …. So, every device that is connected, whether 
[it] is given by our work or not, like … mobile [users’ access] should be considered and 
people should be aware of that. 

b) Access management 

C2P1 If I want to make suggestions to improve cyber resilience actions, and specifically 
access management, [I’d] … suggest using multi-factor authentication (see Appendix 
A [Glossary]). 

C2P10 One big issue [to improve cyber resilience] is using multi-factor authentications, some 
sort of smart multi-factor authentication system. We do have that capability now, but 
(it) hasn’t been widely implemented. But I think that is probably one of the biggest 
things that can be done for access management. 

 

Theme ‘Aware’: With a frequency of 135 hits in the C2U Leximancer concept map displayed in Figure 

6.3, the next ranked theme was ‘Aware’. The transcript data associated with this theme refers to the 

benefit of informing employees about recent cyberthreats. Representative supporting transcript data 

from analysis of C2U interviews are provided in Table 6.17. 

 



145 

Table 6.17: Participant transcript excerpts for theme ‘Aware’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Aware’ Identified strategy 

C2P13 Users should be aware of recent frauds; the IT team should make [users] aware of the 
importance of making … key [system] updates with these [recent] frauds … and what 
is going on, what is happening these days. A lot of time when they find … [a security 
incident it] is too late. So, you need a team that keeps … up-to-date with what is 
happening about malware. They need to know, are our systems vulnerable to new 
threats? Then having a vulnerability management program in place to continuously scan 
all systems. 

Raise employee cyber 
resilience awareness 
of recent cyberthreats 

C2P20 Here, I think employees should be very up-to-date with what occurs on a day-to-day 
basis. And they [managers] should share this information with the university staff to 
ensure that staff is aware of issues [recent security threats] that are occurring or 
changing within the environment. 

 

Theme ‘Rules’: The next ranked theme by frequency was ‘Rule’ with 130 hits. The ‘Rules’ theme 

refers to the importance of having established procedures to deal with a cyber crisis, as was argued by 

C2U interviewees in the example excerpts in Table 6.18. 
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Table 6.18: Example participant transcript excerpts for theme ‘Rules’, University Two, Case Study 
Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Rules’ Identified strategy 

C2P20 Obviously, in a disaster recovery situation, procedures should be very clear. How and 
which process should be followed, and who to [make] contact with, and all those issues. 

Have detailed security 
response procedures 
for cyber crises with 
regular updates C2P1 We normally have some rules regarding recovery times of systems. So, we try to stick 

to them as much as possible. 

C2P11 I think the rules are important, but they might get changed at a ground level, but those 
issues can overlap, they can contradict, they can undo exactly what you are trying to 
do. And then, they [detailed procedures] might need to be reviewed on a regular basis. 

C2P19 It’s always good to have detailed documents and procedures, but we need to be adaptive 
to the situations and be capable of being flexible and update those documents. 

C2P13 Probably reference to some frameworks and best practices [of cyber resilience] from 
the industry is very important. There are lots of competing frameworks in the 
cybersecurity field … Choose just one. 

C2P3 We are just setting up different procedures and ways of tracking and making sure that 
those breaches and serious incidents (are) reported into the right level of management 
as required, and the appropriate actions … taken. 

C2P12 I would say, following the best practices and … there is some security frameworks 
[sic] … and some cyber resilience standards would be one for sure that employees need 
to follow … in the event of cyber crisis. 

C2P16 I think that [cyber resilience] procedures are very helpful because particularly in a crisis, 
sometimes employees don’t think well and employees don’t function well in the 
pressure. I would say that definitely, some procedures help … But because … the 

landscape is changing, your organisation is always changing, the cybersecurity threat is 
always changing. So, you need to make changes in your systems. 

 

Theme ‘Backup’: The eighth theme from the C2U concept map shown in Figure 6.3 was ‘Backup’, 

and appeared in 64 text passages in the interview data. The findings for this theme can be characterised 

by one cyber resilience strategy, as shown with some example supporting transcript excerpts in Table 

6.19. 
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Table 6.19: Participant transcript excerpts for theme ‘Backup’, University Two, Case Study Two. 

C2U 
participant 

Participant transcript excerpt for theme ‘Backup’ Identified strategy 

C2P10 Provide a level of backup, in the sense that this system also retains a copy of the email … 
if there was a major problem, we can go back and restore from there as well. 

Have a backup system 

C2P10 Here, for example, someone clicks on the [phishing] email [and] locks the hard 
drive. [To solve the issue] we have backups. Usually, we have daily backups, monthly 
backups and long-term backups. Someone from the IT service [team] came and 
unplugged their computers from the network, we image everything. If there are shared 
drives, they were restored from the backups. 

C2P6 The Cryptolocker [attack is] one is one of the cyber crises that happened here 
before. There was a period about three or four months ago when we were getting 
multiple attacks and they were locking all the files here. We had to restore them [data] 
from backup. 

 

Theme ‘Procedures’: With a frequency of only 48 hits, ‘Procedures’ was the least important theme to 

emerge from C2U transcript analysis (see Figure 6.4). Investigation of the interviewee data for this 

theme did not indicate any new cyber resilience strategies. Most transcripts linked to this theme referred 

to the same strategy identified for the theme, ‘Rules’, reinforcing the importance of following detailed 

cybersecurity procedures with regular updates. Example transcript passages related to this theme are 

not discussed again to avoid repetition. 

 

Investigation of the transcript data from C2U interviewees revealed 10 cyber resilience strategies, 

derived from nine themes. Table 6.20 collates the identified cyber resilience strategies. A code was 

allocated to each identified cyber resilience strategy in Table 6.20, so that C2 represents Case Study 

Two and S is a strategy for cyber resilience (e.g., S1 refers to the first strategy for cyber resilience). 
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Table 6.20: Cyber resilience strategies, University Two, Case Study Two. 

Cyber resilience strategies—C2U Code 

Fast recovery of core systems (after cyber crisis) C2S1 

Enhance cyber resilience through communication with external organisations C2S2 

Long-term and high-level cybersecurity policies with regular updates, and short-term 

procedures 

C2S3 

Limited number of cybersecurity policies C2S4 

Use modern cybersecurity tools and technologies to support organisational systems C2S5 

Enhance proactivity C2S6 

Access management C2S7 

Raise cyber resilience awareness of recent cyberthreats among employees  C2S8 

Have detailed security response procedures for cyber crises with regular updates C2S9 

Backup systems C2S10 

 

The cyber resilience strategies collated in Table 6.20 from C2U interview analysis of all participants 

are discussed next. 

 

Discussion of strategies for cyber resilience 

 

From the identified cyber resilience strategies, it appears that C2U interviewees favoured both 

engineering and ecological resilience approaches in which both ‘fast recovery’ and ‘adjustability’ were 

emphasised (see Section 2.3). This finding suggested that C2U is aware that using a combination of 

both approaches for their cyber resilience solutions will strengthen system resilience (see themes 

‘Business’, ‘Policies’/(a), ‘Rules’ and ‘Procedures’). As the importance of applying both engineering 

and ecological resilience thinking to strengthen cyber resilience was suggested by Sikula et al. (2015), 

this current research provides evidence to confirm that proposal. 

 

As raised in the ‘Business’ theme, participants believed that maintaining the functionality of core cyber 

systems that contribute to the survival of the whole business is necessary when dealing with a cyber 

crisis. This cyber resilience strategy suggested that C2U participants are aware of the impossibility of 

maintaining the ‘pure security’ of all systems during cyber incidents. Instead, interviewees argued for 
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targeting the security of the most critical systems, reflecting ‘cyber resilience’ thinking rather than 

‘cybersecurity’ thinking (Conklin & Kohnke 2018) in C2U. 

 

An organisational factor of cyber resilience that was highlighted by C2U participants is enhancing cyber 

resilience through communication with external organisations (see the theme ‘Skills’/(b)). Participants 

raised the same issue again when they referred to their external relationships as an important strategy 

for cyber resiliency (see the theme ‘Organisation’). The importance of this issue for C2U participants 

was reflected in its categorisation during analysis as both an organisational factor and a strategy of cyber 

resilience. 

 

Three cyber resilience strategies that emerged from analysis of the ‘Policies’/(a), ‘Rules’ and 

‘Procedures’ themes suggest that C2U participants supported implementation of high-level ‘principles-

based’ cyber resilience policies with detailed ‘rules-based’ cyber resilience procedures. With the 

principles-based policy approach, the number of policies need to be limited to ensure they are easier for 

employees to recall. C2U also has rules-based cyber resilience procedures that are regularly updated to 

reflect changes in cyberspace. Using both principles- and rules-based approaches in C2U will enable 

the university to be flexible when dealing with the unstable cyber environment. A balance between 

rules- and principles-based approaches is understood to contribute to effective organisational 

governance more broadly, and was recommended by Arjoon (2006). Moreover, the value of having 

documented cyber resilience procedures were also highlighted by previous authors (Davis et al. 2016; 

Ingram & Martin 2017; Shapiro, Kirkman & Courtney 2007; World Economic Forum 2016). This 

study’s finding for C2U reinforces the value of establishing cyber resilience procedures, as identified 

in other resources. However, while past studies referred to the importance of implementing effective 

cyber resilience policies, no call to establish principles-based cyber resilience policies was found in the 

literature. This study extends the findings from past research, as the results of this study point to the 

benefit of having limited high-level policies to enhance cyber resilience in organisations. 

 

From the C2U interviewees’ perspective, developing cybersecurity monitoring mechanisms can 

enhance the proactivity of organisations (see theme ‘Service’/(a)). The value of having monitoring 

procedures to detect cyberthreats was also highlighted by past scholars, both research and practitioner 

oriented (ASIC 2016; Balakrishnan, Mishra & Bhatt 2018; CPMI 2014; Ferdinand 2015; Giampiero & 

Pescaroli 2019; World Economic Forum 2016). The finding from this research case study supports the 

importance of having monitoring systems that could help organisations understand their cyber strengths 

and weaknesses. 

 

Raising cyber resilience awareness of recent cyberthreats among employees was a cyber resilience 

strategy identified from analysis of the C2U interview transcripts (see the theme ‘Aware’). This strategy 
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is also supported by an organisational factor of cyber resilience that was identified in the theme 

‘Awareness’/(a) in which discussion of cyber resilience awareness campaigns occurred. 

 

In the theme ‘Backup’, C2U participants referred to the importance of implementing backup systems 

as a cyber resilience strategy that helps organisations in their recovery. The same issue has received 

attention from scholars (Davis et al. 2016; Dewar 2017), who referred to making a duplicate of data 

records as an effective method to protect valuable organisational information. 

 

In the following section, both the organisational factors and strategies of cyber resilience identified from 

the C2U analysis are categorised into cells of the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde 

et al. 2013; see Section 3.5.2) to reflect how cyber resilience is perceived by participants.  

 

6.3.4 Findings from primary data categorised into Cyber Resilience Matrix (Linkov, 
Eisenberg, Plourde et al. 2013) 

Investigation into the correspondence between the metrics in the Cyber Resilience Matrix (Linkov, 

Eisenberg, Plourde et al. 2013; see Section 4.5.1) and the organisational factors and strategies identified 

in the current study is now presented. Similar to the C1 analysis, each organisational factor and strategy 

supported by a cell metric(s) was located into the relevant Cyber Resilience Matrix cell, and is provided 

in Table 6.21. The corresponding code(s) for an organisational factor or strategy was recorded in a 

bracket beside the relevant metric. Metrics that were not matched with any organisational factor or 

strategy of cyber resilience were not included in the matrix cells. Cells without a metric matched to an 

organisational factor and strategy were shaded. 
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6.5 Primary versus secondary data 

As shown in Table 6.22, all the organisational factors and strategies of cyber resilience identified from 

analysis of the C2U interview data were confirmed by the cyber resilience policy, with the exception of 

three organisational factors. The nature of the secondary data available to the researcher at C2U did not 

enable investigation of two of the unsupported items, namely Creating concern about cybersecurity 

breaches among employees and Fostering cyber resilience culture by managing workplace diversity. 

The third organisational factor not identified in the secondary data was ‘simplified’ cybersecurity 

policies (C2F7 from Table 6.11). Investigation of this strategy may require use of another data gathering 

technique to examine employee views on whether the policies are simple, which was outside the scope 

of this research. 

 

With an emphasis on employee awareness, training programs, knowledge sharing and communication 

among employees, more organisational and behavioural areas appeared in C2U’s cybersecurity policies 

than technological issues, such as use of tools and technologies (see Table 6.22). This finding indicates 

that C2U policymakers understood the importance of the non-technical aspects of cyber resilience. 

Further, the inclusion of delivering regular and relatively frequent mandatory staff training programs as 

part of C2U’s primary cybersecurity policy provides evidence of the importance of employee 

cybersecurity awareness in C2U. However, related training programs for students did not appear in the 

cybersecurity policy. Training students in cybersecurity may assist C2U to develop its cyber resilience 

further, since students may create cybersecurity problems. If C2U already offers cyber resilience 

training to students, referencing this in its cybersecurity policy would help communicate to stakeholders 

the breadth of its focus for developing cyber resilience. Of course, inclusion of items in a cybersecurity 

policy is no guarantee that they will be implemented. However, this issue is outside the scope of the 

analysis of C2U’s cybersecurity policies. 

 

6.6 Conclusion 

This chapter presented an analysis and discussion of the findings from interview data provided by all 

C2U participants. It also analysed and discussed results of analysis of C2U’s cybersecurity policy 

documents as a secondary data source. Interview analysis used the Leximancer analysis software tool 

to reveal that C2U emphasised post-incident procedures. An example of a post-incident procedure was 

organising a cybersecurity campaign, which helped C2U employees develop a growing awareness of 

recent cyber attacks. Behavioural characteristics such as delegating decisions to those who are ‘near to 

the fire’ and importance of the senior executive role in valuing cyber resilience were identified as 

enablers of organisational cyber resilience at C2U. 
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Additionally, C2U’s primary location in a multicultural city makes it a multinational university. An 

important organisational factor of cyber resilience identified from respondents referred to C2U’s 

multicultural environment. C2U is also aware of the importance of communicating with external 

organisations to broaden its knowledge of cyberthreats. The university adopts a broad perspective on 

cyber resilience, in which not only internal organisational capabilities are considered but also external 

communications and recommendations to build a cyber-resilient organisation. Moreover, identified 

organisational factors of cyber resilience suggest a possible relationship between the components of the 

protection motivation theory by Maddux and Rogers (1983) and those factors (see Section 6.3.2). While 

investigation of this relationship is outside the scope of the current study, it may be a topic for future 

research. 

 

Many organisational factors and strategies of cyber resilience identified from the primary analysis were 

also supported by the secondary data results. Consequently, triangulation corroborated the interviewees’ 

perspectives with C2U’s proposed policy implementations of cyber resilience preparation and response. 

Further research at C2U is required to investigate the degree to which the cyber policies are 

implemented. The next chapter presents cross-comparison analyses of different interviewee groups 

participating in this study, both within and between C1U and C2U. 
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 Cross-case and within-case comparisons 

Analysis, results and discussion 

 

7.1 Introduction 

This chapter presents cross-case comparison analyses of the groups participating in this study, in three 

parts. In Part I (Sections 7.2 to 7.4), comparison is made of C1U and C2U to investigate the 

organisational factors and strategies of cyber resilience each university employs. Part II (Sections 7.5 

to 7.8) compares the IT managerial and IT employee levels from C1U and C2U, both between and 

within the case studies, to examine their views on appropriate organisational factors and strategies of 

cyber resilience. In Part III (Sections 7.9 to 7.12) the latter comparison is repeated between and within 

C1U and C2U business managers and IT senior managers. The chapter concludes in Section 7.13. The 

structure of Chapter 7 is shown in Figure 7.1. 

 

Figure 7.1: Diagrammatic structure of Chapter 7. 

 

Discussion of each of the three parts now follows. 
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7.2 Part I—comparison of Case Study One and Case Study Two 

Discussion 

 

7.2.1 Part I introduction 

Part I investigates C1U and C2U to compare their organisational characteristics regarding cyber 

resilience. As the analysis, results and discussion relevant to C1U and C2U were presented in Chapters 

5 and 6, respectively, the similarities and differences between these two case studies are examined in 

the following section. 

 

7.3 Differences between Case Study One and Case Study Two 

As observed in Tables 5.12 and 6.11, employees from both universities held similar views on the most 

important organisational factors of cyber resilience (C1F1, C1F2, C1F4 in Table 5.12 and C2F1, C2F2, 

C2F3 in Table 6.11). The most important organisational factor of cyber resilience from both case studies 

was Delegating decisions to skilled employees during recovery. Both universities favoured a flat 

organisational structure for decision-making during cyber crisis and a non-bureaucratic approach at 

such a time. This finding confirmed the recommendation from Park et al. (2013) and Aoyama et al. 

(2015) that resilient systems need to be managed using a non-bureaucratic approach during adverse 

events and for decision-making. 

 

While the importance of employee awareness to strengthen cyber resilience was referred to in both case 

studies, C2U placed greater emphasis on practical training advice rather than on theoretical advice (see 

C2F2 and C2F4 in Table 6.11). As stated in Table 6.2, practical advice is based on real-life situations 

and events (e.g., examples and stories of recent cyber attacks that occurred in the organisation), while 

theoretical advice considers generic ideas and solutions. C2U’s greater emphasis on practical issues 

may arise from differences in the size of two universities, as C2U is a larger university with more 

students and staff members compared to C1U. Consequently, the number of cybersecurity incidents 

happening because of the students’ and employees’ mistakes might be greater than C1U and, as the 

former university may have encountered more cybersecurity problems when compared to C1U, it 

sought a more practical approach to handle the situations. 

 

While employee awareness was considered an important aspect of cyber resilience by academic 

researchers (Balakrishnan, Mishra & Bhatt 2018; Ferdinand 2015; Huang & Pearlson 2019; Hult & 

Sivanesan 2014; Linkov, Eisenberg, Plourde et al. 2013; Murugesan 2019; Sarkar, Wingreen & Cragg 

2013), these studies gave no emphasis to practical cyber resilience training. The findings of this current 

study extend the previous research by emphasising this aspect of cyber resilience awareness among 
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employees. Similarly, the importance of employee cyber resilience awareness is highlighted by several 

practitioner groups (see Section 3.5.2), but no attention is given to its practical aspect. 

 

Having a complete list of cybersecurity professionals among employees across an organisation was 

found to be an important organisational factor of cyber resilience by C1U (see C1F3 in Table 5.12). 

The same factor was not identified in the C2U data analysis. The importance of having cyber resilience 

experts in an organisation was referred to in the Linkov, Eisenberg, Plourde et al. (2013) academic 

study, but Linkov, Eisenberg, Plourde et al. (2013) did not state whether the professionals are to be 

identified from only the IT department or from all departments. The current research extends the finding 

of Linkov, Eisenberg, Plourde et al. (2013) by highlighting the importance of identifying employee 

cyber resilience professionals who may not necessarily work for the IT department. In a practitioner 

resource, the World Economic Forum (2012) recommended identifying cyber resilience experts in the 

organisation. However, those experts needed to be located at the senior managerial level. 

 
One of the organisational factors of cyber resilience identified by C2U was educating users/students 

(C2F8 from Table 6.11) about cybersecurity issues. From participant transcript data (see C2P1 from 

Table 6.7), training and educating users about cybersecurity contributes to increasing awareness of 

cyber resilience. While the importance of employees’ awareness was discussed by C1U participants, 

users’ cyber resilience awareness was not raised in C1U participant interview data. Cyber resilience 

awareness has been referred to as an organisational factor of cyber resilience by previous researchers. 

The importance of this factor was also discussed by practitioners, including the World Economic Forum 

(2012), Butkovic and Caralli (2013), ASIC (2015), ANAO (2016) and Davis et al. (2016). The current 

research appears to confirm the results of past studies by identifying that not only does employee 

awareness of cyber resilience issues need to be considered, but also users’ education of the same. 

 

Greater budget allocation for cybersecurity was found to be an organisational factor of cyber resilience 

in analysis of C1U (C1F8 from Table 5.12), but was not raised in C2U. The same issue was highlighted 

in both academic and practitioner publications (see Section 3.5.2). The results of this study confirm the 

importance of resource allocation for cyber resilience improvement identified in previous studies 

(Aoyama et al. 2015; Carías et al. 2019). Austin (2018) identified that greater proportional financial 

funding for cybersecurity facilities and resources needs to be allocated in smaller universities when 

compared to larger ones. This study supports the Austin (2018) report, as interviewees from the smaller 

university, C1U, referred to needing more budget and resources for its cyber resilience solution. 

 

The organisational factors of cyber resilience, giving staff members the sense of ownership in the 

organisation and the importance of employee satisfaction, received attention from C1U participants 

(C1F6 and C1F10 from Table 5.12), but were not raised by C2U interviewees. The reason may derive 
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from the more informal relationship between managers and employees in C1U and other smaller 

organisations compared to larger organisations. Neither prior academic nor practitioner studies referred 

to these two factors for cyber resilience identified in the current study (see Section 3.5.2). Although 

Kleij and Leukfeldt’s (2019) academic research measured employees’ motivation to perform resilient 

actions, how employees can be motivated to develop cyber resilience was not discussed in their study. 

This finding of the current research may point to a link between employee behavioural elements and 

cyber resilience development in organisations, and may be a suitable issue for future investigation. 

Fostering cyber resilience culture by managing workplace diversity (C2F10 from Table 6.11) was 

another organisational factor of cyber resilience identified in C2U. While this factor reflected C2U’s 

multicultural nature arising from its size and geographical location in particular, it was not observed in 

analysis of the C1U interview data. Developing a cybersecurity culture in organisations has received 

attention from both academic researchers and practitioners (see Section 3.5.2). However, the result of 

this study contributed greater clarity on how to create a cyber resilience culture by referring to the 

importance of managing workplace diversity to encourage all stakeholders to examine cybersecurity in 

a similar way (see Section 6.3.2). 

 

Having a limited number of high-level cyber resilience policies with regular updates was one of the 

most important strategies for cyber resilience identified in both case studies (C1S1 in Table 5.22 and 

C2S3 in Table 6.20). This strategy reflects the principles-based policy approach followed by both C1U 

and C2U, as explained in Sections 5.3.3 and 6.3.3. However, C2U participants also made reference to 

the rules-based approach (see C2S3 and C2S9 in Table 6.20) in which short-term procedures containing 

detailed rules are followed together with high-level policies. The combination of using both principles-

based policy and rules-based approaches for cyber resilience may better assist organisations, as 

discussed by Arjoon (2006). 

 

While both academic researchers and practitioners referred to the importance of designing cyber 

resilience policies, the literature did not consider how cyber resilience policies can be made effective. 

For example, while Hult and Sivanesan (2014) suggested that organisations need to follow good cyber 

resilience policies, no explanation was provided on the meaning of good policies or the appropriate 

number of cyber resilience policies. In the studies examined, Gisladottir et al. (2016) were the only 

academic researchers to emphasise the importance of having a reasonable number of policies. While 

the current study confirms Gisladottir et al.’s (2016) finding regarding the need to consider the number 

of cyber policies in use in an organisation, it also indicates that limiting the number of cyber resilience 

policies in organisations is needed. 
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Both C1U and C2U participants suggested that a principles-based approach to cyber resilience policies 

is beneficial for cyber resilience development. This finding of the current study is a new insight in cyber 

resilience research. Moreover, existing cybersecurity policies from both case studies (see Sections 5.4 

and 6.4) showed that C2U’s smaller number of cybersecurity policies covered high-level cybersecurity 

issues, with more emphasis given to non-technological issues (see Section 6.4) compared to those of 

C1U (see Section 5.4). C1U had a larger number of cybersecurity policies. 

 

The most important strategy for cyber resilience identified by C2U participants was fast recovery of 

core systems after cyber incidents (C2S1 in Table 6.20). While the same strategy appeared in analysis 

of C1U’s data, it was ranked as the least important strategy (C1S12 in Table 5.22). A focus on 

maintaining core system functionality during cyber incidents rather than on the ‘pure security’ of all 

systems reflects the ‘cyber resilience’ thinking of C2U participants, rather than ‘cybersecurity’ thinking 

(Conklin & Kohnke 2018). In cyber resilience, maintenance of the core functionality of a system is 

sought rather than protecting all resources (Creese 2019). 

 

C2U participants viewed enhancing external relationships with other organisations as important for 

strengthening cyber resilience, as this issue emerged as both an identified organisational factor (C2F6 

in Table 6.11) and as a strategy (C2S2 in Table 6.20). The same factor was not found in analysis of 

C1U’s data. Increased opportunities for external communication in larger universities may explain why 

this issue appeared in C2U’s data analysis but not in C1U’s. The finding of this study for C2U parallels 

the discussion by academic researchers and practitioners that building relationships with external 

organisations contributes to cyber resilience (see Section 3.5.2). 

 

Participants from both case studies indicated that having long-term policies with regular updates is an 

important strategy for cyber resilience. While the importance of making updates and changes to policies 

reveals that change management practices were favoured by participants from both case studies, the 

change management approach was highlighted more by C1U than C2U. C1U not only emphasised the 

need to update its cyber policies, but also pointed to the importance of making changes to its cyber 

systems. This observation is evidenced by the attention paid to configuration and change management 

as one of C1U’s identified cyber resilience strategies (C1S3 in Table 5.22). Such an emphasis was not 

found in the C2U analysis. This finding suggests that C1U favoured ‘flexibility’ over ‘consistency’ for 

resilience when compared to C2U by adopting changes and updates in their systems and solutions 

(Denyer 2017). Applying a change management approach to cyber resilience received attention from 

practitioners (see Section 3.5.2). Among academic researchers, Ferdinand (2015), Sarkar, Wingreen 

and Cragg (2013), Conklin and Kohnke (2018) and Roege et al. (2017) referred to the importance of 

change management for cyber resilience. 
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While the results of both case studies indicated that enhancing proactivity is a strategy for cyber 

resilience, participants from both case studies were not satisfied with the level of proactivity in their 

universities. They believed that more proactive solutions were needed in their workplaces; however, 

‘How to be proactive’ differed for participants from each case study. C1U participants referred to ethical 

hacking (C1S4 in Table 5.22) while those in C2U believed in monitoring systems (C2S6 in Table 6.20; 

see Appendix A [Glossary]). More discussion in both C1U and C2U about how to develop proactivity 

may be helpful. The finding from the current study to develop cyber resilience by enhancing proactivity 

supports both prior practitioner and academic research (see Section 3.5.2). In the next section, the 

organisational factors and strategies for strengthening cyber resilience identified from C1U and C2U 

are allocated into cells of the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013; see 

Section 3.5.2). 

 

7.3.1 Findings from universities from Case Study One and Case Study Two categorised 
into Cyber Resilience Matrix—discussion 

When the organisational factors and strategies of cyber resilience identified in this study (see Table 5.23 

for C1U and Table 6.21 for C2U) were categorised into cells of the Cyber Resilience Matrix (Linkov, 

Eisenberg, Plourde et al. 2013), the cross-sectional cell of the matrix, plan/prepare x social, contained 

the highest number of organisational factors and strategies for both case studies. Therefore, the cyber 

resilience focus of both case study universities was on the ‘planning’ stage of event management, which 

takes place before a cyber crisis occurs. Moreover, the case studies placed emphasis on the social 

organisational domain, which was expected because the interview questions were designed to 

investigate non-technological aspects of cyber resilience and highlight social and communication 

issues. 

 

Categorisation of the organisational factors and strategies from the two case studies into the remaining 

three stages of event management of the Matrix (i.e., absorb, recover from and adapt to) suggest that 

C2U paid more attention to the recovery and adaptation stages of event management compared to C1U. 

Both universities had similar results for the absorption stage of the Cyber Resilience Matrix (Linkov, 

Eisenberg, Plourde et al. 2013), as three organisational factors and strategies from C1U and two from 

C2U were categorised into the absorption column (see Table 5.23 for C1U and Table 6.21 for C2U). 

 

Tables 5.23 and 6.21 show that both universities paid more attention to actions taken before 

cybersecurity events, that is, planning. Less emphasis was placed on the stages after cyber crisis. 

However, the concept of cyber resilience includes activities undertaken both before and after a cyber 

incident to activate system defence and reflect the meaning of cyber resilience as defined in the literature 

(Bodeau & Graubart 2011; Dewar 2017; Williams & Manheke 2010; World Economic Forum 2012; 
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Yano et al. 2015). A re-examination of the cyber resilience concept in both case study universities may 

assist each to achieve further cyber resilience development. 

 

7.4 Part I summary 

Part I of Chapter 7 compared C1U and C2U for their perspectives on appropriate organisational factors 

and strategies of cyber resilience. Differences in participant views on organisational factors and 

strategies of cyber resilience at each university were discussed. The findings from both case studies 

were positioned in the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013). Given the 

differences observed, the size of the two organisations may affect their cyber resilience situation. 

Further research is required to determine the influence of organisational size on cyber resilience. Part 

II follows, which presents the analysis, results and discussion of a cross-case study comparison of IT 

managers and IT employees. 

 

7.5 Part II—comparison of IT managers and IT employees 

Analysis, results and discussion 

 

7.5.1 Part II introduction 

Part II compares the interview responses of IT managers and IT employees from both C1U and C2U to 

identify their perspectives for organisational cyber resilience based on two analyses, merged case data 

and separate data. The first analysis presented in Section 7.6 uses merged case data from all IT 

managers (19 managers from the combined case studies). Data from the IT employee level (12 

employees across the combined case studies) were also merged to enable comparison between the two 

role groups. The second data analysis, presented in Section 7.7, compares the IT manager and other IT 

employee data for each case study. This analysis aims to identify whether similarities and differences 

exist between the IT manager and IT employee participant data within each case study. A summary of 

Part II is presented in Section 7.8. Figure 7.2 depicts the structure of Part II diagrammatically. 
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Figure 7.2: Diagrammatic structure of Chapter 7, Part II. 

 

To compare the interview responses of IT managers and IT employees, the data analysis first compared 

IT middle level managers and IT employees, followed by senior level IT managers and IT employees. 

As the results of these two different analyses were similar, the decision was made to combine the IT 

managerial level data (both senior and middle). Then analyses were performed to investigate the 

combined IT managerial level data versus the IT employee level data across both cases. The results of 

the merged C1U and C2U data analysis are presented in the next section. 
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7.6 Merged data from universities from Case Study One and Case Study Two—
IT managers versus IT employees 

Analysis results for the merged C1U and C2U data are first presented for the IT managers in Section 

7.6.1, while the results for the non-managerial IT employees are then provided in Section 7.6.2 The 

differences and similarities between these two role groups are discussed in Section 7.6.3. 

7.6.1 Merged cases data—IT managers 

Analysis and results 

 

The results of the merged case data analysis for the IT manager role level from the two case studies are 

now presented, with the perceived organisational factors and strategies of cyber resilience. The 

identified organisational factors and strategies for cyber resilience are then categorised into the cells of 

the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013). 

 

Organisational factors of cyber resilience 

 

Eleven themes were identified in a Leximancer data analysis of the organisational factors for cyber 

resilience for IT managers from the merged C1U and C2U cases, as shown in Figure 7.3. 

 

Figure 7.3: Concept map for organisational factors of cyber resilience—IT managers (merged cases 
data). 

 

A ranked list of these themes is displayed in Figure 7.4. 
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Figure 7.4: Ranked themes for organisational factors of cyber resilience—IT managers (merged cases 
data). 

 

Figure 7.4 highlights that ‘Awareness’ is the most important theme, while ‘Particular’ is the least. As 

the purpose of this sub-chapter is to examine the main differences and similarities between IT managers 

and IT employees, for brevity, the decision was made to compare only the most important themes from 

each role group. Figure 7.5 reveals that ‘Awareness’, ‘Training’, ‘Culture’, ‘Team’ and ‘Policies’ were 

the five most important themes from analysis of the IT manager data from the merged case data. 

 

The identified organisational factor/s of cyber resilience relevant to each theme is explained in Table 

7.1 by reference to some example participant transcript passages discussed in Chapters 5 and 6. 

However, as Chapters 5 and 6 aimed to analyse data at the case study level without considering 

differences between the participant role groups, some transcript excerpts relevant to particular 

interviewee role groups did not appear in the text associated with identified themes at the case study 

level (in Chapters 5 and 6). Some new transcript data emerged from data analysis for different 

participant groups when analysis was performed for the role group comparisons. Table 7.1 reports some 

new transcript excerpts for the IT employee role level (across cases) from analysis, along with 

references to some transcript excerpts stated in Chapters 5 and 6. Each organisational factor of cyber 

resilience was codified with an assigned code listed in the Code column, where ITM refers to IT 

managers and Fx indicates an organisational factor of cyber resilience. 
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Table 7.1: Identified organisational factors of cyber resilience—IT managers (merged cases data). 

Theme IT managers’ transcript excerpt Identified organisational factor Code 

Awareness C1P3 See Table 5.4 Raise cyber resilience awareness among employees ITMF1 

C1P7 See Table 5.4 

C2P9 See Table 6.2 

C2P7 See Table 6.2 

Training C2P1 See Table 6.2 Raise cyber resilience awareness among employees ITMF2 

C2P2 See Table 6.2 

C2P7 See Table 6.2 

Culture C2P9 See Table 6.10 Foster cyber resilience culture by managing workplace diversity ITMF3 

C2P10 See Table 6.10 

Team C2P6 See Table 6.5 Delegate decisions to skilled employees during recovery ITMF4 

C1P4 See Table 5.2 

C1P6 See Table 5.2 

C1P1 See Table 5.2 

Policies C1P1 See Table 5.5 Aim for ‘simplified’ cybersecurity policies ITMF5 

C1P4 See Table 5.5 

C2P5 See Table 6.6 

 

Strategies for cyber resilience identified from analysis of the two case studies’ merged IT manager data 

are presented next. 

 

Strategies for cyber resilience 

An analysis of the cyber resilience strategies for IT managers (merged C1U and C2U case data) is 

presented in Figure 7.5. 
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Figure 7.5: Concept map of strategies for cyber resilience—IT managers (merged cases data). 

 

Figure 7.6 lists the ranked themes from Figure 7.6 with the corresponding strategies for cyber resilience, 

identified from the merged IT manager data for the two case studies. 

 

Figure 7.6: Ranked themes for strategies of cyber resilience—IT managers (merged cases data). 

 

As indicated in Figure 7.6, the five most highly ranked themes from the IT manager combined case data 

were ‘Awareness’, ‘Proactive’, ‘Policies’, ‘Recovery’ and ‘Access’. Example transcript excerpts for the 

five themes are presented in Table 7.2, with references to some transcript excerpts discussed in Chapters 

5 and 6, to illustrate the strategies for cyber resilience identified from the IT manager merged case data. 
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Table 7.2: Identified strategies for cyber resilience—IT managers (merged cases data). 

Theme IT managers’ transcript excerpt Identified strategy Code 

Awareness C2P5 One issue is that (the) university is a very collaborative 
space. We have a relationship with different organisations, 
they might be schools, hospitals or other universities … what 
about the security of the organisations? 

Consider cybersecurity issues 
arising from external 
relationships 

ITMS1 

C2P3 You are maybe aware of the recent breach, which 
is PageUp, from a third-party application … the PageUp data 
breach also affected the university’s systems … 
cybersecurity situations of external organisations are of 
crucial importance. 

C1P3 See Table 5.19 

Proactive C1P1 See Table 5.15 Enhance proactivity ITMS2 

C1P4 See Table 5.15 

C2P5 See Table 6.16 

C2P7 See Table 6.16 

Policies C1P3 See Table 5.13 Have long-term cybersecurity 
policies with regular updates 

ITMS3 

C2P10 See Table 6.14 

Recovery C2P8 See Table 6.12 Fast recovery of core systems ITMS4 

C2P10 See Table 6.12 

C1P4 See Table 5.21 

Access C1P3 See Table 5.17 Access management ITMS5 

C1P6 See Table 5.17 

C2P8 See Table 6.16 

C2P10 See Table 6.16 

The identified organisational factors and strategies of cyber resilience from the IT manager merged 

C1U and C2U case data were then combined and categorised into cells of the Cyber Resilience Matrix 

(Linkov, Eisenberg, Plourde et al. 2013). 

 

Findings from IT managers (merged case data) categorised into Cyber Resilience Matrix (Linkov, 

Eisenberg, Plourde et al. 2013) 

 

In Table 7.3, the corresponding code(s) for the organisational factors and strategies of cyber resilience 

identified from analysis of the merged IT employee data were recorded in a bracket beside the relevant 

metric. Metrics that were not matched to any organisational factor or strategy of cyber resilience were 
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Figure 7.7: Concept map for organisational factors of cyber resilience—IT managers (merged cases 
data). 

 

Figure 7.8 shows the ranked list of 10 identified themes for the combined case data for IT employees. 

 

Figure 7.8: Ranked themes for organisational factors of cyber resilience—IT managers (merged cases 
data). 

 

As outlined in Section 7.6.1, the comparison of the role groups was based on the most important themes 

by frequency of hits. Figure 7.8 shows that the most important themes identified from analysis of the 

IT manager merged case data were ‘Empowering’, ‘Risk’, ‘Resourcing’, ‘Policy’ and ‘Decision’. The 

organisational factor/s of cyber resilience relevant to each theme were identified by example transcript 

excerpts and also references to some transcript passages discussed in Chapters 5 and 6. These 

organisational factors of cyber resilience are summarised in Table 7.4. A code was assigned to each 
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organisational factor of cyber resilience in the Code column, where ITE represents IT employees and F 

refers to an organisational factor of cyber resilience (e.g., ITEF1 is the first organisational factor of 

cyber resilience for the merged cases IT employee data). 

 

Table 7.4: Identified organisational factors of cyber resilience—IT managers (merged cases data). 

Theme IT employees’ transcript excerpt Identified organisational factor Code 

Empowering C2P14 See Table 6.5 Delegate decisions to skilled 
employees during recovery 

ITEF1 

C2P15 See Table 6.5 

C2P16 See Table 6.5 

Risk C2P13 See Table 6.9 a) Mitigate potential cybersecurity risk 
tailored to the type of business 

ITEF2 

C2P15 See Table 6.9 

C2P15 See Table 6.4 b) Enhance cyber resilience through 
communication with external 
organisations 

ITEF3 

C2P16 See Table 6.4 

Resourcing C1P18 See Table 5.8 a) More budget allocation for 
cybersecurity 

ITEF4 

C1P9 See Table 5.8 

C1P9 See Table 5.2 b) Importance of senior executive role 
in valuing cyber resilience 

ITEF5 

C2P16 See Table 6.2 

Policy C2P14 If employees enjoy their job, they try more to protect 
their organisation [from cyber crisis], because their 
organisations are important to them. 

Employee satisfaction  ITEF6 

C1P12 See Table 5.10 

Decision C1P14 The users’ awareness, including their understanding 
of required actions, is important. [Users] have to be 
responsible. Users can help the organisation to 
improve cyber resilience. 

Educate users about cybersecurity 
issues 

ITEF7 

C2P15 See Table 6.7 

 

The identified strategies for cyber resilience from IT employees (merged case data) are described next. 

 

Strategies for cyber resilience 

 

An analysis using Leximancer of cyber resilience strategies from IT employees (merged case data) is 

reported in Figure 7.9. 
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Figure 7.9: Concept map of strategies for cyber resilience—IT managers (merged cases data). 

 

The ranked list of themes is shown in Figure 7.10. 

 

Figure 7.10: Ranked themes for strategies for cyber resilience—IT managers (merged cases data). 

 

From the Leximancer concept map (see Figure 7.9) and the ranked list of themes (see Figure 7.10), it 

can be observed that ‘Tools’, ‘Update’, ‘Policies’ and ‘Attack’ were the four most important themes. 

Although the fifth theme, ‘Awareness’, with 103 hits appeared an important theme, investigation of the 

relevant transcript data revealed no new cyber resilience strategy. As the same strategy identified in the 

theme ‘Tools’ also was noted in the Awareness theme, no transcript data for the theme ‘Awareness’ is 

presented. Table 7.5 provides an example transcript excerpt that supports each theme. A code was 

assigned for each strategy of cyber resilience in the Code column, where ITE represents an IT employee 

while S is a strategy for cyber resilience. 
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Table 7.5: Identified strategies for cyber resilience—IT managers (merged cases data). 

Theme IT employees’ transcript excerpt Identified strategy Code 

Tools C2P14 See Table 6.15 Use modern cybersecurity tools and 
technologies to support 
organisational systems, with 
updates 

ITES1 

C1P9 See Table 5.8 

Update C2P12 See Table 6.18 a) Follow detailed security response 
procedures for cyber crises with 
regular updates 

ITES2 

C2P16 See Table 6.18 

C2P16 See Table 6.18 b) Make changes (updates) into 
systems to improve them 

ITES3 

C1P13 See Table 5.14 

Policies C2P16 So, short-term policy I think definitely work(s) better 
because you need the policies to ensure that … it reflects 
changes. 

Have short-term cyber resilience 
policies 

ITES4 

C2P13 I also think that some short-term policies could be better, 
because you can change them. For example, 
Incident Response Policy should be updated continuously. 

C1P9 I think when it comes to cyber resilience and security, then 
their policies should be relatively short-term because it 
changes so quickly. If you have a policy in place for five 
years, that might be too long … So, I think shorter is better 
in terms of security. 

Attack C2P12 See Table 6.18 Have detailed security response 
procedures for cyber crises with 
regular updates 

ITES5 

C2P13 See Table 6.18 

 

In the following subsection, both the identified organisational factors and strategies of cyber resilience 

from the IT employee merged C1U and C2U case data are categorised into cells of the Cyber Resilience 

Matrix (Linkov, Eisenberg, Plourde et al. 2013). 

 

Findings from IT employees (merged case data) categorised into Cyber Resilience Matrix 

(Linkov, Eisenberg, Plourde et al. 2013) 

 

In Table 7.6, the corresponding codes for the organisational factors and strategies identified from 

analysis of IT employee data were recorded in brackets after the relevant metric following analysis 

using the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013). Metrics from the Matrix 

that were not matched to any organisational factor or strategy of cyber resilience were not recorded in 

the matrix cells. Cells without a metric matched to any organisational factor or strategy were shaded. 
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the importance of IT senior managers for decision-making, with no emphasis given to IT employees’ 

role in the cyber resilience decision-making process. 

 

IT managers focused on the IT employee role for cyber resilience improvement (see Table 7.4). From 

the IT manager data analysis, the level of cyber resilience is affected by IT employee activities. 

However, from the IT employees’ view, cyber resilience is the responsibility of both the IT managerial 

and non-managerial personnel levels (see ITEF1 and ITEF5 in Table 7.1). Review of the available 

literature indicated that academic researchers also pointed to the role of both IT managers and 

employees in increasing cyber resilience in organisations (Alina, Cerasela & Gabriela 2017; Aoyama 

et al. 2015; Balakrishnan, Mishra & Bhatt 2018; Huang & Pearlson 2019; Hult & Sivanesan 2014). 

 

While identifying potential cybersecurity risks to assist cyber resilience development was raised by IT 

employees in the current research (see Table 7.1), it was not raised by IT managers. From the literature 

review, both academic researchers and practitioners considered identifying potential cyber risks in 

organisations as an organisational factor of cyber resilience (see Section 3.5.2). 

 

A higher-level awareness of organisational cyber resilience was observed among IT managers when 

compared to other IT employees. The focus of IT managers was on principles-based long-term cyber 

resilience policies (see ITMF5 from Table 7.4 and ITMS3 from Table 7.5), while IT employees 

emphasised rules-based short-term policies and detailed procedures (see ITES2, ITES4 and ITES5 

from Table 7.2). In in the IT managers’ view, formulating a cyber resilience policy for a short period is 

difficult, and providing regular updates to long-term policies is a solution to adapt to changes in a cyber 

environment. As discussed in Section 7.3, ‘how cyber resilience policies can be effective’ received 

limited attention from both academic researchers and practitioners, while no past study was identified 

that considered whether policies in this area needed to be long-term or short-term. Therefore, the finding 

from this current research appears to provide a new insight into the relationship between the time frame 

of a cyber resilience policy and an organisation’s cyber resilience development. 

 

From the organisational factors of cyber resilience identified from the merged C1U and C2U case IT 

employee data, that group devoted more attention to behavioural aspect of cyber resilience (e.g., ITEF6 

from Table 7.1) when compared to IT managers. As the behavioural factors identified from this study 

relate to employee attitudes, it is not surprising that IT employees are more likely to be aware of their 

own motivators for cyber resilience development. However, behavioural factors of cyber resilience 

were not highlighted by previous studies (see Section 7.3). 

 

Analysis of IT employee merged data indicated that cyber resilience awareness needs to be encouraged 

among all users, whether students or staff members (see ITEF7 from Table 7.1). However, the IT 
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manager data results only highlighted the importance of employee awareness for cyber resilience. The 

different perspectives among the two participant groups may be rooted in their different responsibilities, 

as IT employees from the two case studies worked closely with end users. 

 

The strategies for cyber resilience identified from analysis of the IT employee data revealed that this 

participant group favoured the ecological resilience approach, as evidenced by the importance placed 

on the cyber resilience strategy making changes and updates into systems (see ITES1 and ITES3 from 

Table 7.2). In contrast, IT managers appeared to follow the engineering resilience approach, since they 

believed that fast recovery of core systems was an important strategy for cyber resilience (see ITMS4 

from Table 7.5). For the IT manager group, the return time after any cyber crisis was paramount. The 

greater emphasis from other IT employees on making changes into cyber systems (see ITES3 from 

Table 7.2) reflected a more ‘flexible’ resilience thinking approach, while the IT managers favoured a 

‘consistency’ approach (Denyer 2017). In the next section, the differences between IT managers and IT 

employees will be analysed using the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013). 

 

Findings from IT managers and IT employees (merged case data) categorised into Cyber 

Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013)—discussion 

 

As observed in both Tables 7.3 and 7.6, both IT managers and IT employees had similar organisational 

factors and strategies grouped into the organisational domains (i.e., physical, information, cognitive and 

social) for cyber resilience development. The cross-sectional cell, plan/prepare x social, contained the 

highest number of organisational factors and strategies in the merged case analysis from the IT manager 

and IT employee groups. Therefore, the cyber resilience focus of both case study universities was on 

the ‘planning’ stage of event management, which occurs before a cyber crisis. The only difference in 

the analysis results of these two staff groups was indicated in the absorption stage of event management. 

While no emphasis was given to the absorption stage by IT managers, it received attention from IT 

employees. The reason for the discrepancy may arise from a different view on ecological and 

engineering resilience thinking from these two groups. As discussed, IT managers favoured the 

engineering resilience approach, which tried to limit the recovery time after crisis. However, favouring 

the engineering resilience thinking perspective may lead to a de-emphasis of the absorption stage, as 

fast recovery was more significant for IT managers. In the next section, an investigation of the 

differences between IT manager and IT employee groups is reported through analysis of each case 

study. 

 



176 

7.7 Separate case data—IT managers versus IT employees 

In this section, data analysis is performed within each case study university to seek the cyber resilience 

organisational factors from IT managers and IT employees. The results from analysis were investigated 

to identify any differences in the cyber resilience organisational factors when compared to results from 

the merged cases data (see Section 7.6). The same approach is then followed to analyse the cyber 

resilience strategies from IT managers and IT employees in each case study, seeking any differences 

between the results of this analysis when compared to the merged cases results. For brevity, only the 

results of the groups are reported where they differ from the merged cases results. Results from IT 

managers and IT employees for C1U are compared in the following section. 

 

7.7.1 Case Study One—IT managers versus IT employees 

Analysis and results 

 

In this section, transcript data were first investigated for the organisational factors and strategies of 

cyber resilience from the C1U IT employees. The identified organisational factors and strategies were 

found to be similar to those of the merged cases IT employee data (see Tables 7.1–7.2). The same 

analysis was then conducted for the IT manager group at C1U. Little difference was observed between 

the cyber resilience strategies of IT managers at C1U and those of the merged cases IT manager data 

(see Table 7.5). A difference was noted only in the analysis results of the organisational factors for the 

latter group. Two additional organisational factors of cyber resilience were found that had not been 

identified in the merged cases analysis. These two organisational factors of cyber resilience, with 

relevant example transcript excerpts, are presented in Table 7.7. 

 

Table 7.7: Additional identified organisational factors of cyber resilience, University One, Case Study 
One IT managers. 

IT manager transcript excerpt—C1U Additional identified organisational factor 

C1P7 From Table 5.2 Importance of senior executive role in valuing cyber 
resilience 

C1P3 From Table 5.2 

C1P4 From Table 5.8 More budget allocation for cybersecurity 

C1P2 From Table 5.8 

 

The results of data analysis for IT managers and IT employees from C2U are presented next. 
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7.7.2 Case Study Two—IT managers versus IT employees 

Analysis and results 

 

No difference was found in the comparative analysis results of the C2U IT managers and those of the 

merged cases IT managers (sees Table 7.4–7.5). An analysis of other IT employee data from C2U using 

Leximancer was then performed to identify if any difference exists between results of the C2U IT 

employees and those of the merged cases IT employees. The results of the organisational factors of 

cyber resilience were again similar to those for the combined cases IT employee data (see Table 7.1). 

A difference was found in the cyber resilience strategy results of the other IT employee group in that 

two new strategies were identified. These strategies with example transcript passages appear in Table 

7.8. 

 

Table 7.8: Additional identified strategies for cyber resilience—other IT employees from University 
Two, Case Study Two. 

IT employee transcript excerpt—C2U Additional identified strategies 

C2P13 See Table 6.10 Foster cyber resilience culture by managing workplace 
diversity 

C2P16 See Table 6.10 

C2P15 See Table 6.12 Fast recovery of core systems after cyber crisis 

C2P17 See Table 6.12 

 

In the next section, results of analysis of IT manager and other IT employee data for the separate case 

studies are discussed. 

 

7.7.3 Separate data—IT managers versus IT employees from universities from Case 
Study One and Case Study Two 

Discussion  

 

The importance of an adequate budget allocation for cyber resilience development emerged from the 

IT manager results at C1U, while the same factor was not raised by C2U IT managers. This finding 

echoes the discussion presented in Section 5.3.2. The finding is also consistent with the argument of 

Dalton, Van Vuuren and Westcott (2017) that smaller-sized universities in Australia may need more 

financial support for their cyber resilience development. 

 

Other IT employees at C2U held a less technological view of cyber resilience than other C1U IT 

employees (see fostering cyber resilience culture in Table 7.8). The cybersecurity awareness campaigns 
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organised at C2U (see Section 6.3.3) appeared to play a role in deepening understanding of the 

organisational aspects of cyber resilience among these IT employees. Conducting an awareness 

campaign may be beneficial to communicate practical cyber resilience advice across organisations (see 

Section 6.3.3). Previous studies have not paid attention to conducting a cybersecurity campaign as a 

solution for cyber resilience development (see Section 7.3). 

 

As shown in Table 7.8, non-managerial IT employees at C2U believed in fast recovery of core systems 

after cyber crisis as a strategy for cyber resilience. However, this strategy was only identified by IT 

management groups in the merged case data, and was not referred to by other IT employees at C1U. 

Larger universities may place greater emphasis on maintaining the availability of important systems to 

prevent reputational damage when compared to smaller-sized universities. A summary of Part II is 

presented next. 

 

7.8 Part II summary 

Part II compared and discussed the views of IT managers and other IT employees regarding 

organisational factors and strategies of cyber resilience. Two data analyses were performed, the first 

using merged transcript data from IT managers and other IT employees of both case studies and the 

second using separate case study data for each case. While the results of this comparison revealed some 

similarities, different views on organisational factors and strategies of cyber resilience also emerged. 

These differences may be rooted in the different roles and responsibilities of IT managers and IT 

employees at these case studies. Part III is now reviewed. 

 

7.9 Part III—business managers versus IT senior managers 

Analysis, results and discussion 

 

7.9.1 Part III introduction 

In Part III, responses from business managers and IT senior managers at C1U and C2U were compared 

to seek organisational factors and strategies of cyber resilience, in two analyses, using merged data 

from the two case studies and within-case data. The merged data analysis was performed in Section 

7.10 using combined interview data from nine IT senior managers at both case studies (four IT senior 

managers from C1U and five IT senior managers from C2U). Data from the eight C1U and C2U 

business managers (five from C1U and three from C2U) were also combined. Differences between 

these two role groups were then examined using the two sets of combined data. 

 



179 

In Section 7.11, data from business managers and IT senior managers were analysed separately for each 

case study to identify any differences. For brevity, only the results that are different from the results of 

the merged case study data analysis are reported. A Part III summary is presented in Section 7.12. Figure 

7.11 depicts the structure of Part III. 

 

Figure 7.11: Diagrammatic structure of Chapter 7, Part III. 

 

The results of the merged case data analysis are first presented. 
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7.10 Merged cases data—business managers versus IT senior managers 

This section first reports the results of merged cases data analysis for business managers in Section 

7.10.1. The results of analysis for the combined cases IT senior managers are then presented in Section 

7.10.2, while the differences between these two analyses are discussed in Section 7.10.3. 

 

7.10.1 Merged cases data—business managers 

Analysis and results 

 

The results of analysis of the business managers perceived organisational factors and strategies of cyber 

resilience from CU1 and CU2 are provided in this section. The findings are then categorised into cells 

of the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013). 

 

Organisational factors of cyber resilience—combine business manager data from universities 

from Case Study One and Case Study Two 

 

Eight themes were identified in a Leximancer merged cases data analysis of the organisational factors 

for cyber resilience for business managers, as shown in Figure 7.12. 

 

Figure 7.12: Concept map for organisational factors of cyber resilience—business managers (merged 
cases data). 

 

The eight themes were ranked as is illustrated in Figure 7.13. 
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Figure 7.13: Ranked themes for organisational factors of cyber resilience—business managers 
(merged cases data). 

As Part III aims to identify the main differences between the business managers and IT senior managers’ 

views on organisational cyber resilience, the highest ranked themes from the relevant concept map were 

selected for each group’s data analysis. As reflected in Figure 7.13, ‘Awareness’, ‘Team’, ‘Manager’ 

and ‘Organisation’ are the most highly ranked themes compared to other themes from the merged cases 

IT senior manager data. The organisational factors of cyber resilience identified from these themes, 

derived from participant transcripts, appear in Table 7.9. Example transcripts from Chapters 5 and 6 

and some new transcript excerpts from this most recent Leximancer data analysis also appear in Table 

7.9. Each organisational factor of cyber resilience was codified (see Code column) so that BM represents 

business managers and F refers to an organisational factor of cyber resilience (e.g., F1 is the first 

organisational factor of cyber resilience). 
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Table 7.9: Identified organisational factors of cyber resilience—business managers (merged cases 
data). 

Theme Business managers’ transcript excerpts Identified organisational factor Code 

Awareness C1P16 See Table 5.4  Raise cyber resilience awareness 
among employees 

BMF1 

C1P18 See Table 5.4 

C2P20 See Table 6.2 

Team C1P16 See Table 5.10 Employee satisfaction BMF2 

C1P17 See Table 5.10  

Manager C2P19 Senior managers do [make decisions during cyber crisis] 
…based on information provided by the subject matter 
experts. The actual decision-making should be done [by] 
senior management. 

Importance of senior executive 
role in making decisions during 
cyber crisis 

BMF3 

C1P19 I think [during cyber crisis] from the business continuity 
point of view, you do need to go up to see management 
because they have the full perspective of the impact. 

C1P17 So, yes, it is senior managers through the [cybersecurity] 
crisis that make the decisions, but then staff would have 
input if they have ideas, so certainly senior managers 
would ask them for help. But they [senior managers] 
should take final decisions. 

Organisation C1P16 See Table 5.9 Mitigate potential cybersecurity 
risk 

BMF4 

C1P17 See Table 5.9 

C1P18 See Table 5.9 

 

Next the strategies for cyber resilience identified from analysis of the business managers (merged cases 

data) are investigated. 

 

Strategies for cyber resilience 

 

Nine themes were identified from analysis of the merged cases data for business managers, as shown 

in the Leximancer concept map displayed in Figure 7.14. 
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Figure 7.14: Concept map of strategies for cyber resilience—business managers (merged cases data). 

 

A list of ranked themes derived from the previous concept map analysis in Figure 7.14 is presented in 

Figure 7.15. 

 

Figure 7.15: Ranked themes for strategies of cyber resilience—business managers (merged cases 
data). 

 

In Table 7.10, the three most highly ranked themes are listed, along with relevant example transcripts 

to illustrate each. The identified strategies from each theme are also introduced. Each strategy was 

codified, where BM represents business managers and S refers to a strategy for cyber resilience. 
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Table 7.10: Identified strategies for cyber resilience—business managers (merged cases data). 

Theme Business manager transcript excerpts Identified strategy Code 

Risk C2P18 They [IT teams] can help unpack technically what that 
resolves, but effectively, there is an element of 
responsibility that sits in Chancellery and Executive 
levels. So, if you take my role [as a business manager], 
if I didn’t take that issue [cyber resilience] seriously, 
there will be no resourcing for that … It always requires 
an understanding and communication [between IT 
department and business managers] for better [cyber] 
security. 

Have cybersecurity experts at the 
IT department, but at the same 
time, receive advice from business 
managers 

BMS1 

C2P19 Then we [business managers] can … work closely with 
our IT pairs [IT managers] to ensure that there are good 
governance and security around the systems that we use. 

Policies  C1P17 I suppose that IT is where they stop hackers get[ting] in. 
It is IT employees where they’ve got control over the 
systems to stop [it] happening. For example, in my team, 
we’ve got four system accountants. If they see … strange 
issues, they report it [to IT department]. So, we’ve got IT 
that is looking after cybersecurity, say all the 
information … we need to just keep an eye. So, if 
something looks strange, we need to report it straight 
away. 

Have appropriate cybersecurity 
experts 

BMS2 

C2P20 I think in the university, the responsibility for cyber 
resilience lies [with] IT staff, in the infrastructure, we do 
have a team [for] cybersecurity. And they should be 
aware of what is coming in … to make sure we can avoid 
these [cyber crisis] situations, even before it comes to us.  

Employees  C1P18 See Table 5.4 Importance of cyber resilience 
education among employees 

BMS3 

C2P20 See Table 6.17 

 

In the following subsection, the organisational factors and strategies of cyber resilience identified from 

the business managers (merged case data) are categorised into cells of the Cyber Resilience Matrix 

(Linkov, Eisenberg, Plourde et al. 2013). This analysis investigates how the cyber resilience concept is 

perceived by this group of managers. 

 

Findings from business managers (merged cases data) categorised into Cyber Resilience Matrix 

(Linkov, Eisenberg, Plourde et al. 2013) 

 

In Table 7.11, the corresponding code(s) relevant to an organisational factor or strategy identified from 

analysis of the business managers’ merged cases data was recorded in a bracket beside the supporting 
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Figure 7.16: Concept map of organisational factors of cyber resilience—IT senior managers (merged 
case data). 

 

A ranked list of these themes from the latter analysis is shown in Figure 7.17. 

 

Figure 7.17: Ranked themes for organisational factors of cyber resilience—IT senior managers 
(merged cases data). 

Figure 7.17 shows that the most highly ranked themes from analysis of the merged cases IT senior 

manager data are ‘Tools’, ‘Communication’, ‘External’ and ‘Policies’. Although the theme 

‘Organisational’, with 47 hits, seemed an important theme, investigation of the relevant transcript data 

revealed no new organisational factor of cyber resilience. As the same organisational factor identified 

in the theme ‘Policies’ also was noted in the ‘Organisational’ theme, no transcript data for the theme 

‘Organisational’ is presented. The organisational factors of cyber resilience identified for each theme 

are then examined using example participant excerpts (see Table 7.12). Each organisational factor of 

cyber resilience identified was codified, where SM refers to IT senior managers and F indicates an 

organisational factor of cyber resilience. 
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Table 7.12: Identified organisational factors of cyber resilience—IT senior managers (merged cases 
data). 

Theme IT senior managers’ transcript excerpt Identified organisational factor Code 

Tools C2P5 See Table 6.4  Importance of cyber resilience 
training programs for employees 

SMF1 

C2P2 See Table 6.4 

Communication C1P4 See Table 5.2 Delegate decisions to skilled 
employees during recovery 

SMF2 

C1P1 See Table 5.2 

External C2P3 See Table 6.4 Enhance cyber resilience through 
communication with external 
organisations 

SMF3 

C1P2 IT can go often to recover systems, but we need to 
receive advice from other organisations as well. So, 
we need to know who are the key stakeholders of 
other organisations. 

Policies C1P1 See Table 5.5 Aim for ‘simplified’ cybersecurity 
policies 

SMF4 

C1P4 See Table 5.5 

C2P5 See Table 6.6 

 

The strategies for cyber resilience identified from the IT senior managers’ data analysis (merged case 

data) are investigated next. 

 

Strategies for cyber resilience 

 

Six themes were identified from analysis of the merged cases data for IT senior managers, as shown 

in the Leximancer concept map displayed in Figure 7.18. 
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Figure 7.18: Concept map for strategies of cyber resilience—IT senior managers (merged cases data). 

 

A list of ranked themes derived from the analysis is presented in Figure 7.19. 

 

Figure 7.19: Ranked themes for strategies of cyber resilience—IT senior managers (merged cases 
data). 

 

As evident from Figure 7.19, the most dominant themes from analysis of the merged cases IT senior 

manager data are ‘Policies’, ‘Proactive’, ‘Recovery’ and ‘Attack’. Although the theme ‘Attack’, with 

157 hits, seemed an important theme, investigation of the relevant transcript data revealed no new cyber 

resilience strategy. As the strategy identified in the theme ‘Recovery’ was also noted in the ‘Attack’ 

theme. no example transcript excerpt for the ‘Attack’ theme is presented in Table 7.13. The cyber 

resilience strategies identified for each theme are recorded in Table 7.13, with illustrative interview 

excerpts. Each strategy for cyber resilience was coded with SM representing IT senior managers and S 

referring to an organisational factor of cyber resilience. 
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Table 7.13: Identified strategies for cyber resilience—IT senior managers (merged cases data). 

Theme IT senior managers’ transcript excerpt  Identified strategy Code 

Policies C2P2 See Table 6.15  a) Use modern 
cybersecurity tools and 
technologies to support 
organisational systems 

SMS1 

C1P1 good technical products … appropriate tools … good knowledge of 
markets of the vendors and … understanding of … technical tools 
are the most important [organisational factors] for cyber resilience. 

C2P2 See Table 6.14 b) Have a limited number 
of cybersecurity policies 

SMS2 

C1P2 See Table 5.14 

Proactive C1P1 See Table 5.15 Enhance proactivity SMS3 

C1P4 See Table 5.15 

C2P2 See Table 6.16 

Recovery C2P2 See Table 6.12 Fast recovery of core 
systems (after cyber crisis) 

SMS4 

C1P3 See Table 5.21 

 

The organisational factors and strategies identified above from analysis of the IT senior manager 

merged cases data are now categorised into cells of the Cyber Resilience Matrix (Linkov, Eisenberg, 

Plourde et al. 2013). 

 

Findings from IT senior managers (merged cases data) categorised into Cyber Resilience Matrix 

(Linkov, Eisenberg, Plourde et al. 2013) 

 

In Table 7.14, the corresponding code(s) for the organisational factors and strategies of cyber resilience 

identified from the IT senior manager merged cases data analysis was recorded in a bracket beside the 

relevant metric of the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013). Metrics that 

were not matched to any organisational factor or strategy of cyber resilience were excluded from the 

matrix cells. Cells were shaded when no metric matched any organisational factor or strategy. 
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Table 7.14: Organisational factors and strategies of cyber resilience located into the Cyber Resilience 
Matrix (Linkov, Eisenberg, Plourde et al. 2013)—IT senior managers (merged case data). 

Plan/prepare for Absorb Recover from Adapt to 
Physical Create redundancy for physical or data 

assets [SMS1] 

   

Information 
  

Store log data for databases 
during events [SMS4] 

 

Cognitive Plan for cyber incidents 
[SMS2]/understand business objectives 
[SMF4]/organise cyberwar gaming 
[SMS3] 

 
Take decisions based on 
written agreements [SMF2] 

 

Social Identify and coordinate with external 
parties [SMF3]/provide staff members 
with cyber resilience training programs 
[SMF1]/delegate assets and services to 
particular employees [SMF2] 

Identify & 
communicate with 
cyber resilience 
professionals 
[SMF3] 

Determine responsible 
parties for cyber resilience 
[SMF3] 

 

 

The differences between the business managers and IT senior managers from the results of merged 

cases data analysis are now discussed. 

 

7.10.3 Merged cases data—business managers versus IT senior managers 

Discussion 

 

Although from the view of business managers it is the responsibility of IT professional teams to deal 

with cyber crisis (see BMS2 in Table 7.10), IT professionals believed in seeking advice from business 

managers (see BMS1 from Table 7.10). A broad business view of the organisation is valuable for a 

holistic perspective. These results from the current study support the research findings by Tisdale (2016) 

and Sharma (2015) that cyber resilience is ultimately a business issue and needs to be considered by 

both business managers and IT managers. From the identified strategy for cyber resilience (see BMS1 

from Table 7.10), it appears that business managers are aware of their important roles in enhancing the 

level of cyber resilience in their universities. 

 

The results of the business manager merged cases analysis indicated that this group of participants 

favoured a more vertical and bureaucratic organisational structure (see BMF3 from Table 7.9) 

compared to IT senior managers (see SMF2 from Table 7.12). The important role of operational staff 

for making final decisions during cyber crisis was emphasised less in the business manager data 

analysis. In contrast, IT senior managers placed more emphasis on the employee role during 

cybersecurity decision-making, viewing a more horizontal organisational structure as an effective 

organisational factor of cyber resilience. As discussed in Sections 7.3 and 7.6, academic researchers 

have suggested that seeking advice from IT employees for fast decision-making during cyber crisis may 
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be beneficial for organisations (Davis et al. 2016; Hult & Sivanesan 2014; Linkov, Eisenberg, Plourde 

et al. 2013). The two different views of IT senior managers and business managers on the appropriate 

decision-maker during cyber crisis may indicate that IT senior managers are more aware of IT 

employees’ key role for fast decision-making and recovery during a security incident. In the interviews, 

IT managers explained that during cyber crisis, they need the frontline staff to make decisions and 

handle the situation quickly (see C1P4 from Table 5.2). 

 

As shown in Table 7.9 (see BMF2) and Table 7.13 (see SMS1), business managers unsurprisingly took 

a more non-technical view of organisational cyber resilience when compared to IT senior managers. 

While IT senior managers emphasised using modern cybersecurity tools and technologies to support 

organisational systems, technological aspects of cyber resilience did not receive attention from business 

managers. These differences between the two managerial groups derive from the different 

responsibilities of the two roles in which business management roles cover more organisational and 

non-technological issues. Although IT senior managers emphasised the technological development of 

cyber resilience (see SMS1 in Table 7.13), the important role of employee training was not 

underestimated by the same group (see SMF1 in Table 7.12). As discussed by Carias et al. (2018), 

investment in technical elements of cybersecurity alone contributes short-term cyber resilience 

improvement, while cyber resilience training enhances long-term cyber resilience development. The 

value of considering both technological tools and cybersecurity training in organisations expressed by 

the IT senior managerial group indicated that this group was aware of the importance of long-term cyber 

resilience development, despite their concern for short-term cyber resilience improvement. However, 

as raised by Rainer Jr et al. (2007), greater communication between the two managerial levels of IT and 

business may bring the business management perspective closer to the technical view. Just one 

justification of the need for a closer perspective is that many decisions for resource allocation are made 

by business managers. 

 

While a greater non-technological and business perspective was shown by business managers in 

comparison to IT senior managers, the latter group adopted a more systematic view of organisational 

cyber resilience. Senior IT managers identified that not only do internal organisational elements of 

cyber resilience need consideration, but also university’s external relationships with other large 

organisations as well (see SMF3 from Table 7.12). Considering external relationships as an 

organisational factor of cyber resilience has also been raised by prior scholars (ASIC 2015; 

Balakrishnan, Mishra & Bhatt 2018; Choras et al. 2015; Davis et al. 2016; Giampiero & Pescaroli 2019; 

Lykou, Anagnostopoulou & Gritzalis 2018; McCarthy 2015; Sarkar, Wingreen & Cragg 2013). 

 

While IT senior managers pointed to fast recovery after cyber crisis as one of the most important 

strategies for cyber resilience (see SMS4 from Table 7.13), business managers were more in favour of 
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cybersecurity risk mitigation even with slow system functionality (see BMF4 from Table 7.9). 

Reflection upon these two different perspectives suggests that business managers adopted an ecological 

approach to cyber resilience, with less importance placed on the length of the recovery period (see 

Section 2.3.2). In contrast, IT senior managers’ focus on fast recovery suggests they preferred the 

engineering resilience approach in their strategies for cyber resilience (see Section 2.3.1). However, as 

stated by Tisdale (2016) and Sharma (2015), cyber resilience is a business-IT issue that needs to 

consider both business managers’ and IT managers’ perspectives. Consequently, using both the business 

manager (ecological resilience) and IT manager (engineering resilience) perspectives for stronger cyber 

resilience decision-making is necessary. This finding of the current research reinforces Sikula et al.’s 

(2015) recommendation for an ideal resilient system in which both ecological and engineering resilience 

approaches needs consideration. The varied perspectives from the two managerial groups investigated 

appears positive for cyber resilience at C1U and C2U. Differences between the IT manager and IT 

employee perspectives for the combined cases are analysed next using the Cyber Resilience Matrix 

(Linkov, Eisenberg, Plourde et al. 2013).  

 

Findings from business managers and IT senior managers (merged cases data) categorised into 

Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013)—discussion 

 

As displayed in Table 7.11 and Table 7.14, the cross-sectional cell, plan/prepare x social, had the 

highest number of organisational factors and strategies for both business managers and IT senior 

managers. This finding suggests that planning for the social domain was the most important cyber 

resilience issue from both management groups’ perspectives when the case studies were combined. 

Similar attention was given by IT senior managers to the cross-sectional cell, plan/prepare x cognitive 

(see Table 7.14), whereas such emphasis on the cognitive domain (see Section 2.4.2) was not observed 

in analysis of the business managers’ data. This finding indicates that while planning for both the social 

and cognitive domains was paramount for IT senior managers, the decision-making (cognitive layer) 

procedures for cyber resilience improvement were not important for business managers. This distinction 

between the two management groups is likely to be associated with their different views on decision-

making procedures during cyber crisis. Delegating decisions and communicating with employees when 

handling cybersecurity problems were favoured by IT senior managers when compared to business 

managers (see Table 7.12). 

 

The next difference between the two management groups was observed in the physical layer (see 

Section 2.4.2) from analysis. No attention was given to the physical domain by business managers (see 

Table 7.11), while this domain received attention from IT senior managers. Although the focus of this 

study is on organisational cyber resilience, it does not mean that physical aspects of cyber resilience 

should be neglected. As stated by Linkov, Eisenberg, Plourde et al. (2013), all four organisational 
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domains need attention from managers for cyber resilience development. The business managers’ views 

on the physical layer in an organisation are important, since as key decision-makers, their awareness of 

the physical layer is required for appropriate resource and budget allocation in cybersecurity systems. 

 

From analysis of the event management stages of Linkov et al.’s Cyber Resilience Matrix (Linkov, 

Eisenberg, Plourde et al. 2013), both managerial levels placed strong emphasis on the planning phase 

when compared to the other management stages of cyber crisis. However, as the definition of cyber 

resilience includes the period both before and after any cyber crisis (Bodeau & Graubart 2011; Dewar 

2017; Williams & Manheke 2010; World Economic Forum 2012; Yano et al. 2015), underestimating 

the contribution of the other phases may restrict cyber resilience development in organisations. Ignoring 

the period after cyber crisis was noted more in the business managers’ data in which the recovery and 

adaptation stages (see Table 7.11 and Table 7.14) received no attention. However, IT managers also 

placed emphasis on the recovery stage of Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 

2013). These findings reinforce the dominance of engineering resilience thinking applied by IT 

managers in comparison to business managers. IT senior managers paid more attention to the period of 

recovery after a cyber crisis than did business managers. As discussed in Section 2.3.1, the length of 

the recovery period is emphasised in the engineering resilience approach. Differences that emerged 

when the business manager and IT senior manager group data were analysed within each case are 

investigated next in the following section. 

 

7.11 Separate cases data—business managers versus IT senior managers 

This section reports on within-case analysis of business manager and IT manager data to seek cyber 

resilience organisational factors. The results of this investigation were used to identify comparative 

differences in the cyber resilience organisational factors identified from analysis of the merged case 

data from the same role groups (see Section 7.6). The same approach was then followed to identify the 

cyber resilience strategies from business managers and IT managers in each case study, seeking 

differences between the results of this analysis and the merged case data results for the same role groups. 

For brevity, only the results of the within-case analyses that are different to the results of the merged 

cases data analyses are reported. Results from business managers and IT senior managers for C1U are 

compared in the following section. 

 

7.11.1 Case Study One—business managers versus IT senior managers  

Analysis and results 
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After conducting separate data analyses for business manager and IT manager data from C1U, the cyber 

resilience organisational factors and strategies of C1U business managers were found to be similar to 

those identified for the same group from merged C1U and C2U data (see Table 7.9 and Table 7.10). 

Differences were observed for the IT managers at C1U when compared to the business manager merged 

cases data. An additional cyber resilience strategy was found from data analysis of the business manager 

data at C1U, although it was not observed in the merged cases data analysis. The newly identified 

strategy is explained in Table 7.15, with example interview passages to illustrate. 

 

Table 7.15: Additional identified strategy for cyber resilience—IT managers, University One, Case 
Study One. 

IT senior managers’ transcript excerpt—C1U Additional identified strategy 

C1P2 We want to invest [by] … looking at our tool sets, and again I 
suppose when you are saying about unknown threats, it’s really 
ensuring we keep our tool sets up-to-date and revisit and throw 
them out and get some new ones in. 

More emphasis on technical solutions 

C1P4 And we have tools for load balances which, for example … 
we’ve got two load balances. If one computer server fails, the 
software switches over to another computer server. So, there 
are all the technical issues that we do to make sure that issues 
can automatically switch over.  

 

The results of data analysis for business managers and IT managers from C2U are presented next. 

 

7.11.2 Case Study Two—business managers versus IT managers 

Analysis and results 

 

From analysis of the business manager and IT manager data at C2U (both organisational factors and 

strategies of cyber resilience), again no difference was found between the business managers’ results 

and those from the merged case data for the same group (see Table 7.9 and Table 7.10). Another 

Leximancer analysis of IT managers’ data for C2U was then performed. The organisational factors of 

cyber resilience identified in the latter analysis were again similar to those of the combined cases IT 

managers’ data (see Table 7.12). A difference was found in the cyber resilience strategy results for the 

C2U IT managers group, as three new strategies emerged. These strategies were not identified in the 

merged cases data analysis of IT managers. The three strategies with relevant example transcript 

passages are provided in Table 7.16. 
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Table 7.16: Additional identified strategies for cyber resilience—IT managers, University Two, Case 
Study Two. 

IT senior managers’ transcript excerpts—C2U Additional identified strategies 

C2P2 See Table 6.2 Raise awareness among employees 
through practical advice 

C2P4 See Table 6.2 

C2P5 Ideally, most of the time, [during cyber crisis], we are 
trying to communicate with employees more. 

Communicate with employees 

C2P3 CIO gets involved in that decision [during crisis], but 
with communication with our cybersecurity operational 
employees. 

C2P1 I think it needs more communication between these two 
groups [senior managers and employees] to understand 
what happens, and why, and how to address it. 

C2P3 See Table 6.3 Create concern about cybersecurity 
breaches among employees 

 

Differences that emerged when the business manager and IT manager data for C1U and C2U were 

analysed individually are discussed next. 

 

7.11.3 Separate case data—business managers versus IT senior managers 

Discussion 

 

As stated in Sections 7.11.1 and 7.11.2, no difference was found between the business manager results 

within each separate case study to those of the business manager merged data from both C1U and C2U. 

However, differences were found in the analysis results of IT managers for C1U and C2U. Differences 

were also found when the results of the merged cases data for IT managers were compared with the 

analysis results for IT managers from C1U and C2U. These differences are now discussed. 

 

C1U IT managers followed a more technical approach when compared with the same group at C2U 

(see Table 7.15). IT managers at C2U adopted broader organisational perspectives on cyber resilience 

(see Table 7.16), which might be rooted in their different responsibilities. An investigation of the 

professional profiles of IT manager roles at C2U revealed they held responsibilities that covered broader 

organisational areas. In comparison, C1U IT manager responsibilities were more closely related to 

cyber resilience technical issues. Differences in IT managerial responsibilities between the two case 

studies may offer a reason for the different perspectives on organisational cyber resilience identified in 

the business and IT managerial groups in C1U and C2U. 
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As discussed in Section 7.3, comparison of the cyber resilience policies revealed that C1U had more 

policies in the area than C2U. Moreover, the cybersecurity policies at C1U covered more detailed 

technological areas. However, C2U’s cyber resilience policies included more general and broader non-

technological cybersecurity issues. This difference between the two case studies suggests that C2U 

adopted more principles-based policies than C1U. Another explanation for the differences between the 

IT managers’ perspectives in C1U and C2U may arise from the cybersecurity policies at C1U and C2U. 

A summary of Part III is now presented. 

 

7.12 Part III summary 

Separate analyses of the business managers and IT managers were examined in Part III using merged 

data from the two case studies and within-case data. Investigations sought to identify how the two 

managerial groups differed in their perceptions of the organisational factors and strategies for 

developing cyber resilience. Two data analyses were performed, the first using merged transcript data 

from both case studies and the second using separate case study data for C1U and C2U. 

 

The analysis results indicated no difference in the business manager results for each separate case study, 

in contrast to those of the merged data for business managers from both case studies. However, C2U IT 

managers followed a broad, less technical view on cyber resilience when compared with the same group 

at C1U. Analysis that compared the two manager groups indicated that business managers favoured a 

more vertical and bureaucratic organisational structure, while IT senior managers placed more emphasis 

on a horizontal organisational structure for decision-making during cyber crisis. Further, business 

managers took a broader, non-technical view of organisational cyber resilience when compared to IT 

managers, who emphasised technological aspects of cyber resilience. Greater communication between 

these two managerial levels may bring their management perspectives closer. 

 

7.13 Conclusion 

 

Chapter 7 compared the data analysis results of C1U and C2U, as well as this study’s different 

participant groups (IT managers versus IT employees, and business managers versus IT managers, for 

both between and within-case studies). The comparisons took place to examine different views on 

appropriate organisational factors and strategies of cyber resilience. From the differences, the size of 

the two case study organisations may influence their perspectives on cyber resilience. The different 

views on organisational factors and strategies of cyber resilience identified from business managers, IT 

managers and IT employees may be explained by their roles and responsibilities at the universities. 

While limited research has been conducted into organisational cyber resilience, the results of this 
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chapter appear to confirm many of the findings from previous studies. This study also identified some 

new organisational factors and strategies to develop cyber resilience that were not discussed by previous 

researchers. From the results of analysis and discussion presented in Chapters 5, 6 and 7, the research 

questions of this study will be answered in Chapter 8. 
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 Answering the research questions 
 

8.1 Introduction 

This chapter integrates the data collected from all participant groups in the two case studies to answer 

this study’s three research questions. The first research question is answered in Section 8.2, while 

Section 8.3 addresses the second research question. The third research question is then answered in 

Section 8.4. The discussion presented in Chapters 5, 6 and 7 are collated and reviewed in Section 8.5. 

The theoretical implications of the study are presented in Section 8.6, along with a conceptual model 

prepared from the findings. The chapter then concludes in Section 8.7. Figure 8.1 depicts the structure 

of this chapter diagrammatically. 

                                      

Figure 8.1: Diagrammatic structure of Chapter 8. 

 

The first research question is now addressed in Section 8.2. 
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8.2 Research Question One 

To answer RQ1, What are the organisational factors that contribute to cyber resilience?, the responses 

from the interview questions relevant to this research question (see Table 4.2) from all interviewees 

were merged and analysed using Leximancer software. The reason for merging all participant data is 

that previous data analyses (see Chapters 5, 6 and 7) did not combine all the interviewee data. As 

discussed, Chapters 5 and 6 investigated the respondent data from C1U and C2U, respectively and 

separately. Chapter 7 compared the perspectives of different participant groups without merging all 

participant data. To answer the research questions, it was necessary to combine the data from both case 

studies and all different participant groups to determine if the identified organisational factors and 

strategies of cyber resilience are different to those of the emerged organisational factors and strategies 

discussed in previous chapters. From the data analysis using Leximancer, 10 themes were identified 

from the concept map, as shown in Figure 8.2. 

 

Figure 8.2: Concept map for organisational factors of cyber resilience, Research Question One. 

 

As indicated in Figure 8.2, ‘Decision’, ‘Aware’, ‘Risk’, ‘Culture’, ‘Manager’, ‘Policies’, ‘External’, 

‘User’, ‘Policy’ and ‘Satisfaction’ are the themes that emerged from the Leximancer analysis for RQ1. 

The themes were then ranked based on their frequencies (see Figure 8.3). 

 



200 

 

Figure 8.3: Ranked themes for organisational factors of cyber resilience, Research Question One. 

 

As stated in Section 4.5.1, each theme was regarded as an organisational factor of cyber resilience. In 

Table 8.1, the identified cyber resilience organisational factors relevant to each theme is explained. 

However, the themes that emerged from the latest Leximancer analysis did not reveal any new 

organisational factors of cyber resilience. Consequently, the previously identified organisational factors 

of cyber resilience from all CU1 and CU2 data and the corresponding organisational factor code(s) 

discussed previously in Chapters 5, 6 and 7 are recorded in Table 8.1. 
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Table 8.1: Identified organisational factors of cyber resilience, Research Question One. 

Theme Corresponding codes from previous chapters Identified organisational factor 

Decision C1F1 from Table 5.12; C2F1 from Table 6.11; SMF2 
from Table 7.12; ITEF1 from Table 7.1; ITMF4 from 
Table 7.4 

Delegate decisions to skilled employees during 
recovery 

Aware C1F4 from Table 5.12; C2F2 from Table 6.11; C2S8 
from Table 6.20; BMF1 from Table 7.9; ITMF1 and 
ITMF2 from Table 7.4 

Raise cyber resilience awareness among employees 

Risk C1F9 from Table 5.12; C2F9 from Table 6.11; BMF4 
from Table 7.9; ITEF2 from Table 7.1 

Mitigate potential cybersecurity risk 

Culture C2F10 from Table 6.11; ITMF3 from Table 7.4 Foster cyber resilience culture by managing 
workplace diversity 

Manager C1F2 from Table 5.12; C2F3 from Table 6.11; BMF3 
from Table 7.9; ITEF5 from Table 7.1 

Importance of senior executive role in valuing cyber 
resilience 

Policies C1F5 from Table 5.12; C2F7 from Table 6.11; SMF4 
from Table 7.12; ITMF5 from Table 7.4 

Aim for ‘simplified’ cybersecurity policies 

External C2S2 from Table 6.20; C2F6 from Table 6.11; SMF3 
from Table 7.12; ITEF3 from Table 7.1 

Enhance cyber resilience through communication 
with external organisations 

User C2F8 from Table 6.11; ITEF7 from Table 7.1 Educate users about cybersecurity issues 

Policy C1F5 from Table 5.12; C2F7 from Table 6.11; SMF4 
from Table 7.12; ITMF5 from Table 7.4 

Aim for ‘simplified’ cybersecurity policies 

Satisfaction C1F10 from Table 5.12; BMF2 from Table 7.9; ITEF6 
from Table 7.1 

Employee satisfaction 

 

Table 8.1 shows that nine organisational factors of cyber resilience were identified from the participant 

data analysis, since the themes ‘Policies’ and ‘Policy’ referred to the same organisational factor. To 

gain a higher-level understanding of the identified organisational factors of cyber resilience, it was 

decided to cluster some of the cyber resilience organisational factors into one group. This was also 

recommended by the Leximancer’s developer, Dr Andrew Smith, as closely located themes in the 

concept map can be clustered into one group. As Figure 8.2 shows,  a group clustered in this way 

indicated organisational factors that were semantically close, as was confirmed by reading the transcript 

passages. For example, the themes ‘Aware’ and ‘User’ were categorised into one group labelled 

‘raising awareness’ by the researcher, as investigation of the textual data showed that both themes 

focused on raising awareness among employees and users about cyber resilience. Figure 8.4 shows the 

high-level categorisations marked on the concept map. 
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Figure 8.4: Concept map with grouped organisational factors of cyber resilience, Research Question 
One. 

 

The next group of themes was entitled ‘managerial influence’ (see Figure 8.4), into which the 

‘Decision’, ‘Manager’, ‘Culture’ and ‘Satisfaction’ themes were categorised. Even though each of these 

themes refers to different organisational factors of cyber resilience, a close reading of the relevant 

transcripts indicated that all four organisational factors of cyber resilience are influenced by (business 

and IT) managers. Delegating decisions to employees, promoting their satisfaction at their workplace 

and fostering a culture of cyber resilience are all initiated at the managerial level. The themes ‘Policy’ 

and ‘Policies’ were clustered into another group called ‘simple policies’ (see Figure 8.4), since both 

themes aim for ‘simplified’ cybersecurity policies. As a semantic analysis of textual data relevant to the 

theme ‘Risk’ showed limited proximity to other themes, Risk was categorised separately as ‘risk 

mitigation’ (see Figure 8.4). Similarly, as the theme ‘External’ had little connection with other themes, 

‘External’ was also grouped separately as ‘external relationships’ (see Figure 8.4). 

 

As displayed in Figure 8.4, the organisational factors of cyber resilience identified from this study were 

categorised into five high-level focus areas. The areas of focus, including the grouped themes and 

relevant organisational factors of cyber resilience are collated in Table 8.2. 
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Leximancer results showed the hit numbers of each theme and did not indicate the number of hits for 

the focus group of themes. 

 

The ranked organisational factors of cyber resilience are collated in Table 8.3. Note that as both themes 

‘Policy’ and ‘Policies’ referred to the same organisational factor of cyber resilience, aim for ‘simplified’ 

cybersecurity policies, these two themes were considered one organisational factor of cyber resilience, 

while their total frequency was calculated as (284+160=444) for the prioritisation. 

 

Table 8.3: Prioritised organisational factors of cyber resilience, Research Question Two. 

Priority Organisational factor of cyber resilience Hits 

Priority 1 Delegate decisions to skilled employees during recovery 513 

Priority 2 Raise cyber resilience awareness among employees 467 

Priority 3 Aim for ‘simplified’ cybersecurity policies 444 

Priority 4 Mitigate potential cybersecurity risk 424 

Priority 5 Foster cyber resilience culture by managing workplace diversity 317 

Priority 6 Importance of senior executive role in valuing cyber resilience 306 

Priority 7 Enhance cyber resilience through communication with external organisations 201 

Priority 8 Educate users about cybersecurity issues 192 

Priority 9 Employee satisfaction 39 

 

RQ2 is also addressed in Table 8.3, as the most important organisational factor of cyber resilience is 

delegate decisions to skilled employees during recovery, while the least important is employee 

satisfaction. The highly ranked position of the former organisational factor indicates that having a flat 

organisational structure and following a non-bureaucratic approach when handling cybersecurity crisis 

was strongly supported by participants from both C1U and C2U. While employee satisfaction was 

identified as an organisational factor of cyber resilience, it was perceived to be less important than the 

other identified factors. It is recommended future research be conducted to investigate the influence of 

the latter factor on cyber resilience development in an organisation. The third research question of this 

study is investigated next. 
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8.4 Research Question Three 

In RQ3, Which strategies should be adopted by organisations when engaging in cyber resilience?, the 

interviewee responses to relevant interview questions (see Table 4.4) were analysed using Leximancer 

software. Eight themes were identified from the concept map, as shown in Figure 8.5. 

 

Figure 8.5: Concept map for strategies of cyber resilience, Research Question Three. 

 

The identified themes were ‘Tools’, ‘Recovery’, ‘Policies’, ‘Proactive’, ‘External’, ‘Team’, ‘Flexible’ 

and ‘Access’. A list of these themes, ranked by frequency of occurrence is presented in Figure 8.6. 

 

Figure 8.6: Ranked themes for strategies of cyber resilience, Research Question Three. 

 

These themes indicate the eight cyber resilience strategies revealed from analysis of participant data for 

RQ3. The identified strategies are explained in Table 8.4, which also shows the corresponding code(s) 

for the strategies as discussed in Chapters 5, 6 and 7. 
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Table 8.4: Identified strategies for cyber resilience, Research Question Three. 

Theme Corresponding codes from previous chapters Identified strategy 

Tools C2S5 from Table 6.20; SMS1 from Table 7.13; ITES1 
from Table 7.2 

Provision of appropriate cybersecurity tools to 
support organisational systems 

Recovery C1S12 from Table 5.22; C2S1 from Table 6.20; SMS3 
from Table 7.13; ITMS4 from Table 7.5 

Fast recovery of core systems (after cyber crisis) 

Policies C1S2 and C1S1 from Table 5.22; C2S4 and C2S3 from 
Table 6.20; SMS2 from Table 7.13; ITMS3 from Table 
7.5 

Regular updates of a limited number of long-term 
cybersecurity policies 

Proactive C1S4 from Table 5.22; C2S6 from Table 6.20; SMS3 
from Table 7.13 

Enhance proactivity through monitoring systems and 
ethical hacking 

External C1S10 from Table 5.22; ITMS1 from Table 7.5 Carefully consider cybersecurity in external 
relationships 

Team C1S9 from Table 5.22 Use of a dedicated cyber incident response team to 
deal with cyber crisis 

Flexible C1S3 from Table 5.22; ITES3 from Table 7.2 

 

Adopt change management and flexible approaches 
(being flexible with established rules for recovery) 

Access C1S8 from Table 5.22; C2S7 from Table 6.20; ITMS5 
from Table 7.5 

Careful control of access management 

 

As can be observed in Table 8.4, eight cyber resilience strategies were identified from the participant 

data. To gain a broader understanding of these strategies (see Section 8.2), themes that were located 

close together in the concept map (see Figure 8.5) and referred to semantically close strategies 

(determined by investigating the transcript passages), were clustered in one group. For instance, the 

themes ‘Policies’ and ‘Tools’ that referred to having a limited number of long-term cybersecurity 

policies and provision of appropriate cybersecurity tools to support organisational systems, were 

categorised into one group labelled ‘planning’. Careful examination of the transcript data relevant to 

these themes indicated that CU1 and CU2 established policies (e.g., C2P10 from Table 6.14) and 

allocated resources and tools (e.g., C2P19 from Table 6.15) when planning for cyber resilience. 

 

The closely located themes ‘External’, ‘Proactive’ and ‘Access’ referred to the three cyber resilience 

strategies of carefully consider cybersecurity in external relationships, enhance proactivity and access 

management, respectively. Investigating the transcript data associated with these themes revealed that 

the three strategies emphasised the detection of possible security threats (i.e., C2P3 from Table 7.5, 

C2P2 from Table 6.16 and C1P6 from Table 5.17). Consequently, these three themes were grouped and 

named ‘detecting’. 
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A third group of closely positioned themes in Figure 8.5, ‘Recovery’, ‘Team’ and ‘Flexible’, pointed to 

the three cyber resilience strategies of fast recovery of core systems (after cyber crisis), use of a 

dedicated cyber incident response team to deal with cyber crisis and adopt change management and 

flexible approaches (being flexible with established rules for recovery). Examination of the relevant 

transcript passages revealed that the focus of these three strategies was on actions during recovery and 

after cyber crisis. Therefore, the three strategies were collectively labelled as ‘recovery and post-

incident’. 

 

Examination of the themes from Figure 8.5 and the linked transcript text indicated that sometimes it 

was not possible to locate a theme into only one group. For example, the theme ‘Policies’ not only 

referred to the establishment of cybersecurity policies, but also to the importance of making policy 

updates after cyber crisis (see C1P3 from Table 5.13). Therefore, this theme was also categorised into 

the ‘recovery and post-incident’ group. Another theme was ‘External’, which referred to the 

importance of considering organisational external relationships for cyber incident detection. However, 

the role of external communication also received attention during the planning activities of cyber 

resilience (see C1P3 from Table 5.19). Similarly, the theme ‘Flexible’ could not only be categorised 

into the ‘recovery and post-incident’ area, as flexibility pointed to the flexibility of policies and 

procedures. From a review of the relevant transcript passages, these procedures first need to be 

established in the ‘planning’ stage. Moreover, during the recovery time, they require regular update 

(e.g., C2P13 from Table 6.18). So, the theme ‘Flexible’ was allocated to both the ‘recovery and post-

incident’ and ‘planning’ areas. These higher-level categorisations are depicted in Figure 8.7. 

 

Figure 8.7: Concept map for grouped strategies of cyber resilience, Research Question Three. 

 

The strategies of cyber resilience based on the areas of focus are collated in Table 8.5. 
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8.5 Collated discussion on the identified organisational factors and strategies of 
cyber resilience 

As discussed in Sections 5.5 and 6.5, all organisational factors and strategies of cyber resilience 

identified in this study were supported by the secondary data collected, with the exception of three 

organisational factors. The nature of the secondary data may account for two of the unsupported items, 

namely foster cyber resilience culture by managing workplace diversity and employee satisfaction, 

because the available secondary data did not provide opportunity to investigate some behavioural issues 

for cyber resilience. Aim for ‘simplified’ cybersecurity policies is another cyber resilience strategy that 

was not confirmed by the secondary data. Further study is required to investigate the relationship 

between these three factors and cyber resilience development in universities. 

 

The results of this study suggest that a flat organisational structure and a non-bureaucratic approach for 

decision-making during cyber crisis may help organisations be more cyber resilient. This finding 

confirms the recommendation by Park et al. (2013) and Aoyama et al. (2015) to follow a decentralised 

decision-making approach for resilient solutions during adverse events. 

 

As discussed in Sections 6.3.2 and 7.3, the importance of providing practical rather than theoretical 

advice on cyber resilience for both staff members and users was highlighted in the findings of the current 

research. Participants referred to the value of circulating cybersecurity stories among employees and 

users after adverse events as an example of the practical advice. From the participants’ view, such 

practical advice helped them enhance their cyber resilience understanding through ‘learned lessons’. 

Therefore, increasing cyber resilience awareness is not limited to before a cyber crisis, as it also needs 

consideration after a cybersecurity incident. As discussed in Section 7.3, while user awareness was 

referred to as an important aspect of cyber resilience in both the academic and practitioner literature, no 

emphasis was placed on the value of practical cyber resilience training for these two groups. 

 

Both managers and employees play a key role in cyber resilience development in organisations. 

However, it appears that the managerial role in enhancing a cyber-resilient environment is even more 

important than the employee role. This is because delegating decisions to employees during cyber 

crises, fostering a cybersecurity culture, improving employees’ workplace satisfaction and designing 

cyber resilience strategies are usually initiated by managers (Huang & Pearlson 2019; Maurer & Taylor 

2019). 

 

Organisations enhance their cyber resilience by following a limited number of principles-based cyber 

resilience policies with regular updates (see Table 8.5) as well as adopting change management and 
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flexible approaches with established rules during recovery time (see Table 8.5). The establishment of 

cyber resilience policies occurs both before and after cyber crisis, since these policies are updated 

across the post-incident stage. These two strategies of cyber resilience identified in the current research 

indicate that when all the data were combined, the flexibility resilience approach (Denyer 2017) 

appeared to be followed by participants in preference to the consistency approach. Moreover, a further 

organisational factor of cyber resilience identified in the current research, aim for ‘simplified’ 

cybersecurity policies (see Table 8.2), is linked to the two strategies discussed at the beginning of this 

paragraph, because all of these three items relate to cyber resilience policy development. 

 

The findings suggest that there is value for organisations in taking a systematic view of cyber resilience 

by considering their external relationships in two ways. These are paying attention to other 

organisations’ cybersecurity situations (see Table 8.5) and communicating with them to enhance cyber 

resilience (see Table 8.3). These findings indicate that cyber resilience is not only an internal 

organisational issue but also an external one, as both internal and external aspects of an organisational 

environment must be considered. This finding is consistent with discussion in prior academic and 

practitioner research (see Section 7.3). 

 

Consistent with a definition of cyber resilience, which covers before, during and after cybersecurity 

incidents (Carías et al. 2019; Linkov, Eisenberg, Plourde et al. 2013; Roege et al. 2017; Rogers, Apeh 

& Richardson 2016), cyber-resilient organisations need to consider all three stages of cybersecurity. 

However, categorising the organisational factors and strategies identified in this study into the Cyber 

Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013; see Table 5.23, Table 6.21, Table 7.3, Table 

7.6, Table 7.11 and Table 7.14) demonstrated that the stage related to before cyber crisis (i.e., planning 

phase of the Cyber Resilience Matrix) received more attention when compared to the stages after cyber 

incidents (i.e., absorption, recovery and adaptation phases of the Cyber Resilience Matrix). This finding 

points to the value for C1U and C2U in placing more emphasis on the during and after cybersecurity 

crisis stages to strengthen cyber resilience. 

 

Analysis of the combined cases transcript data from all participant groups showed that delegating 

decisions to skilled employees for immediate action and recovery (see Tables 8.1 and 8.3) was the most 

important organisational factor of cyber resilience. The fast recovery of core systems (see Table 8.4) 

was also emphasised by participants, and was the second-most important strategy for cyber resilience. 

Use of a dedicated cyber incident response team to deal with cyber crisis and adopt change management 

and flexible approaches (being flexible with established rules for recovery) (see Table 8.4) were other 

important strategies for cyber resilience from the participants’ view. From these identified 

organisational factor and strategies, the recovery stage of management of cyber crisis and fast recovery 

after cyber crisis appeared to be major issues for universities. Learning from adverse events is 
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encouraged in ecological resilience thinking (Holling 1973; Ludwig, Walker & Holling 1997), and such 

a mindset was as important for participants as was ‘fast recovery’. This finding from analysis of data 

integrated from all participant groups at C1U and CU2 suggests the engineering resilience approach 

took priority over ecological resilience thinking. However, as discussed by Sikula et al. (2015), both 

engineering and ecological resilience perspectives need to be included in an ideal cyber-resilient system. 

 

The results of this study provide support for many organisational factors and strategies of cyber 

resilience identified by both academic researchers and practitioners (see Section 3.5.2). However, this 

current research extends the findings of prior studies by pointing to the relationship between behavioural 

elements and cyber resilience development in universities as large complex organisations. The results 

of this study also identify new organisational factors and strategies for building cyber resilience: 

emphasising practical aspects of cyber resilience awareness, developing a limited number of high-level 

(principles-based) cyber resilience policies, developing long-term cyber resilience policies with regular 

reviews, employee satisfaction and taking a non-bureaucratic approach for decision-making during 

cyber crisis. The next section discusses the theoretical implications of this research. 

 

8.6 Theoretical implications 

This research used the definition of cyber resilience proposed by Linkov, Eisenberg, Plourde et al. 

(2013) in which the periods both before and after cyber crisis require management. As discussed in 

Section 2.4.2, this study also investigated whether organisations follow flexibility resilience thinking or 

favour the consistency approach (Denyer 2017) in their cyber resilience strategies. The organisational 

preference for adopting an ecological or engineering resilience approach for handling cyber incidents 

was also investigated in this research (see Section 2.3.3). 

 

The results of this research demonstrated that the flexible organisational resilience approach was 

preferred by C1U and C2U over the consistency method for cyber resilience during cyber crisis. Also, 

the engineering resilience approach was found to be more appropriate from the participants’ perspective 

for cyber resilience development than the ecological resilience approach (see Section 8.5). As displayed 

in Tables 5.23, 6.21, 7.3, 7.6, 7.11 and 7.14, interviewees from the two case studies paid more attention 

to the planning stage of cyber resilience (before cyber crisis), with less emphasis given to other stages 

of cyber crisis management (see Section 8.5). 

 

Alongside the aims of this study (see Section 5.3.4), the Cyber Resilience Matrix by Linkov, Eisenberg, 

Plourde et al. (2013) was used in this research. While the Cyber Resilience Matrix proposed by Linkov, 

Eisenberg, Plourde et al. (2013) considered cyber resilience both before and after cyber crisis, it did not 

aim to identify the organisational factors or strategies that strengthen cyber resilience. Instead, the 
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Matrix was designed to help organisations assess their system capacity for cyber incidents. However, 

despite the aim of the Matrix, the findings of this study suggest that organisational and behavioural 

elements do influence system capacity for cyber incidents. This research found that many organisational 

and behavioural factors and strategies that influence cyber resilience were excluded from the Matrix, 

such as cultural issues and the organisational structure. 

 

This current study sought to develop a model that focused on the organisational elements of cyber 

resilience, using the findings of this research and building on answers to the study’s three research 

questions to overcome the limitations of the Cyber Resilience Matrix by Linkov, Eisenberg, Plourde et 

al. (2013). The conceptual model is presented in Figure 8.8. 

 

Figure 8.8: Conceptual model of factors and strategies for organisational cyber resilience. 

 

As can be observed, the proposed organisational cyber resilience conceptual model was developed from 

the three areas identified from investigating strategies of cyber resilience: planning/detecting, recovery 

and post-incident. The model was conceptualised from the results of this research, drawing upon the 

organisational factors and strategies of cyber resilience and the findings discussed in Section 8.5. Figure 

8.8 shows that the organisational factors and strategies of cyber resilience can be located into three 

stages of cyber crisis management: planning, detecting and recovery/post-incident. For brevity, a brief 

name has been given to each organisational factor and strategy shown in Figure 8.8. More explanation 

about the meaning of the organisational factors and strategies is provided in Table 8.6. Each 

organisational factor and strategy is categorised into one or more stage/s of cybersecurity management. 

The organisational factors and strategies of cyber resilience that are positioned into more than one cyber 

crisis management stage are illustrated in the overlapped dotted areas between ([Planning] + [Recovery 

& post-incident]) or ([Planning] + [Detecting]). 
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relationships across the three stages of the management of cyber crisis. Consequently, the conceptual 

model provides a guideline that organisational enablers of cyber resilience need to heed during 

particular cyber crisis management stages. The new conceptual model also indicates that although three 

management stages of cyber crisis for organisational cyber resilience exist, they are not independent of 

each other. Interactions between the plan and recovery/post-incident, as well as plan and detect always 

need to be considered when developing effective cyber resilience strategies.  

 

The model developed from this study provides a guideline for both business and IT managers when 

organisational factors or strategies of cyber resilience require attention during different management 

stages of cyber crisis. By positioning the non-technical factors of cyber resilience in a structured model, 

managers may improve their organisation’s decision-making processes when developing a cyber-

resilient organisation. 

 

8.7 Conclusion 

Building on the results of analysis and discussion undertaken in Chapters 5, 6 and 7, this chapter 

integrated the collated data to address the study’s three research questions. As discussed, all the 

organisational factors and strategies of cyber resilience identified from prior research and discussed in 

Chapter 3 were supported by this research’s findings. New factors identified from the results of this 

study are a need for practical cyber resilience awareness, development of principles-based, long-term 

cyber resilience policies with regular reviews and taking a non-bureaucratic approach for decision-

making during cyber crisis. All the organisational factors and strategies of cyber resilience identified 

from this study were conceptualised in a proposed model in which the stages of the cyber crisis 

management cycle were simplified into three stages: planning, detecting and recovery/post-incident. 

Finally, the results of this study revealed the considerable influence of the managerial role in developing 

a cyber-resilient organisation. The thesis will be concluded in the following chapter, Chapter 9. 
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 Conclusion 
 

9.1 Introduction 

This chapter concludes the current study. Section 9.2 collates the findings of this research, while Section 

9.3 outlines the study’s contribution to both theory and practice. The research limitations and 

suggestions for future research are discussed in Sections 9.4 and 9.5, respectively. The chapter then 

concludes with Section 9.6. Figure 9.1 depicts the structure of this chapter diagrammatically. 

  

Figure 9.1: Diagrammatic structure of Chapter 9. 

 

9.2 Collated findings 

The aim of this study was to investigate the organisational factors and strategies of cyber resilience in 

large organisations and answer the following three research questions: What are the organisational 

factors that contribute to cyber resilience? How can the organisational factors that contribute to cyber 
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resilience be prioritised? Which strategies should be adopted by organisations when engaging in cyber 

resilience?  

 

An investigation into the existing literature on non-technical aspects of cyber resilience (see Chapter 3) 

revealed limited academic research in the area, while relevant studies have primarily been conducted 

by practitioners. As described in Section 3.5.2, three main issues were investigated by cyber resilience 

practitioners, namely the development of cyber resilience evaluation tools, the maturity level of 

organisations’ cyber resilience and recommendations for best practice to improve cyber resilience in 

organisations. The limited number of academic research studies on organisational cyber resilience 

focused on either assessment tools or improving the recovery stage of cyber resilience. Apart from some 

fragmented work by academic researchers, no structured model was found that examined the 

organisational factors and strategies to strengthen cyber resilience. The only relevant academic 

framework identified was the Cyber Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013), which 

defined cyber resilience to include both the periods before and after cyber crisis across four 

organisational domains. Although the Matrix did not aim to identify the organisational factors and 

strategies that strengthen cyber resilience, the multifaceted meaning of cyber resilience captured by the 

Matrix was used in this research to direct understanding of organisational cyber resilience. 

 

To identify the organisational factors and strategies of cyber resilience for use in large organisations, a 

case study method was adopted using qualitative methods, supported by some quantitative sources of 

data. Two Australian universities were selected as case study organisations for a number of reasons. 

Universities are large and complex organisations with a culture of data sharing. They store large 

amounts of research, personal, financial and other confidential information in their databases. 

Universities are targets of cyber attackers, and they have multiple local, national and international third-

party relationships. They need to manage large numbers of often cyber-naïve student clients and diverse 

groups of staff members with conflicting business and research aims. This context motivated this 

researcher to conduct the study using universities as case study organisations as an appropriate proxy 

for large, complex and digitally based organisational environments. Semi-structured interviews were 

used to investigate organisational factors and strategies of cyber resilience in the case studies, supported 

by three types of secondary data resources. A total of 39 participants from four diverse groups (i.e., 

business managers, IT senior managers, IT middle managers and IT operational staff) were interviewed 

from the universities. Cross-comparison analyses were conducted between the case studies, with four 

participant role groups in merged case analyses and also in separate data analyses. 

 

In response to RQ1, nine organisational factors of cyber resilience were identified and grouped into five 

main categories. The categories were: awareness programs, managerial roles, cyber resilience policies, 

risk mitigation and external relationships of an organisation. For RQ2, the most important 
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organisational factor of cyber resilience was delegate decisions to skilled employees during recovery, 

which requires management delegation. To address RQ3, eight strategies were identified that were 

classified into the three management stages of cyber crisis of planning, detecting and recovery/post-

incident. 

 

In addition to answering the three research questions, a number of key findings were identified in this 

research:  

 Organisational structure influences cyber resilience. A horizontal and non-bureaucratic 

structure for decision-making in a cyber crisis appears to strengthen cyber resilience, whereas 

a bureaucratic approach at that time may reduce it. 

 Having a limited number of principles-based cyber resilience policies appears to help 

organisations to enhance their cyber resilience. 

 Adopting a flexible approach to managing cyber resilience is preferred for developing cyber 

resilience strategies than taking a consistency approach. 

 To develop cyber resilience, a systematic view of the organisation is required, including both 

the internal and external environments. 

 Engineering resilience thinking was followed more during cybersecurity incident management 

than an ecological approach to resilience. 

 

The contribution of this research is considered next. 

 

9.3 Contribution 

The results of this study contribute to both research and practice, as is discussed in the following 

sections. 

 

9.3.1 Contribution to research 

Provided insight into current and past organisational cyber resilience research: This study 

conducted research into the recently emerged field of cyber resilience. As discussed in Section 3.5.2, 

investigation of cyber resilience is in its early stages (Aoyama et al. 2015; Björck et al. 2015; Ferdinand 

2015; Giampiero & Pescaroli 2019; Huang & Pearlson 2019; Jansen 2009), and the academic literature 

published in the area is limited and disorganised. The focus of the limited available academic research 

on cyber resilience was either on evaluation tools (Balakrishnan, Mishra & Bhatt 2018; Ferdinand 2015; 

Hult & Sivanesan 2014) or on improving the recovery stage of cyber resilience (Conklin & Shoemaker 

2017; Roege et al. 2017). Other academic researchers considered fragmented organisational factors and 

strategies for cyber resilience without developing a structured model. To the best of the author’s 
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knowledge, this study is among the first academic research studies to examine the organisational factors 

and strategies of cyber resilience in a structured way. 

 

By investigating the existing literature on non-technical cyber resilience, this research provided new 

insights into the organisational cyber resilience area and order to its piecemeal literature. This study 

addressed a void in the literature by conducting research into organisational cyber resilience that 

considered more than the recovery aspect of cyber resilience. It identified new organisational factors 

and strategies for cyber resilience, and confirmed those previously identified in past studies. The 

organisational factors and strategies were not presented as evaluation tools, but were united into a 

comprehensive framework. 

 

Applied an existing framework: This study applied the definition of cyber resilience from the Cyber 

Resilience Matrix by Linkov, Eisenberg, Plourde et al. (2013) in which activities are considered that 

occur both before and after cyber crisis across four organisational domains. The identified 

organisational factors and strategies of cyber resilience were categorised into cells of the Cyber 

Resilience Matrix to analyse how cyber resilience was perceived by study participants. This study 

appears to be one of the first to employ an accepted cyber resilience model to enhance understanding 

of the organisational factors and strategies of cyber resilience. Most available academic research in this 

area, including Sarkar, Wingreen and Cragg (2013), Hult and Sivanesan (2014), Ferdinand (2015), 

Gisladottir et al. (2016), Conklin and Shoemaker (2017), Roege et al. (2017), Balakrishnan, Mishra and 

Bhatt (2018) and Kleij and Leukfeldt (2019) did not use an established cyber resilience framework in 

their study of organisational cyber resilience. While several academic researchers did use the Cyber 

Resilience Matrix (Linkov, Eisenberg, Plourde et al. 2013) in their research, none aimed to examine the 

organisational factors and strategies of cyber resilience. For instance, Wood et al. (2019) recently 

applied the Cyber Resilience Matrix to develop a new approach for organisational resilience assessment, 

without reflection on the organisational factors that contribute to cyber resilience. Applying an existing 

framework where relevant works towards building and connecting the area’s theoretical base. 

 

Theoretical development: Building upon the definition of cyber resilience from the Cyber Resilience 

Matrix (Linkov, Eisenberg, Plourde et al. 2013) and also from the organisational factors and strategies 

of cyber resilience identified from this research, this current study developed an organisational cyber 

resilience framework. As discussed in Chapters 7 and 8, the Cyber Resilience Matrix was found to 

exclude some behavioural and organisational aspects of cyber resilience. The framework identified in 

this study focused on the organisational elements of cyber resilience to overcome the limitations. The 

conceptual model presented in this research modifies, simplifies and restructures the cyber crisis 

management cycle stages of Linkov, Eisenberg, Plourde et al.’s (2013) Matrix and includes detection 

in them. The three stages of cyber crisis identified in this research are planning, detection and 
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recovery/post-incident. The proposed model not only outlines the organisational factors and strategies 

to be followed to strengthen cyber resilience, but also positions the organisational elements into the 

three management stages of cyber crisis. The developed model from this study provides direction to 

researchers on the organisational factors and strategies of cyber resilience that are relevant during 

particular management stages of cyber crisis. 

 

Identified a relationship between organisational structure and cyber resilience improvement: The 

results of this study indicate that a flat organisational structure and non-bureaucratic approach for 

decision-making during cyber crisis may help organisations be more cyber resilient. This finding 

confirms the recommendation by Park et al. (2013) and Aoyama et al. (2015) to follow a decentralised 

decision-making approach for resilient solutions. 

 

Identified the approach followed in cyber resilience development (by using the organisational 

resilience literature): This study investigated the approach to cyber resilience development in two 

different ways using the oragnisational resilience literature review. First, the current research appears 

to be one of the first academic studies to apply a relatively recent organisational resilience perspective 

proposed by Denyer (2017) to the cyber resilience context. The results of this study confirmed 

preference for the flexibility approach, in contrast to consistency, in cyber resilience solutions. Second, 

the engineering and ecological resilience directions (Holling 1996) were investigated in the 

organisational cyber resilience context. As discussed in Chapter 2, each resilience direction may lead 

to a different approach being taken when handling cyber crisis. Engineering resilience favours fast 

recovery after security problems with a focus on reducing the period of recovery, while ecological 

resilience emphasises the lessons learned from adverse events. This study found that the engineering 

resilience approach was followed more than the ecological approach in cyber resilience strategies used 

in the investigated organisations. The preference for following the engineering resilience over 

ecological resilience and the flexibility approach in contrast to consistency was not examined by past 

studies. Utilising an analysis of the organisational resilience literature review for study of cyber 

resilience is another contribution of this study. 

 

Other contribution to research: This study also contributes to the research by highlighting the role of 

managers as primary contributors to cyber resilience development. As noted in the literature review 

(see Section 3.5.3) and Chapter 8 results, managerial actions influenced the largest number of 

organisational factors of cyber resilience identified in this research, namely the importance of valuing 

cyber resilience, decision delegation to employees, developing the cyber resilience culture and 

employee satisfaction. Managers influence employees’ intentions related to cyber resilience 

improvement. 
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Inclusion of a high-level business managerial view on cyber resilience research: Rather than 

focusing only on the role of IT managers and IT employees in cyber resilience development, this 

research also examined the role of business managers in strengthening organisational cyber resilience. 

To the best of author’s knowledge, this research is among the first studies to consider the perspective 

of business managers on cyber resilience development. The methodology used in this study considered 

the multidisciplinary nature of cyber resilience in which both business and IT managerial perspectives 

need to be included in developing a cyber-resilient organisation (Tisdale 2016). In this research, a 

holistic view of organisational cyber resilience was sought and embedded into a proposed framework 

of organisational cyber resilience. 

 

Shift in the focus from cybersecurity to cyber resilience: While major effort in the literature has been 

made to develop organisational cybersecurity research (Albrechtsen & Hovden 2010; De Maggio et al. 

2018; Fisher, Norman & Klett 2017; Furnell & Vasileiou 2017; Gyunka & Christiana 2017; Jones 2016; 

Korovessis et al. 2017; Kritzinger & Smith 2008; Lebek et al. 2014; Li et al. 2016; Thomson & von 

Solms 1998; Tisdale 2016; Yilmaz & Yalman 2016), this study attempted to shift the focus of scholars 

from cybersecurity to cyber resilience research, and points to the value of including the resilience 

concept in cybersecurity studies. 

 

9.3.2 Contribution to practice 

By investigating the organisational factors and strategies of cyber resilience, this study has practical 

implications for large organisations. The strategies identified in this research will enable managers, 

policymakers and employees to be better informed about how to build a cyber-resilient organisation. 

Some key practical implications of this study are presented below: 

 

 Placing greater attention on the managerial role may contribute to strengthening cyber 

resilience strategies. 

 Adopting high-level, principles-based policies covering both technical and organisational 

aspects of cyber resilience is likely to assist policy formulation in organisations. 

 Developing practical cybersecurity awareness programs for employees and users, drawing on 

real past cyber events, is likely to be more effective than theoretical ones. 

 Using cyber resilience proactivity solutions, such as monitoring and ethical hacking, will assist 

organisations to help prepare for cyber crisis. 

 The current study concludes that the period after cyber crisis needs more attention, and 

consideration should not be only limited to before security incident. 

 Allocating adequate cyber resilience resources for smaller-sized universities is required. 
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 The findings point to value in developing employee satisfaction and fostering a cyber resilience 

culture to strengthen cyber resilience in organisations. 

 Appointing internal consultants at a managerial level with responsibilities for both technical 

and organisational aspects may enhance the development of cyber resilience. 

 While the need for long-term policies was argued by most participants, the view of IT managers 

and IT employees on cyber resilience policies conflicted, with IT employees favouring short-

term policies (see Section 7.6.3). Greater communication between IT managers and IT 

employees will help integrate each party’s view of policy. 

 Greater interaction between business managers and IT managers is needed to achieve a closer 

perspective on the non-technical aspects of cyber resilience. As managers are key decision-

makers for their organisations, a shared understanding of cyber resilience will benefit better 

strategic decision-making. 

 Smaller universities may benefit from more communication with larger universities and other 

relevant third parties for cybersecurity advice, and to broaden their knowledge of cyber crisis 

management solutions. 

 

The limitations of this study are discussed in the next section. 

 

9.4 Limitations of the study 

As with all research, this study has several limitations. It may not be possible to generalise the findings 

from the two universities to other university environments. As the case studies were chosen from 

universities, generalising this study’s findings to other large organisations is not appropriate without 

further research. However, as the study was able to confirm all the organisational factors and strategies 

for cyber resilience previously identified in the literature, it suggests that universities may be an 

appropriate proxy for other large, complex and digitally based organisations. Although several 

secondary data sources were used to augment the primary interview data for triangulation, data relating 

to cybersecurity protection tools and cybersecurity incident management procedures were available 

only for the first case study. However, the considerable commonality found in the C1U findings between 

the interview and the secondary data is encouraging. The data sources used in this study did not provide 

opportunity to investigate some behavioural issues, including employee satisfaction and give staff 

members the sense of ownership. While a survey may better investigate the latter issues, it was beyond 

the scope of this present study. Another limitation of this study is that the findings are largely based on 

perceptions rather than on observations. However, the secondary data did examine some cyber 

resilience implementations at C1U. While C2U’s cyber policies corroborated interviewee views, it was 

not possible to observe implementation of the strategies and factors. However, many of the interviewee 

perceptions did reflect C2U cyber policies, indicating some level of awareness. Building on the 
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limitations above and the study’s findings, the following directions for future research are 

recommended. 

9.5 Future research 

This study is one of the first to research organisational factors and strategies to develop cyber resilience 

in large organisations, and has developed a preliminary framework that opens up directions for future 

research. To help confirm the results from this study, future  research could potentially consider the 

analysis of the data using another qualitative analysis method (e.g., Nvivo, manual coding) to 

investigate whether similar patterns of themes and concepts are achieved. Future research could also 

test and validate the proposed framework by using quantitative research methods, and expand the 

sample size of Australian universities. Comparative studies can be undertaken to investigate differences 

in the organisational factors and strategies of cyber resilience in different universities, including small 

and large, private and public and regional and metropolitan universities. The Australian findings can 

also be compared to investigations in other countries, along with the influence of cultural issues. From 

the insights gained by this research, the proposed conceptual model can be extended to other sectors 

and industries to identify possible commonalities and differences among them. Researchers may also 

investigate the potential and value of the model as a measuring tool, with supporting metrics, to evaluate 

the level of organisational cyber resilience in organisations. Further investigation is also suggested to 

identify the relationship between the components of the protection motivation theory and cyber 

resilience enhancement in organisations. Also, as this study proposed eight cyber resilience strategies, 

future researchers may conduct a more detailed investigation into them to identify procedures to develop 

each. Finally, the interview participants included business managers, IT managers and IT employees. 

Future research may include the students’ views on organisational cyber resilience to extend the scope 

of this study 

 

9.6 Conclusion 

This chapter presented the conclusion of this research. The collated findings were discussed, together 

with the study’s contribution to both research and practice. Limitations of the study were presented, 

with suggestions for future research. 
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List of appendices 
 

Appendix A Glossary 

Antispoofing: Spoofing is a technique aiming to create a belief in email recipients that a message comes 

from a trusted source. Spoofing is commonly used for spam and phishing attacks in which recipients 

open emails and consider them as verified (Mimecast Support Community 2015; TechTarget Network 

2014). 

 

Auscert: An organisation that helps its members to mitigate cybersecurity issues and provides them 

with practical advice to recover from an attack. 

 

Auto allow: A policy used by C1U. When a C1U account holder sends an email to a non-university 

email address, the external email is stored in an ‘Auto allow database’ list, and will be assumed to be a 

safe address following the university’s ‘Auto allow’ policy. 

 

Cyberspace: The environment through which online communications occur in internet networks 

(Bodeau & Graubart 2011). Cyberspace includes three elements: ‘real and virtual entities, 

interconnecting infrastructure, and interaction among entities’ (Le & Hoang 2017, p. 278). 

 

Cyber attack: An attack causing damage in cyberspace (Beidleman 2009; Bodeau & Graubart 2011; 

Cartwright & James 2010; O’Shea 2003; Roscini 2010). 

 

Cyber resource: All the information resources in systems and networks are called cyber resources 

(Bodeau & Graubart 2011). 

 

Cyber risk: The possibility of a negative incident arising from online activities and interconnected 

computers (World Economic Forum 2012). 

 

Cyberthreat: Cyber incidents leading to negative consequences are cyberthreats. Cyberthreats may 

arise from inside or outside an organisation, and may be generated by staff members or organisations 

(World Economic Forum 2012). 

 

Cyber vulnerability: Results in inadequate protection of valuable resources and confidential 

information against cybercrimes (World Economic Forum 2012). 
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Employment verifications: A process that is used by a potential employer to confirm and verify the 

past history of a person (Heathfield 2019). 

 

Ethical hacking: Also called penetration test, ethical hacking refers to an authorised simulated cyber 

attack on a system to identify vulnerabilities in the network and system. 

 

Field: Part of the information that stores in a database (Rouse 2005). 

 

Greylisting: In this method, any incoming email source that is not in a list of all trusted domains is 

quarantined. If an email sender then tries to send the message for a second time over a specific period, 

the message will be directed to the receiver and the domain address will be stored in the trusted list 

(TechTarget Network 2007). The reason for the greylisting policy is that spam email is usually sent 

only once (Mimecast Support Community 2018). 

 

Have I Been Pwned: A website allowing people to search through it to discover whether their accounts 

have been compromised. 

 

HTTPS: Stands for Hypertext Transfer Protocol Secure, and is used to secure the data transaction 

between a local computer and the internet (Russell 2019). 

 

Impersonation protection: Some hackers use malicious URLs or virus-infected attachments to target 

key employees in an organisation, such as financial team members. For example, attackers may pretend 

to be an organisation’s chief executive officer or chief financial officer by sending a fake email asking 

for sensitive financial information. 

 

IP address: An address assigned to any computer system that is connected to the internet (Cisco 2016). 

 

Mail gateway data logs: Used by organisations to trace emails. 

 

Mimecast: A cloud-based system that helps organisations protect their business emails from cyber 

attacks and cyber incidents. 

 

Monitoring system: A system that monitors and controls the use of information in cyberspace. 

 

Multi-factor authentication: ‘A method of authentication that uses two or more authentication factors’ 

to grant access to a user (Australian Cyber Security Center 2019). 
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Network data logs: Used by organisations to investigate cybersecurity events happening in the 

network. 

 

Phishing attack: A type of cyber attack that is used to gain sensitive information from users (Cisco 

2018). 

 

Privilege management: The process of managing and monitoring user access to systems and 

infrastructure (Petters 2019). 

 

Proxy server: A computer that performs the role of a gateway between a local computer and the 

internet. It ensures more security in cyberspace. EZproxy is a proxy server that maintains control of the 

access to purchased academic publications (Paloalto Networks 2019). 

 

Reference page: Technical documentation recording different types of security problems at C1U. It 

explains what each problem is, how it should be mitigated and which system configuration is needed to 

handle the situation. This document helps security group and service desk employees to determine 

whether a similar issue has happened before. All different solutions relevant to the security problem are 

recorded. The accounts and URLs that were blocked before are also listed in this document. 

 

System: A system is ‘an organised, purposeful structure consisting of interrelated and interdependent 

elements (components, entities, factors, members, parts)’ (BusinessDictionary 2017). It is also defined 

as ‘a set of units with relationships among them’ (Miller 1965). 

 

System architect: An architecture tool that is used to design different components and architects of the 

computer system (TeamBlue 2019). 

 

Subnet: A subdivision of a network system (Cisco 2016). 

 

Users: In this study, users refer to both students and staff members. 

 

VNG data breach: In April 2018, a large VNG data breach occurred. VNG is a Vietnamese 

organisation that develops entertaining and communication software packages. 

 

Web server data logs: Used by organisations to identify server activities. 

 

Whois lookup: A website that queries on different databases to obtain information about the registered 

users and domains. It has the ability to provide detailed data about the domain holder, including where 
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it was registered, when the domain would be expired and the address of the domain owner (Mediatemple 

2018). 

 

Zero-day attack: Refers to an attack that happens between a time a new malware in a software system 

is discovered and a security solution to fix the problem is released (Romney et al. 2013). 
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Appendix B Invitation letter 

Invitation letter for participate in the research study 

 

Research title: Investigating Organisational Aspects of Cyber Resilience in Large Organisations 

 

Dear …, 

I would like to extend to you an invitation to become a voluntary participant in the study entitled 

“Investigating Organisational Aspects of Cyber Resilience in Large Organisations”. This study forms 

part of a PhD project for Saba Bagheri at the University of Tasmania within the Tasmanian School of 

Business and Economics under the supervision of Dr Gail Ridley, Dr Rob Hecker and Dr Belinda 

Williams. You have been sent this invitation letter because of your role and position in your 

organisation. 

The primary purpose of this project is to identify the organisational aspects of cyber resilience. The 

results may help organisations to learn new ways to withstand the cyber-attacks and provide their clients 

with more reliable services. Participation in this study is voluntary and confidential. If you agree to 

participate in this research, an interview will be scheduled with you at a time and date of your 

convenience, and will take approximately 30 to 45 minutes.  

Attached you will find two documents (the information sheet and consent form). The information sheet 

will provide you with further information about the research study, and the consent form is designed to 

be signed by you at the interview. 

If you wish to participate in this interview process, please kindly respond to Saba Bagheri at 

(Seyedehsaba.bagheri@utas.edu.au)  

If you require any further information, please contact Saba. 

Thank you for your time and attention, 

 

Best regards, 
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Appendix C Information sheet 

Participant Information Sheet 

Title: Investigating Organisational Aspects of Cyber Resilience in Large Organisations 

 

Dear Sir/Madam 

 

Invitation 

As a student at the Tasmanian School of Business and Economics, I am undertaking an academic 

research project as part of my PhD degree, under the supervision of Dr. Gail Ridley, Dr. Rob Hecker 

and Dr. Belinda Williams. You have been sent this invitation letter because of your role and position in 

your organisation. Participating in this research is completely voluntary. 

After reading this information sheet, if you would like to participate in this research study please 

email Saba Bagheri at seyedehsaba.bagheri@utas.edu.au . Arrangements will then be made for an 

interview at a time and location that is convenient to you.  

What is the purpose of this study? 

The purpose of this study is to investigate organisational factors that influence cyber resilience. 

Why have I been invited to participate? 

You have been chosen to participate in this study, because your role has been identified as influencing 

cyber security and cyber resilience procedures in your organisation, and that you have some knowledge 

about organisational aspects of cyber resilience. Your involvement in this research is voluntary and 

there are no consequences for you if you decide not to participate. 

What will I be asked to do? 

As a participant, you will be asked to take part in a semi-structured interview. The interview questions 

in this study are divided into three main sections as follows: 

The first section asks about your job description and educational background. The second section 

consists of questions related to organisational cyber resilience at the employee level, while the third 

section seeks to investigate issues that influence cyber resilience at the organisational level. The 

interview will be scheduled at your convenience (time, date, and location) and is expected to take 

between 30 to 45 minutes.  

The interview will be audio recorded to be transcribed for use in the data analysis phase. Generic titles 

such as ‘senior manager1’, ‘middle manager1’, ‘operational manager1’ etc. will be used for coding and 

for any quotations to ensure anonymity. You will be emailed the transcript of your interview to review 

and edit in order to ensure the accuracy of the written data. 

Are there any possible benefits from participation in this study? 
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You will be provided with a copy of the aggregate research findings when the thesis has been completed. 

Your involvement in this study may contribute to your own increased awareness of organisational 

factors that influence cyber resilience, as well as help develop broader understanding about cyber 

resilience among others. 

Are there any possible risks from participation in this study? 

This study will not pose any risks to you, and all personal information will remain anonymous. Your 

confidentiality and privacy will be respected at all times. 

What if I change my mind during or after the study? 

You have the right to withdraw from the research project at any time without providing an explanation. 

You may withdraw your interview data up until they are analysed, as the data will be de-identified.  

What will happen to the information when this study is over? 

The acquired data will kept securely to prevent access by unauthorised people. The transcripts of 

interviews, and the audio records will be stored electronically on password-protected computers. The 

researcher (Saba Bagheri) and supervisory team members (Dr. Gail Ridley, Dr. Rob Hecker and Dr. 

Belinda Williams) are the only authorised people who have access to the data. According to the 

University of Tasmania’s policy, all the data will be destroyed after 5 years from the date of last 

publication. All paper documents will then be shredded and all the electronic data will be destroyed. 

How will the results of the study be published? 

The data will be used to write a doctoral thesis, after analysis. The thesis file will be stored in the 

University of Tasmania library. Additionally, the data may form part of future published material in 

book chapters or journal paper(s). You will not be identifiable in any publication of the results.  

What if I have questions about this study? 

If you require further information or have queries regarding the study, please feel free to contact one of 

the following researchers from the Tasmanian School of Business and Economics (TSBE): 

1) Saba Bagheri (PhD Candidate at TSBE) 

Email: Seyedehsaba.bagheri@utas.edu.au 

 

2) Dr. Belinda Williams (Senior Lecturer at TSBE/ Primary supervisor of the study) 

Email: Belinda.Williams@utas.edu.au 

Tel: +61 3 6324 3661 

 

3) Dr. Gail Ridley (Senior Lecturer at TSBE/ Co- supervisor of the study) 

Email: Gail.Ridley@utas.edu.au 

Tel: +61 3 6226 2313 

 

4) Dr. Rob Hecker (Senior Lecturer at TSBE/ Co- supervisor of the study) 
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Email: Rob.Hecker@utas.edu.au 

Tel: +61 3 6226 1774 

 

This study has been approved by the Tasmanian Social Sciences Human Research Ethics Committee. 

If you have concerns or complaints about the conduct of this study, please contact the Executive Officer 

of the HREC (Tasmania) Network on +61 3 6226 6254 or email human.ethics@utas.edu.au. The 

Executive Officer is the person nominated to receive complaints from research participants. Please 

quote ethics reference number H0016827. 
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Appendix D Consent form 

Participant Consent Form 

Title: Investigating Organisational Aspects of Cyber Resilience in Large Organisations 

As a participant, I consent to the following: 

1. I agree to take part in the research study named above. 

2. I have read and understood the Information Sheet for this study. 

3. The nature and possible effects of the study have been explained to me. 

4. I understand that the study involves participating in a semi-structured interview. The interview 

will take between 30 to 45 minutes. The interview will be audio recorded. I will be emailed a 

copy of the transcript of my interview to review and edit if needed, in order to ensure the 

accuracy of the written data. 

5. I understand that participating in this study will not pose any risks to me and all my personal 

information will remain anonymous. 

6. I understand that research data will be securely stored on University of Tasmania’s premises 

for five years from the publication of the study results, and will then be destroyed. 

7. Any questions that I have asked have been answered to my satisfaction. 

8. I understand that the researcher(s) will maintain confidentiality, and that any information I 

supply to the researcher(s) will be used only for the purposes of the research. All personal 

information will remain anonymous. 

9. I understand that the results of the study will be published, and I cannot be identified as a 

participant.  

10. I understand that my participation is voluntary and that I may withdraw without penalty or 

disadvantage to me up until the point of commencement of the data analysis stage of the project.  

Participant’s name: _______________________________________________________  

 

Participant’s signature: ____________________________________________________ 

 

Date: ________________________ 

 

Statement by Investigator  

 I have explained the project and the implications of participation in it to this volunteer and 

I believe that the consent is informed and that he/she understands the implications of 

participation. 

If the Investigator has not had an opportunity to talk to participants prior to them participating, the 

following must be ticked. 
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 The participant has received the Information Sheet where my details have been provided so 

participants have had the opportunity to contact me prior to consenting to participate in this 

project. 

 

Investigator’s name: _______________________________________________________  

 

Investigator’s signature: ____________________________________________________ 

 

Date: ________________________ 
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Appendix F Interview questions for business managers 

 

Interview Questions to Guide Interviewer: Business Managers 

 

 Introduction. 

 Explain the project. 

 Explain how the terms cyber resilience and cyber security will be used in this study. 

 

Questions: 

 

Demographic information: 

 

- Please indicate your job description and your educational background. 

 

Personal level: 

1) What knowledge and skills are most important for cyber resilience? 

 

2) What motivates organisational employees to follow cyber resilience policies? 

 

Organisational level: 

3) How important is a. cybersecurity, and b. cyber resilience to the University, and why? 

 

4) Where does responsibility lie for these two issues at the University? 

 

5) How can your role help your organisation to be more cyber resilient? 

 

6) How are decisions made in a cyber crisis? (Do senior managers make them or are the 

employees included?)? How much bureaucracy is usually involved with your cyber resilience 

programs? How much do the managers learn from others’ experiences (adaptive 

policymaking)? 

 

7) What policies and strategic actions should be taken for cyber resilience?  

7.1) How much policy and rules for cyber resilience does your organisation need? 
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8) Has any cyber crisis occurred recently in your organisation? If yes, could you please explain 

what happened exactly? And what actions were taken? 

 

8.1) During the adverse events, or in recovery time, does your organisation attempt to 

remain consistent (rule-based/ restorative) with the established goals and actions, 

or flexible (adaptive)? Which option is more helpful to manage the tension? 

 

 

9) As a whole, what organisational factors do you think have an impact on cyber resilience, and 

how? 

 

10)  In your opinion, how should the organisational factors that contribute to cyber resilience be 

prioritised? 

 

11) Do you have any suggestions for improving the cyber resilience level in your organisation? 
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Appendix G Firewall log records 

The first 20 records of firewall log for IP address [5.18x.x.xx]: 

Table G1 and Table G2 illustrate the first 20 records for IP address [5.18x.x.xx]. As there is not enough 

space in a Word document to display all the log fields, only several fields are shown here. Also, the 

table is divided into two sheets (two tables G1 and G2) for ease in reading. Any record containing 

‘UniA’ refers to C1U. 

Table G1: The first 20 records of firewall log for IP address [5.18x.x.xx]. 
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Appendix H Interview’s questions for IT group  

 

 Introduction. 

 Explain the project. 

 Explain how the terms cyber resilience and cyber security will be used in this study. 

 

Questions: 

 

Demographic information: 

 

- Please indicate your job description and your educational background. 

 

Personal level: 

12) What knowledge and skills are most important for cyber resilience? 

13) What motivates organisational employees to follow cyber resilience policies? 

 

Organisational level: 

 

14) How are decisions made in a cyber crisis? (Do senior managers make them or are the 

employees included?)? How much bureaucracy is usually involved with your cyber resilience 

programs? How much do the managers learn from others’ experiences (adaptive 

policymaking)? 

 

15) What policies and strategic actions should be taken for cyber resilience? How much policy 

and rules for cyber resilience does your organisation need? 

 

16) Are all the cyber resilience policies influenced by government policies? Or are some of them 

customised for your organisation (re-interpretation)? Are there any customisation procedures? 

Are the policies short-term or long-term? 

 

17) Has any cyber crisis occurred recently in your organisation? If yes, could you please explain 

what happened exactly? And what actions were taken? 

 

- After the cyber crisis, did your cyber systems return to the previous status (before the 

cyber attack) or adapt to the new situation (change the previous status with the same 

performance level)? 
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- During the adverse events, or in recovery time, does your organisation attempt to remain 

consistent (rule-based/ restorative) with the established goals and actions, or flexible 

(adaptive)? Which option is more helpful to manage the tension? 

 

 

18) As a whole, what organisational factors do you think have an impact on cyber resilience, and 

how? 

 

19)  In your opinion, how should the organisational factors that contribute to cyber resilience can 

be prioritised? 

 

20) Do you have any suggestions for improving cyber resilience level in your organisation? 
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Appendix I WhoIs Lookup website 

Search results for [IP= x.xxx.9.25] in WhoIs Lookup website 
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Appendix J Ethics 
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Appendix K Conference paper 
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